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1. Legal information

Proprietary copyrights to this documentation and the software described hereto are vested in
Asseco Data Systems S.A. with its seat in Gdansk, ul. Jana z Kolna 11. The above rights are
protected by the Copyright and Related Rights Act (Journal of Laws No. 24, item 83 of February
4, 1994, as amended). The following documentation is distributed under the granted license.

2. Introduction

The Certum e-Delivery service enables the handling of registered electronic mail in accordance
with the requirements of the Act of November 18, 2020, on electronic deliveries (Journal of Laws
2020, item 2320). This manual presents the options offered within the Certum e-Delivery service,
demonstrates the functionalities and features of the mailbox, and focuses on guiding the User
through the processes of: sending consignment (in three modes: registered, registered with
confirmation, registered with e-signature), receiving consignment (in three modes), extending
the tariff plan, inviting a user or authorizing them within the User's mailbox. Each event in the
mailbox triggers appropriate notifications, referred to as alerts.

3. Requirements

The Certum e-Delivery service is supported by a web browser.
IMPORTANT INFORMATION!
Supported browsers are:

e Google Chrome

Additionally, to generate one-time tokens used for logging in, it is necessary to have a mobile
device with Android or iOS and the SimplySign application.

certum.pl
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4. Service activation

Activating the service requires identity verification using one of three methods:

e At a Partner Point — through an in-person meeting.

e With the mObywatel application or e-ID — used to confirm your identity.

e With a qualified electronic signature — used to sign the application for mailbox creation
(this method does not support one-time signatures).

Upon successful identity verification, an account is created in the Certum e-Delivery service. After
account creation, the necessary activation details are sent to the email address provided during
identity verification.

5. Logging into the Service

: To log in to the service, go to the website: https://edoreczenia.certum.pl. After accessing
the website, the login window will appear, where the User must enter their login (email) and
password. It is also possible to switch the service language between Polish and English. After
entering the correct username and password and clicking the ,, " button, the next
window will appear.

certum.pl
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© Certum

bv QIreco

Login

E-MAIL

PASSWORD

Forgot password?

Figure 1: Logging into the Service — Step 1: Entering Username and Password.

STEP 2: In the next window, as shown below, the User must enter a one-time token (code)
generated in the SimplySign mobile application.

certum.pl
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© Certum e

by QLI ECo

< Return

Enter the token

from the SimplySign mobile applicationn

TOKEN

Figure 1.1: Logging into the Service — Step 2: Entering the One-Time Token

STEP 3: After the User enters and confirms the correct token from the SimplySign mobile
application, they will be logged into the Certum e-Delivery service. If the User has access to
multiple mailboxes, a screen will appear where they must select the active mailbox.
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ﬂ e-Doreczenia

by OLrECE

SELECT MAILBOX (2) <

& ACTIVE

firmowa asseco
CITIZEN

Role : Owner

& ACTIVE

Pawet Wojta
CITIZEN
Role : Owner

Log in to another account

Figure 1.2: Logging into the Service — Step 3: Selecting the Mailbox

Once the User has successfully logged into the mailbox, they will have access to the Panel,

which allows them to manage the active mailbox. This is referred to as the "Main Panel” of the
service.

"e—Doreczenia Q  Search by consignment subject @ wn @ & 8

Adam Nowak v C

o Al e ]
i Send a consignment
Jan Kowalskl consented consignment from Jan Kowalski 140N 12:13 16 May 2025
(= '
Sern
Drafts
To0LS
Contacts

Mass consignments

USING THE MAILBOX

Skrzynka e-Dorgezenia
Premium

Package

<% 28 KB OF 50 GB

Figure 2: “Main Panel” of the Service.
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The Main Panel of the Certum e-Delivery mailbox is divided into the following logical sections:

1. Consignment List.
Section for Changing the Active Mailbox.
3. Consignment Management Section, including:
1. Creating consignment;
2. List of received consignment;
3. List of sent consignment;
4. List of draft consignment;
5. List of deleted consignment.
4. Tools Section, including:
1. "Contacts";
2. "Mass consignment".
5. Asection showing the level of use of the box and the choice of tariff plan.
6. Section with auxiliary buttons:
1. “Help";
2. “Change language” — refers to the language in which the Panel is displayed;
3. “Settings";
4. links to,”Other Certum products”;
5. “User".
7. Consignment Finder.

N

The numerical labels in the illustration correspond to the sections described above.

7 e-Doreczenia ¢ | i @
Adam Nowak @ v 55
£:PL-2044-25803-ROJF-89 ©
™ Send a consignment
Jan Kowalskl consented consignment from Jan Kowalski 4DN 12:13 16 May 2025
O o @
Draft:
O
M signmy
sk Doreczenia ®

28 KB OF 50 GB

Figure 3: Main Panel of the Service — Section Breakdown
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Section 2, which allows switching the active mailbox, contains additional hidden options. When
the User clicks on this section, a dropdown window appears with mailbox details and available
options. They are:

e mailbox information: name and status (active or inactive);

¢ ADE number with a quick copy option;

¢ mailbox owner details;

e status of correspondence with public institutions (enabled or disabled);
¢ number of received consignment,

o “Mailbox Settings” option;

¢ mailbox switch option;

¢ logout option.

“7 e-Doreczenia Q mer ® ™ @ 8 2

firmowa asseco e 1-13/13 o

" firmowa asseco
312-55342-ABCDE-33 1B

27 Z potwierdzniem 11:57 15 Apr 2025
=
& nbox I S
& 27 tematttt 115 Apr 20;
Sent | UM-EL
Drafts —— ~27 odrzucona 2:49 1 Apr 2025
AE:PL-85538-40717-WVSAW-27 temat tryb | 2461 Apr 2025
Removed
.
odyt
AE:PL-85538-40717-WVSAW-27 temat 2:441 Apr 2025
USING THE MAILBOX )= bodya CERTUM-El-deedef55-6b9..

Figure 4: Mailbox Management Panel.

6. “Settings”

When selecting the option, the User is redirected to the Panel, which is
divided into the following tabs:

e “General”;

o “Mailbox”;

o “Users”;

o “Notifications”;

certum.pl
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e “Folders”;

e “labels”;

e “Rules”;

e “Tariff Plan”;

e “About application”.

The following presented screen that will show when the option ,”Settings” is selected.

po

“7 e-Doreczenia Q  Search by consignment subjec ® N @ %

Adam Nowak .
« Settings

AE :PL-26449-25883-ROJHF -89 B
slbox

i Send a consignment

General Mailbox Users Notifications Folders Labels Rules Tariff plan  About application

Inbox General
Sent
¥ Language English -
Drafts
Removed $¢  Tariff plan Skrzynka e-Doreczenia Premium

Confirm opening of extemal links

USING THE MAILBOX

Figure 5: Mailbox ,,Settings”.

6.1 “General” Tab

In the “General" tab, the following options are available:

e changing the language in which the Panel is displayed — currently, Polish and English are
available;

o information about the tariff plan assigned to the active mailbox;

e enabling/disabling the option to confirm each action of opening external links.

Below is the tab ,"General", which is the default tab when selecting the option ,"Settings".

certum.pl
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*7 e-Doreczenia Q @ mw @ 2 2
Adam Nowak .
T D) O « Settings
General Mailbox Users Notifications Folders Labels Rules Tariff plan  About application
Send a consignment
Inbox General
Sent
Mp  Languag English -

Drafts
Removed §F  Tariff play Skrzynka e-Doreczenia Premium

Confirm opening of extemal links

Figure 6: Settings - “General” tab.

6.2 “Mailbox” Tab

In the "Mailbox" tab, the following information about the currently selected mailbox is
presented. The following can be found here:

¢ mailbox name;

¢ mailbox status information, e.g., active, mailbox being closed
e mailbox owner details;

¢ ADE address of the active mailbox (with an automatic copy address option);
¢ information about any mailbox extension;

e purchase history;

e option to change the tariff plan;

o type of tariff plan;

o dates of the selected tariff plan duration;

o historical data about the tariff plan usage;

e data regarding mailbox usage.

If the mailbox limit is exceeded, the User will receive the following notification:

certum.pl
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Osiggniecie limitu skrzynki

W dniu 2024.04.18 07:20:01+0000 przekroczono maksymalna pojemnosc dia skrzynki
AE:PLA1067-18185-AFIVB-32. MozZesz zmienic pakiet skrzynki na wyZszy lub

wykasowac niepotrzebne wiadomosci.
Uwaga!

Przekroczenie maksymalnej pojemnosci, powoduje Ze wysytanie i odbieranie wiadomosci

od podmictéw niepublicznych bedzie niemozliwe.

SKRZYNKA
AE:PL-41067-18185-AFIVB-32

Figure 7: Notification of reaching the mailbox limit.
How to Change the tariff plan?

To change the subscription to another one, select the “Change Subscription"” option, which is
located below the active mailbox usage details.

certum.pl
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« Settings

General Mailbox Users Notifications Folders Labels Rules Tariff plan  About application

Mailbox Mailbox actions

URRENT MAILBOX ACTIVE
& Adam Nowak
zen

AE :PL-28449-25803-ROJHF-09 ®

+ Premium

2028-05-11 22:00:00

Purchase history

Current parameters are not enough? | Change subscription

© Purchase history

+ Premium

50 GB of space for consignments
onignments / per year

SMS notifications

Figure 8: Settings - "Mailbox” Tab.

If the current mailbox tariff plan is nearing its end, the User will receive a notification via email
regarding the expiring plan and the date until the current plan is valid.

certum.pl
Page 15 infolinia@certum.pl



Copyright © Asseco Data Systems S.A.

© Powiadomienie o zblizajgcym sie
obnizeniu abonamentu

Za 6 dni korczy sie abonament skrzynki AE:PL-69356-99450-HVSDE-29. Przeduz

abonament, aby dalej korzystac z ustugi ptatnej.

SKRZYNKA
AE:PL-69356-99450-HVSDE-29

Figure 9: Notification regarding the expiring active mailbox plan.

If the User does not take any action and does not purchase a new paid plan, the mailbox will
switch to a free subscription.

© Powiadomienie o obnizeniu abonamentu
Abonament platny skrzynki AE:PL-83884-31583-CUWWC-18 dobiegt korica. Skrzynka

zostaje przeftaczona na abonament darmowy, z ograniczonym czasem przechowywania

przesytek | dostepem tylko dla wiasciciela skrzynki.

SKRZYNKA
AE:PL-83884-31583-CUWWC-18

Figure 10: Notification of downgrading the mailbox subscription.
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However, if the User decides to purchase a different tariff plan, selecting the

option in will redirect them to the :
https://sklep.certum.pl/e-doreczenia-certum-przedluzenie-lub-zmiana-planu.html . There, they
can continue the process of purchasing a new plan for their mailbox.

e-Doreczenia Certum: Przedtuzenie lub
zmiana planu

' Dodsj do koszyka
Figure 11: Process of purchasing a new mailbox tariff plan.
If the User:

e has a Free mailbox without the free package for sending mail to non-public entities and
individuals

OR
e has a Standard or Premium mailbox but wants to purchase additional mail,

They can do so via the following page: https://sklep.certum.pl/e-doreczenia-przesylki.html.

Below is the process of purchasing a mail package.

certum.pl
Page 17 infolinia@certum.pl


https://sklep.certum.pl/e-doreczenia-certum-przedluzenie-lub-zmiana-planu.html
https://sklep.certum.pl/e-doreczenia-przesylki.html

Copyright © Asseco Data Systems S.A.

e-Doreczenia Certum - Pakiety
przesytek

Pakiet przesylek do kwalifikowane] usiugi e-Doreczenia Certum umozliwi Ci wysylanie przesylek do firm i 0sob

fizycznych.

Aby mée skorzystaé z pakietow niezbedne jest posiadanie aktywnej skrzynki w ushudze e-Doreczenia Certum.

ilo$¢ przesytek * wybierz

Liczba : 1

od 11,07 zt brutto
od 9,00 zt netto

3 Dodajdokoszyka [

Figure 12: Mail package purchase process..

6.2.1 "Purchase History" Section

In this section, Users can find information about:
e "PastPlans";

e "Present Plans";
e "Upcoming Plans."

For each plan, details are provided regarding the service activation date, expiration date, and
the tariff plan code.

q e-Doreczenia Q Search by consignment subject @ ™ @ 8 &

firmowa asseco

AE:PL-71312-55342-ABCDE-33 B Current parameters are not enough? Change subscription
) O Purchase history
™ Send a consignment
PRESENT PLAN
free | [468]
Inbox DetailsA
Sent 4 GB of space for consignments
0 business conignments / per year
Tuser
Drafts 0 SMS numbers

0 SMS notifications

Removed

ToOLS

USING THE MAILBOX

Figure 13: Settings — "Mailbox" Tab — "Purchase History" Section

certum.pl
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This tab also allows expanding an additional settings panel by selecting , Itis
located on the right side of the window view. To expand it, click on it.

You can find options such as:

e "Switch Name,"

e "Rename Name,"

e "Enable Correspondence with Public Institutions,"
e "Suspend Mailbox,"

o “Mailbox Usage Report,”

e “Purchase a New Mailbox,”

e "Close Mailbox."

NOTE

The ADE Owner role also has access to the option. This allows Users to
completely resign from the Certum e-Delivery service and PERMANENTLY close the selected
mailbox.

: This action is irreversible. Once closed, the mailbox cannot be restored.

When the User selects this option, an email will be sent to the notification email address provided
in the “ .” The email will contain information about the initiation of the mailbox closure
process, including the date when the User will completely lose access to the service. Additionally,
another email will be sent with a link to download mail along with their proofs from the closing
mailbox. The email will also specify the deadline for downloading the archived data.

Below is an example of the email received by the User upon the initiation of the mailbox
closure process.

certum.pl
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© Powiadomienie o rozpoczeciu procesu
zamykania abonamentu

Rozpoczeto proces archiwizacji przesylek i zamykania skrzynki AE:PL-41067-18185-
AFIVB-32. Wkrotce otrzymasz informacje o moZliwosci pobrania archiwow przesylek.
Tresci przesytek nie beda diuzej dostepne na skrzynce. Za 3 dni (2024.04.23 22:00)

utracisz rownieZ dostep do archiwow przesytek, oraz samej skrzynki.

SKRZYNKA
AE:PL-41067-18185-AFIVB-32

Figure 14: Notification regarding the mailbox closure process.

Once the archiving process of mail is completed, the User will receive the following email
containing a link to the archived data:

certum.pl
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Powiadomienie o zarchiwizowaniu przesytek
skrzynki

Zakonczone proces archiwizacji przesytek ze skrzynki AE:PL-86374-64676-JEJUW-19.
Tresci przesytek nie s3 juz dostepne na skrzynce. Mozesz je pobrac, wraz z dowodami ich
przetwarznia, z nastepujgcych adreséw hitps:iledoreczenia.dev.certum.pl/pxy?
resource=https:/ipliki.edoreczenia.dev.certum.pl/AEPL -86374-64676-JEJUW-19/
archive(CERTUM-M5-d917d8c2-6983-4652-8ab0-ce7099d99475-——CERTUM-MS-
62c5d7fb-8b5b-4b41-34b9-5d46bclel 32c.zip przez 20. Po tym czasie utracisz rowniez

dostep do archiwdw, oraz samej skrzynki.

DOWOD

CONSIGNMENTS_CONTENT_ARCHIVE_EXPORTED :
Zarchiwizowanie przesylek skrzynki

DOWOD POWSTALY: 2024.02.26 14:23:13+0100

PRZESYEKA NADANA: null

3 OD (ADE):
AEPL-86374-64676-JEJUW-19

[+ DO (ADE):

Figure 15: Notification about the archiving of mail in the mailbox

certum.pl
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“7 e-Doreczenia ) ® ™ ®

Adam Nowak

< Settings

General
™ Send a consignment

Inbox Mailbox Mailbox actions

Mailbox Users  Notifications  Folders Labels Rules Tariff plan  About application

RENT MAILBOX
& Adam Nowak
oiZEN

Removed AE:PL-20449-25803-ROJHF-09 ®

Figure 16: Settings — "Mailbox" Tab — Option — "Mailbox Actions"

6.3 "Users" Tab

This tab contains information about the person currently logged into the account on the active
mailbox, an option for inviting and authorizing users, as well as the ability to manage individuals
using the mailbox.

certum.pl
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« Settings

General Mailbox Users Notifications Folders Labels Rules Tariff plan About application

Users

IRRENT USER

& Adam Nowak

Owr adam.nowak.ads@mailinator.com
2+ INVITATIONS AND AUTHORIZATIONS ~ Q 2+ New person
2! USER Q

Figure 17: Settings — "Users" Tab

6.3.1 "Current User" Section

In the "Current User" section, information is displayed regarding the role of the logged-in user
and the email address through which they were invited to the active mailbox.

Users

& Adam Nowak

Figure 18: Settings — "Users" Tab — "Current User" Section

certum.pl
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6.3.2 "Invitations and Authorizations" Section

This section displays information about individuals who have been invited under the
section to manage the active mailbox.

Users can withdraw an invitation or check how many days remain for its acceptance.

Figure 19: Settings — "Users" Tab — "Invitations and Authorizations" Section.

A detailed guide on inviting and authorizing users to manage the mailbox is provided in the
"Invitations and Authorizations" section.

6.3.3 "Users" Section

This section provides options for inviting and authorizing other users to fulfill selected roles
within the active mailbox.

& USER  Q

Jan Kowalski Owner ACTIVE jan.kowalski.ads@mailinator.com &+

Figure 20: Settings — "Users" Tab — "Users" Section

certum.pl
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6.4 "Notifications" Tab

This tab allows users to add and remove channels through which notifications can be received.
Notifications inform the user about events, updates, or necessary actions related to the mailbox.

Currently, notifications can only be set up through:
e e-mail address — available in all plans,

e notification phone number (1) — availability depends on the selected plan,
e notification phone number (2) — availability depends on the selected plan.

< Settings

General Mailbox Users Notifications Folders Labels Rules Tariff plan  About application

Notifications

MANNER OF NOTIFICATION?

adam.nowak.ads@mailin o)

WHICH NOTIFICATIONS ARE TO BE ACTIVE?

n | send £E3 When I receive & Globa

@ E-ma = 2/7 notifications &

Figure 21: Settings — "Notifications" Tab

certum.pl
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6.4.1 “Manner of Notification?” Section

In the field, users must enter the email address where all notifications
regarding the selected active mailbox will be sent.

Notifications

MANNER OF NOTIFICATION?

Figure 22: Settings — "Notifications" Tab — "Notifications" Section
" E-mail for notification" Field

Figure 23: Settings — "Notifications" Tab — "Notifications" Section — "Phone number for notification " Field.

To receive notifications via phone, the number must be entered as a 9-digit sequence, without
the country code (e.g., +48). To confirm the entered data, select the "checkmark" icon. To delete
the saved data, select the "trash bin" icon.

6.4.2 " Which notifications are to be active?" Section

This section categorizes notifications into three logical sub-tabs:

e  “When | send";
e “When | receive";
e “Global".

certum.pl
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Sub-tab — "When I send"

This section allows users to configure notifications related to sending mail.

To adjust selected notifications, click the gear icon —a window will appear, allowing you to
enable/disable specific notifications.

WHICH NOTIFICATIONS ARE TO BE ACTIVE?

= B 2/7 notifications o

Figure 24: Settings - Tab - "Notifications" - Sub-tab - "When | Send".

Some of them are default settings. They are set permanently and cannot be turned off. This is
due to the regulations imposed on the e-Delivery service.

Default notifications - marked with a white background — Figure 37: Sub-tab - "When |
Send" - checkbox - "Default Notifications".

Optional notifications - when enabled, are marked with a blue background — Figure 38:
Sub-tab - "When | Send" - checkbox - "Select Additional Notifications".

For each group, the number of enabled notifications and the total number of possible
notifications for that group are displayed next to each notification channel.

Available types of notifications related to sending consignment:

"Acceptance of package sending";

"Rejection of package sending”;

"Issuance of Confirmation of Sending";

“Issuance of Confirmation of Receipt”;

"Download evidence of Expiration of time to accept/reject package";
"Download evidence of Package delivery";

"Download evidence of Package delivery error”.
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Below are the notifications that are set by default:

Notifications to e-mail address
+ Acceptance of package sending
Vv Rejection of package sending

[ Issuance of Confirmation of Sending

[ Issuance of Confirmation of Receipt

["] Download evidence of Expiration of time to accept/reject package
I:J Download evidence of Package delivery

E\ Download evidence of Package delivery error

Cancel

Figure 25: Settings - Tab - "Notifications" - Sub-tab - "When | Send" - checkbox - "Default Notifications".

Below are the notifications that have been additionally selected, in addition to the default
settings:

Notifications to e-mail address

" Acceptance of package sending

~ Rejection of package sending

Issuance of Confirmation of Sending

Issuance of Confirmation of Receipt

'_] Download evidence of Expiration of time to accept/reject package

| Download evidence of Package delivery

(| Download evidence of Package delivery error

Figure 26: Settings - Tab - "Notifications" - Sub-tab - "When | Send" - checkbox - "Select Additional
Notifications".
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Sub-tab - "When I Receive"

This section sets notifications related to receiving mail. To set the selected notifications, click
the gear icon — a window will appear allowing you to enable/disable specific notifications.

WHICH NOTIFICATIONS ARE TO BE ACTIVE?

& When | send &4 When | receive & Global

E-mail
@ E-mal & 3/8 notifications o

Figure 27: Settings - Tab - "Notifications" - Sub-tab - "When | Receive".

Some of them are default settings. They are set permanently and cannot be turned off. This is
due to the regulations imposed on the e-Delivery service.

o Default notifications - marked with a white background — Figure 40: Sub-tab - "When |
Receive" - checkbox - "Default Notifications".

e Optional notifications - when enabled, are marked with a blue background — Figure 41:
Sub-tab - "When | Receive" - checkbox - "Select Additional Notifications".

e For each group, the number of enabled notifications and the total number of possible
notifications for that group are displayed next to each notification channel.

The available types of notifications related to receiving mail are:

o "Receipt acceptance required”;

o "Acceptance of pre-delivery note";

o "Rejection of pre-delivery note”;

e "Expiration of time to accept/reject package";
¢ "Remove package";

¢ "Notification of readiness of package receipt”;
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o "Delivery of the package";
o "Package delivery error";

Below are the notifications that are set by default:

Notifications to e-mail address

+ Receipt acceptance required

D Acceptance of pre-delivery note

["] Rejection of pre-delivery note

~ Expiration of time to accept/reject package
[ Remove package

+ Notification of readiness of package receipt
[] Delivery of the package

[:] Package delivery error

Figure 28: Settings - Tab - "Notifications" - Sub-tab - "When I Receive" - Default notifications".

Below are the notifications that have been additionally selected, in addition to the default
settings:

Notifications to e-mail address

v/ Receipt acceptance required

[} Acceptance of pre-delivery note

Rejection of pre-delivery note

+ Expiration of time to accept/reject package
Remove package

v Notification of readiness of package receipt
[ Delivery of the package

[ Package delivery error

Cance'

Figure 29: Settings - Tab - "Notifications" - Sub-tab - "When | Receive" - checkbox - "Select Additional
Notifications".
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“Global” Sub-tab -

This section sets the global notifications associated with the active mailbox.
To set the selected notifications, click the gear icon —a window will appear allowing you to

enable/disable specific notifications.

WHICH NOTIFICATIONS ARE TO BE ACTIVE?

= When | send £3 When | receive B Global

E-mail
@ E-mal & 12/18 notifications o

Figure 30: Settings - Tab - "Notifications" - Sub-tab - "Global."

Some of them are default settings. They are set permanently and cannot be turned off. This is
due to the regulations imposed on the e-Delivery service.

o Default notifications - marked with a white background — Figure 43: Sub-tab - "Global" -

checkbox - "Default notifications."

e Optional notifications - when enabled, are marked with a blue background — Figure 44:
Sub-tab - "Global" - checkbox - "Select Additional Notifications."

e For each group, the number of enabled notifications and the total number of possible
notifications for that group are displayed next to each notification channel.

There are possible types of global notifications for the mailbox:

¢ “Notification email address change”;
¢ “Notification phone number change*;
¢ “Notify about change privilege”;
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e “Notification of completion of mail export";

e “Notify about consignments content exported”;

e “Authorize user”;

e “Mailbox invitation expiration”;

e “Mailbox has been closed”;

e “Notify about mailbox closure process beginning”;
e “Notify about upcoming subscription expiry*;

e “Subscription downgrade”;

¢ “Notify about upcoming subscription downgrade”;
o “Notify about mailbox name change”;

o “Notify about mailbox policy updated*;

e “The 4 GB limit for the mailbox has been exceeded”;
e “The 4 GB limit for the mailbox has been reached”;
¢ “Notify about suspend privilege*;

¢ “Notify about unsuspend privilege”.

Below are the notifications that are set by default:

Notifications to e-mail address

+ Notification email address change

+ Notification phone number change

[ Notify about change privilege

V' SETTINGS.NOTIFICATIONS.EVENTS.CONSIGNMENTS_CONTENT_ARCHIVE_|
+ Notify about consignments content exported

‘;‘ Authorize user

__| Mailbox invitation expiration

v/ Mailbox has been closed

v/ Notify about mailbox closure process beginning
+ Notify about upcoming subscription expiry
+/ Subscription downgrade

' Notify about upcoming subscription downgrade

«

Figure 31: Settings - Tab - "Notifications" - Sub-tab - "Global" - checkbox - "Default Notifications".

Below are the notifications that have been additionally selected, in addition to the default
settings:
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Notifications to e-mail address

~ Mailbox has been closed

" Notify about mailbox closure process beginning
+ Notify about upcoming subscription expiry

+ Subscription downgrade

+  Notify about upcoming subscription downgrade

’ Notify about mailbox name change

~ Notify about mailbox policy updated
~ The 4 GB limit for the mailbox has been exceeded
+ The 4 GB limit for the mailbox has been reached

Notify about suspend privilege

|| Notify about unsuspend privilege

‘

Figure 32: Settings - Tab - "Notifications" - Sub-tab - "Global" - checkbox - "Select Additional Notifications".

6.5 "Folders” Tab.

STEP 1: In the “Folders" tab it is possible to manage additional folders. To create an additional
folder by which to further segregate mail, select the option “Add folder” in the section above.
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< Settings

General Mailbox Users Notifications Folders Labels Rules Tariff plan  About application

Folders

@ see also: Consignment rules

™1 + Add folder

[J +Add folder

Figure 33: Settings - Folder creation - step 1.

STEP 2: Enter the selected folder name. To create a new folder that will be visible in the folder
list, select the option "Add".

Add folder

Name *

Folder name...

Cancel

Figure 33.1: Settings - Folder creation - step 2.

STEP 3: At this point, the list shows the folder created in the earlier steps of the instruction.
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Subsequent additional options are available for the created folder:

e the “Rename folder” option;
e the “Search” option;
o the “Remove folder”’ option.

“7 e-Doreczenia Q

firmowa asseco

® Folders

1312-55342-ABCDE-33

¥ Send a consignment

Inbox + Add folder

Sent
HR

Drafts

Removed
+ Add folder

USING THE MAILBOX

Figure 33.2: Settings - Folder creation - step 3.
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6.6 "Labels” Tab.

STEP 1:In the "Labels” tab, you can create labels that are used to mark mail so that you can find
them more easily later. To add a new label, select “Add Label".

‘le-Doretzenia Q  Search by consignment subject - @ W™ @ 8
Adam Nowak .
AE :PL-20449-25883-ROJHF -89 « Settlngs
Change mailbox
General Mailbox Users Notifications Folders Labels Rules Tariff plan  About application
™ Send a consignment
L mbox Labels
B sent @ see also Consignment rules
D Drafts
@ + Add label
U Removed

ToOLS &

USING THE MAILBOX =

Figure 34: Settings - Label creation - step 1.

STEP 2: In the next window, enter the name of the label to be created. You can also set its
background color and text color.

Add label
NAME *

| personal

@ sacxcrounncoior @) TEXTCOLOR

Cance' m

Figure 34.1: Settings - Label creation - step 2.

certum.pl
Page 36 infolinia@certum.pl



Copyright © Asseco Data Systems S.A.

: After entering the name of the label and defining the colors of the background and text,
select the "Add” option. The added label will appear on the labels list.

« Settings

General Mailbox Users Notifications Folders Labels Rules Tariff plan  About application

Labels

+ Add labe

+ Add label

Figure 34.2: Settings - Label creation - step 3.

6.7 "Rules” Tab.

:In the " " tab, you can see the active criteria based on which the mail will be sorted.
To set active rules, you must first enter labels and/or folders. They are described in the sub-
chapter above.

certum.pl
Page 37 infolinia@certum.pl



Copyright © Asseco Data Systems S.A.

qe-Doreczenia Q  Search by consignment subject eee @ w @ 8 &
Adam Nowak .
AE :PL-28449-25883-ROJHF-89 B “ settlngs
Change mailbax
General Mailbox Users Notifications Folders Labels Rules Tariff plan  About application
¥ Send a consignment
& oo Consignment rules
B sent @ see also: Labels To add a new rule se the consignment search function
D Drafts
U Removed
To0LS A
USING THE MAILBOX )

Figure 35: Settings - Rule creation - step 1.

STEP 2: To set the appropriate rules for mail, click on the three dots in the search bar and
additional options will expand. Select the "Search consignment” option.

SUBJECT.

SENDER:

RECIPIENT:

RECEIVED. =]

Create rule Q Search consignments

Figure 36.1: Settings - Rule creation - step 2.

STEP 3: Then in the upper right corner you will see the option "Create rule". Select it to open the
rule wizard.
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" e-Doreczenia Q  Search by consignment subject @ ™~ @ 88 &
firmowa asseco Search results: 15 Consignments. Change criteria Create a rule End search

AE:PL-71312-55342-ABCDE-33 B

Change mailbox [2) ~ : 1-15/15 o < >
— et . Inbox
end a consignment
9 AE:PL-85538-40717-WVSAW-27 z potwierdzniem 11:57 15 Apr 2025
Q Search results Inbox
: AE:PL-85538-40717-WVSAW-27 tematttt 11:5115 Apr 2025
£d inbox " B~ bodyna B CERTUM-El-dBaadib7-aa70..
B semt 12 Inbox
: AE:PL-85538-40717-WVSAW-27 odrzucona 12:49 1 Apr 2025
D Drafts 17
Inbox
| AEPL-85538-40717-WVSAW-27 temattryb 1 12:46 1 Apr 2025
M Rramavad s =
TOOLS N B bodyea
USING THE MAILBOX % Inbox
AE-DI ARRZAANTITAAMNIC AVALDT tamat 12-44 1 Are 2198

Figure 36.2: Settings - Create a rule - step 3.

STEP 4: In the next step, you can select the bar "Add label" and choose a label from the expanded
list. To expand the list, select the "label’s” icon.

Consignments that meets your search criteria

@ DD LABEL

LABELS o

@ PLACE IN FOLDER:

D MARK AS READ

@ AcTivERULE

Savetherule :

Figure 36.3: Settings - Rule creation - step 4.

STEP 5: Then you can select the bar "Place in folder" and choose a folder from the expanded list.
To expand the list, select the "folder’s” icon.
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Anuluj

(D MARK AS READ

@ AcTiveruLE

Savetherule :

Figure 36.4: Settings - Rule creation - step 5.

STEP 6: To make a rule active, select the bar "Active rule" and in the field "Name the rule" select
a name for the rule. After completing these steps, select "Save the rule".

. " J ~oa
@ PLACE IN FOLDER

HR @ Jam]

P MARK AS READ

@ acTive ruLe

NAME THE RULE *

rule HR

Cancel Savetherule :

Figure 36.5: Settings - Rule creation - step 6a.

In addition to being able to save the rule, there is also an option to run it immediately. Click the
three vertical dots on the "Save the rule" button and select the "Save and run the rule (works
backwards)" option. The rule will be saved and run.
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o -

@ PLACE INFOLDER:

HR @

(P MARK AS READ

@ AcTive RULE

NAME THE RULE *

rule HR

» Save and run the rule (works backwards)

Cancel Savetherule :

Figure 36.5: Settings - Rule creation - step 6b.

ATTENTION!
A minimum of one of the following options must be selected for a rule to be saved and run:

e add label,
e placeinfolder,
e mark as read.

If the User now goes to “Settings” and the tab "Rules," the rule created in the previous step will
be shown. Next to the rule name, you can find the rule management panel.

It includes options such as:

e “Turn off rule";
o “Execute rule";
e “Settings";

e “Delete Rule."
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*7 e-Doreczenia Q _ : @ ™ @ B 8

firmowa asseco

T P AT « Settings

General Mailbox Users Notifications Folders Labels Rules Tariff plan  About application
Send a consignment

Inbox Consignment rules
Sent i
Drafts

hr QO »r & 0

Removed

USING THE MAILBOX

Figure 37: Settings - “Rules” Tab - "Consignment Rule” option.

6.8 "Tariff plan” Tab.

This tab allows you to view information about the current tariff plan. Information such as the use
of the available space limit and details of the selected plan are displayed. In addition, it is possible
to go to the Certum store to change the selected tariff plan — the button "Change plan" is used
for this. After selecting this option, you are taken to the Certum Store, where the User can
continue the further process of purchasing the service.
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< Settings

General Mailbox Users Notifications Folders Labels Rules Tariff plan About application

Tariff plan

Change plan

0 k8 50 cs

v 1 user/ 50 as part of the plan
v Mass correspondence

v Import consignments

v 300 packages to companies

Text consignment notifications

<

v Infinity consignment storage

Change plan

Figure 38: Settings - “Tariff Plan” Tab.

6.9 “About application” Tab.

Here you can find information on the current version of the application, as well as the regulations
of the privacy policy and e-Delivery service.
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qe-l?oreczenia Q  Search by consignment subject @ N @ &
Adam Nowak .
AE :PL-20449-25883-ROJHF -89 B “ SEttlngS
General Mailbox Users Notifications Folders Labels Rules Tariff plan  About application
Inbox About application
Sent
Version: 3.5.0
Drafts
femoved Terms and policy
Terms & Conditions for Certum eDelivery
TOOLS 2 Privacy Policy ©
Figure 39: Settings - "About application” Tab.
1] ] I »
7. “Tools" Bar.
The tools bar is located on the left side of the mailbox management panel.
It is a sliding bar that includes options such as:
e “Contacts”,
e "Mass consignment”.
TOOLS b
Contacts
Mass consignments
Figure 40: “Tools” Bar.
certum.pl
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7.1 "Contacts"

The " " option allows managing the User's address book. It is possible to add, delete and
modify contacts. With this option, a search of the contact list is also available.

The contacts are divided into categories:
e “Public institution";

e “Institution or non-public company";
e “Individual";

You can filter the contact list by contact type.

" e-Doreczenia Q ® ™N @ B Q
«  Contacts New contact
Al ﬁ? Public institution |:_ Institution or non-public company & Individual

Q

NIP, REGON No. or

Name PESEL Address ADE Changed
m Pagac LLC 7963781153 Kilback Burg 26/25, Sparks, 17-160 2] Q 2 B
Jﬂ Janex 5178359458 Dare Underpass 199/62, East Ay.. 2] Qa £ B

Figure 41: “Contacts.”
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7.1.1 Adding a contact automatically

STEP 1: To add a new contact to the address book, select “Add contact.” A window will appear
where you should select the type of contact and enter its data.

Add contact
Seschingiioh GieciesfBo]

Q  fraxpayer Identification Number [NIP], National Economic Re

Tie fiekd s required
or add manually:

fii  Public institution

[Z] Institution or non-public company
Companies from the (KRS) and [CEIDG], foundations, professions of
public tust

Individual

Citizens

Figure 42: “Adding a contact automatically - Step 1.”

STEP 2: If you add a contact from the “Public institution” or "Institution or non-public company”
category, it is possible to automatically retrieve the data of this institution from the Database of
Electronic Addresses (BAE) based on its registration number (REGON or NIP). In order to
automatically retrieve the data of the added contact, enter its registration number and press the
"Search in online directory (BAE) “ button. In the case of the graphic below, the ADE address by
which the system searched for the right person was given. To have the searched address
automatically added to your contact list, just click on it.
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Add contact

Search in online directory [BAE]

Q  AEPL-61975-63843-IFNUD-17

Pagac LLC
Sparks, Kilback Burg 26/25, 17-160 Sparks
NIP 7963781153
AE:PL-61975-63843-IFNUD-17

fit Public institution
Offices, services, inspections

Institution or non-public company
Companies from the [KRS] and (CEIDG), foundations, professions of
public trust

Figure 43.1: “Adding a contact automatically - Step 2.”

STEP 3: If the action is successful, a message will appear in the upper right corner stating " Contact
added”. The contact along with its retrieved data will be in the contact list.

‘l e-Doreczenia Q  Search by consignment subject _

< Contacts New contact
il Public institution o [£] institution or non-public company 1 & Individual &
Q

NIP, REGON No. or

Name % PESEL Address ADE Changed <

E_ Pagac LLC 7963781153 Kilback Burg 26/25, Sparks, 17-160  AE :PL-61975-63843-TFNUD-17 @ kilka sekund temu Q £ @

E Janex 5178359458 Dare Underpass 199/62, East Ay... AE:PL-81834-62865-HEFHH-21 B 2 miesigce temu Q £ »
1-2/2 < >

Figure 43.2: “Adding a contact automatically - Step 3.”
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7.1.2 Adding a new contact manually

To add a new contact to the address book, select ”. A window will appear where
you should select the type of contact and enter its data.

If you select " ," you must provide the following data (asterisks indicate mandatory
fields):

e “Electronic Delivery Address (ADE)"*;
e “Contact name”*,

e “National Identification Number (PESEL)";
e “First name"¥;

e “last name";

e “Street";

e “House number";

e “Premises number";

e “Locality";

o “Postal code";

o “Post office";

o  “Country";

o “Voivodeship";

o “E-mail address",;

o “Description".

Below you can see the process of manually adding to contacts:
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Add contact

&  Individual change
Citizens

ELECTRONIC DELIVERY ADDRESS (ADE) *

e.g. AE:PL-00000-00000-AAAAA-00

PLEASE ENTER YOUR CONTACT NAME *

Add a note v

No data -

cance'

Figure 44: Adding a new contact manually - “Individual”.

If you select an institution, you must provide the following data (asterisks indicate mandatory
fields):

e “Electronic Delivery Address (ADE)"¥;
e “Taxpayer Identification Number (NIP)";
e “Name"¥;

e “Street";

e “House number";

e “Premises number";

e “Locality";

e “Postal code";

o “Post office";

e “Country";

o “Voivodeship";

e “E-mail address",;

o “Description".

Below you can see the process of manually adding a "Public institution" to contacts:
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Add contact

fif  Public institution change
Offices, services, inspections

ELECTRONIC DELIVERY ADDRESS (ADE) *

€.9. AE:PL-00000-00000-AAAAA-00

PLEASE ENTER YOUR CONTACT NAME *

Add a note v

DATA FROM THE ONLINE DIRECTORY (BAE)

Cance' m

Figure 45: Adding a new contact manually - “Public institution.”

If you select a non-public institution, you must provide the following data (asterisks indicate
mandatory fields):

e “Electronic Delivery Address (ADE)"*;
o “Taxpayer Identification Number (NIP)";
e  “Name"¥*;

e “Street";

e “House number";

e “Premises number";

e “locality";

e “Postal code";

o “Post office";

e “Country";

e “Voivodeship";

e “E-mail address",;

e “Description".

Below you can see the process of manually adding a “Institution or non-public company” to
contacts:
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Add contact

El Institution or non-public company change
Companies from the [KRS) and [CEIDG), foundations, professions of public
trust

ELECTRONIC DELIVERY ADDRESS (ADE) *

e.g. AE:PL-00000-00000-AAAAA-00

PLEASE ENTER YOUR CONTACT NAME *

Add a note v

Cancel [@ Save

Figure 46: “Adding a new contact manually — Non-public institution or company.”

7.2 "Mass consignment"

This folder contains mail sent to more than one recipient.

Selecting a mass consignment takes you to the list of consignment sent within that mass
consignment. The review and handling of individual consignment is the same as for a regular
consignment sent. We treat each single consignment as a regular consignment. Mass
consignment can be sent in three modes. Deleting one consignment sent as part of mass
consignment does not delete the entire mass consignment — only the deleted item is affected.
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7 e-Doreczenia Q ® wm @ 8

Pawet Wojta -
£ Mass correspondence

v 1 v
:

To: 2 recipients temat 2:411 Apr 2025 >

Inbox
Sent

Mrafte

L
Contacts
FB> Mass consignments

ISING THE MAILBOX

Figure 47: Tools - “Mass consignment”

8. Actions for handling consignment

8.1 Action I: Receipt of consignment

: To receive consignment, go to the " " folder and sort consignment accordingly. In
this case, select the filter “All” above the list of consignment. New consignment should be
downloaded automatically. In addition, you can manually download new consignment with the
button “ " symbolized by an arrow. The time of receipt is also recorded for each
consignment. It is located to the right of the consignment line.
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7 e-Doreczenia

Adam Nowak v c ;&
€ 19-25803-R0. ®
Al a © °
™ Send a consignment
Jan Kowvalsk! test consignment
Inbo» o .
B~ bodyt [ testoo00ipdf

B s

Drafts

Removed

Contacts

Mass consignments

JSING THE MAILBOX

Figure 48: Receipt of consignment — step 1.

STEP 2: Unread consignment is displayed in bold. To filter the view so that only consignment not
yet received are shown, select the “Unread” filter above the list of consignment. Below you can
see a consignment that has not yet been received:

1 e-Doreczenia Q  Search by consignment subject Lo @ ™ @ 8 &
firmowa asseco ~ C 1-13/13 &
AE:PL-71312-55342-ABCDE-33 ©

o Al e )
™ Send a consignment
AE:PL-85538-40717-WVSAW-27 z potwierdzniem 11:57 15 Apr 2025
£ inbox 1
AE:PL-85538-40717-WVSAW-27 tematttt 1155115 Apr 2025
Sent )= bodywxt rt  CERTUM-El-d6aadlIb7-aa70.
Drafts AE:PL-B5538-40717-WVSAW-27 odrzucona 12:49 1 Apr 2025
AE:PL-B5538-40717-WVSAW-27 temat tryb 1 12:46 1 Apr 2025
Removed
1 ] body.bat
TOOLS A AE:PL-85538-40717-WVSAW-27 temat 12:44 1 Apr 2025
USING THE MAILBOX A ] body.txt rer - CERTUM-El-deedef55-6b9f...

Figure 49.1: Receipt of consignment — step 2.

STEP 3: To receive the consignment, you need to enter it. After this action, the consignment is
no longer available in the "Unread" filter and goes to the "Read" mail.
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7 e-Doreczenia Q searct Jnment subl ® ™ @ 1 8

Al a © °

Jan Kowalskl test consignment
Inbox . B
B bodyt  [PBw test
B s
Draf
Removed

Contacts
Mass consignments

JSING THE MAILBOX

Figure 49.2: Receipt of consignment — step 3.

To filter the view so that only consignment received so far are shown, select the “Read” filter
above the list of mail. Here you can find mail with the title “Unread consignment,” which in the
earlier steps of the instructions was received.

ﬂe-Doreczenia Q searct ) t subje @ N @ 8 8

Adam Nowak v (& VAR S mn
ONSIGNMENT IDENTIFER

Al a ° e ’ CERTUM-MS-14a2cabe-a843-4Be6-bacf-199e8e769d91 &

test consignment

™ Send a consignment 9

Jan Kowalski test consignment 206 16 May 2025 & Jan Kowalski
ent- 10:06 16-05-2025 GMT+0
Inbox - o B~ tescoocio

test consignment

Removed

Contacts
Mass consignments

ING THE MAILBOX

Figure 50: “Read” Filter.

In addition, in the upper right corner of the list of mail there is a “Show deleted consignment”
switch. It also allows you to view consignment that were previously deleted.
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AEPL-85538-40717-WVSAW-27 tiile 1118 19 May 2025
& rbox ~ Y oo
Sent AE:PL-85538-40717-WVSAW-27 z potwierdzniem
Drafts AE:PL-85538-40717-WVSAW-27 tematttt 5115
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Figure 51: "Show deleted consignments” switch.

Modes of received consignment

Received consignment is divided into the following modes (types):
o “Registered”;

e “Registered with confirmation”;
e “Registered with e — signature”.

Depending on the type of consignment, the handling during collection varies. In the following
sub-chapters, this issue is described in more detail.

NOTE:

Consignment with confirmation of receipt is not available to public recipients and senders.

8.1.1 Receiving consignment - "Registered” mode

certum.pl
Page 55 infolinia@certum.pl



Copyright © Asseco Data Systems S.A.

This is the simplest type of consignment. Receipt of such consignment consists only of entering
it in the consignment list. Its content will be downloaded automatically from the server. This
process is described in the "Send a consignment” Action sub-chapter of this manual. Below you
can see the consignment being decrypted during the receiving process:

" e-Doreczenia Q @ = @ 18 2
firmowa asseco ~ C «— 1/14 >
342-ABCDE-33 B
CONSIGNMENT IDENTIFIER
o Al CERTUM-MS-9d66ce2d-aebB-4e62-977-dBa3f67cf256 ®
ttile
™ Send a consignment
AE:PL-85538-40717-WVSAW-27 ttile Frow: AEPL-B5538-40717-WVSAW-27 [
& inbox . o 0918 13-05-2025 GMT+0
Sent AE:PL-85538-40717-WVSAW-27 z potwierdzniem 0 evidenc (58]
title
Drafts AE:PL-85538-40717-WVSAW-27 tematttt
) bodyax re CERTUM-El-d6andlIb7-aa70. TEELD
Removed
AE:PL-85538-40717-WVSAW-27 odrzucona
Reply Forward
AE:PL-85538-40717-WVSAW-27 temat tryb 1

SING THE MAILBOX ] body.txt

Figure 52: Receipt of ,,Registered” consignment.

8.1.2 Receiving consignment - "Registered with confirmation” mode

STEP 1: This is a type of consignment in which the recipient must confirm receipt. When you enter
the selected consignment in the consignment list, you will be prompted to confirm receipt of the
selected consignment. To do so, select "Open consignment".
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o All
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Package

<1% 28 KB OF 50 GB

140N 12:13 16 May 2025
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CERTUM-MS-396da969-c89f-414d-afde-692199c47865 B
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w8 Jan Kowalski
ser: 10:13 16-05-2025 GMT+0

There are 14 days left to read it

After that, it will be opened automatically.

= Open consignment

Reject the consignment and give a reason

Figure 53: Receipt of "Registered with confirmation” consignment - step 1.

STEP 2: After confirmation of receipt, the contents of the consignment will be downloaded from
the server. The consignment can also be rejected — this option is described in more detail in the

sub-chapter on rejecting consignment.

" e-Doreczenia Q  Search by consign
Adam Nowak v C
E:PL-20445- 25803 RORE-B0 B
0e maie
o All

™ Send a consignment
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D

Contacts

Mass consignments

Skrzynka e-Dorgczenia
Premium

Package

<1% 28 KB OF 50 GB

14.0M1

12:13 16 May 2025

“ mn
CONSIGNMENT IDENTIFIER

CERTUM-MS-396da909-¢89F -414d-afde-692199c47865 &
consented consignment from Jan Kowalski

w8 Jan Kowalskl
seur 10:13 16-05-2025 GMT+0

Figure 54.1: Receipt of "Registered with confirmation” consignment - step 2.

8.1.3 Rejecting consignment - "Registered with confirmation” mode.
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STEP 1: If the User wants to reject the mail, then they must select the option "Reject the
consignment and give a reason".

@
Do

7 e-Doreczenia Q sea I subje @ o™

Adam Nowak v C VAT — 11

CONSIGNMENT IDEN:
o All CERTUM-MS-396da969-cB9f-414d-afdc-692199c47865 B

consented consignment from Jan Kowalski

Jan Kowalski consented consignment from Jan Kowalski 14DNI  12:13 16 May 2025 Frou & Jan Kowalski
e 10:13 16-05-2025 GMT+0

is is a read confirmation consignment (pre-delivery nolice

There are 14 days left o read it
Contacts
e Adter that, it will be opened automaticaly.

Mass consignments
(3 Open consignment

NG THE MAILBOX
Skrzynka e-Dorgezenia Reject the consignment and give a reason
Premium

v

<1 28 KBOF50GB

Figure 55: Rejection of "Registered with confirmation” consignment - step 1.

STEP 2: After selecting the reason for rejection, confirm it with the option "Save".
Reasons for possible rejection of the mail receipt, in this case, are:
o "lrefuse to accept this consignment";

o "The consignment address is incorrect",;
e "Incorrect consignment address ".

After selecting the reason for the rejection, the system will perform the rejection and generate
the corresponding proof.

The consignment can also be received — this option is described in more detail in the sub-
chapter on consignment reception.
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Select the reason for refusing receipt

() Irefuse to accept this consignment

") The consignment address is incorrect.
Mark s

") Incorrect consignment address.

ditferent address.

Cancel

Figure 56.1: Rejection of "Registered with confirmation” consignment - step 2.

STEP 3: The rejected consignment will contain information about the fact that it is rejected

consignment, the date of the rejection action and the reason for rejection selected by the user
will also be recorded.

*7 e-Doreczenia Q Search by consignment subject @™ @® 8 g
/Adam Nowak O~ i () stsynchonastion 1216 16 May 2025 m oo < > P 11 < >
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Change mailbcx CONSIGNMENT IDENTIFIER

@ al © unread o © Read 1 O Show delewed consignments CERTUM-MS-cbaB1ae3-9cd6-4891-818F-6911be1db76a &
consented consignment from Jan Kowalski
(] Jan Kowalski consented consignment from Jan Kowalski 1216 16 May 2025 rrou & Jan Kawalski
Q Inbor . - senr- 10:16 16-05-2025 GMT+0 Mot details.
B sent | D) see evidences
This consignment was rejected by you.
™ rafs z
Date of rejection : 16.05.2025 1217
P N P
Message explicitly rejected by the Recipient
oo
B comacs 1
£ Mass consignments
USING THE MAILBOX ¥
Swrzyna e-Doreczenia (-
Premium N
. -
<1% 28 KB OF 50 GB
Figure 56.2: Rejection of "Registered with confirmation” consignment - step 3.
8.1.4 Receivi i t - "Registered with j ture” d
1. ecelving consignment - "Kegisterea with e-signature mode
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: This is a type of consignment in which the recipient must confirm receipt using an
electronic signature. When you enter such consignment in the list of mail, you will be prompted
to confirm receipt of this consignment. This should be done by selecting " N

“4 e-Doreczenia

firmowa asseco v C 5/15 € 1/15 >

CONSIGNMENT IDENTIFIER
CERTUM-MS-5ccB74d6-b622-4178-ab71-befa7892ac15

. e-sign
Send a consignment

AE:PL-85538-40717-WVSAW-27 e-sign #14DM 115019 May 2025 AEPLBSSIB-40TIT-WVSAW-2T
kg 0O AR AT A 09:50 19-05-2025 GMT+0

AE:PL-85538-40717-WVSAW-27 tematttt 115115 Apr 2025

AE:PL-85538-40717-WVSAW-27 odrzucona 12:49 1 Apr 2025

AE:PL-85538-40717-WVSAW-27 temat tryb 1 12:46 1 Apr 2025 ke thax, K w

) Reject the consignment and give a reason

Figure 57: Acceptance of "Registered with e - signature” consignment - step 1.

: After selecting the option to open the consignment, you are redirected to the next
window. Once the confirmation of receipt process begins, the electronic signature process will
begin. Once the electronic signature is performed, the contents of the mail will be downloaded
from the server.

The consignment can also be rejected — in this case, this decision must also be confirmed with an
electronic signature. This option is described in more detail in the subsection on rejecting
consignment.

After clicking the " ” button, a window will appear that allows you to select the
medium on which the User's qualified certificate is contained.

Currently, it is possible to select signature media, such as:
o “SimplySign";

o “local signature";
o “Ido not have a signature”.
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b

Sender requested signature
confirming receipt of
consignment

& simplysign

Electronic sgnature in SmphSign cloud

Local signature

et the card into the reader connected 1o your
device

| do not have a signature

Purchase an slectronic sigrature

Abort the signing process

Figure 58.1: Acceptance of "Registered with e - signature” consignment - step 2.

STEP 3: Depending on the choice of signature medium, the User will be redirected to the
appropriate process for signing documents.

bg

Sender requested signature
confirming receipt of
consignment

SIGN.DESCRIPTION

THE SIGNING PROCESS IS IN PROGRESS.
PLEASE WAIT.

Abort the signing process

Figure 58.2: Acceptance of "Registered with e - signature” consignment - step 3.

STEP 4: After selecting it, a page will appear with a statement that the User will have to sign. To
start the signing process, select the "Sign" option in the upper right corner of the page.
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Figure 58.3: Acceptance of "Registered with e - signature” consignment - step 4.

Rl AIIE Sl 51 Porsonidentifier

STEP 5: To sign the document it is necessary to log in to your SimplySign account.
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Figure 58.4: Acceptance of "Registered with e - signature” consignment - step 5.

STEP 6: To log in to the SimplySign signing service, you will need to enter your application login
credentials. It is necessary to enter the e-mail address and token from SimplySign application.
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Figure 58.5: Acceptance of "Registered with e - signature” consignment - step 6.

STEP 7: After logging into SimplySign, it will be possible to select the User's certificate.
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Figure 58.6: Acceptance of "Regisfered with e - signature” consignment - step 7.

STEP 8: After selecting the User’s certificate, entering a valid PIN and selecting the "Sign" option,
the declaration will be signed.
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Figure 58.7: Acceptance of "Registered with e - signature” consignment - step 8.

STEP 9: Another option available on this screen is the option to download the document. To do
this, select the "Download document" option in the top right of the window.

The following options will then be displayed:

e “Download document” - in this case only XML information about the mail will be

downloaded,
e “Download with proof"'- in this case, XML information about the mail and a qualified

validation report will be downloaded.

When you select "Close", you will return to the list of mail and you will see the mail you have just
accepted.
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Figure 58.8: Acceptance of "Registered with e - signature” consignment - step 9.

8.1.5 Rejecting consignment - "Registered with e - signature” mode.

STEP 1: This is a type of consignment in which the recipient must confirm receipt using an
electronic signature. When you enter such mail in the list of consignment, you will be prompted
to confirm receipt of this consignment. If the User wants to reject the consignment with stating
a reason, then they should select the option " Reject the consignment and give a reason ".
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Figure 59: Rejection of "Registered with e - signature” consignment - step 1.
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STEP 2: After selecting the option to reject the consignment, you are redirected to the next
window.

The available options for the reason for refusal of receipt are:

o "l refuse to accept this consignment”;
e "The consignment address is incorrect";
e "Incorrect consignment address ".

Select the reason for refusing receipt

) Iretuse to accept this consignment

) The consignment address is incorrect.

) Incorrect consignment address.

aitferent addvess.

Cancel

Figure 60.1: Rejection of "Registered with e - signature” consignment - step 2.

STEP 3: After going through the step of providing a reason for rejection, the electronic signature
process will begin. Once the electronic signature is performed, the contents of the consignment
will be downloaded from the server.

The consignment can also be received - in this case, this action must also be confirmed with an
electronic signature.

Currently, it is possible to select signature media, such as:
e  “SimplySign";

e “Local signature";
e “l do not have a signature”.
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et the card into the reader connected 1o your
device

| do not have a signature

Purchase an slectronic sigrature

Abort the signing process

Figure 60.2: Rejection of "Registered with e - signature” consignment - step 3.

STEP 4: Depending on the choice of signature medium, the User will be redirected to the
appropriate process for signing documents.

7

Sender requested signature
confirming receipt of
consignment

SIGN DESCRIPTION

THE SIGNING PROCESS IS IN PROGRESS.
PLEASE WAIT.

Abort the signing process

Figure 60.3: Rejection of "Registered with e - signature” consignment - step 4.

STEP 5: After selecting it, a page will appear with a statement that the User will have to sign.
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xmins:ns3="urn:oasisnames:tc:SAML:2 O:assertion”
xmins:nsd="http://www.w3.0rg/2000/09/xmidsig#"
xmins:ns5="http://www.w3.0rg/2001/04/xmilenc#" version="EN319522v1.1.1">
<nsZtvidenceldentifier>CERTUM-CE3-6D3425e5-0a75-4e5C-b5dd-918619108576</ns2:Evi
«ns2ERDSEventid=http://certum.pl/ERDS/Event/ConsignmentAcceptanceWillDeclaration|
<ns2E ons> <ns2E on=>

<Code>http://certum pl/ERDS/EventReason/ConsignmentAcceptanceWillDeclaration</
<Details>| hereby accept the consignment consent</Details>

<Details>Niniejszym akceptuje zgode na odbior przesyiki</Details>
</nsZEventReason>  </ns2:EventReasons>
<EventTime>2025-05-19T09:53:28.381Z</EventTime>

<ns2:EvidencelssuerPolicylD>

<PolicylD>urn:old:1.2.616.1.113527.2.4.1.4.2</PolicylD>
<PolicylD>urn:oid:1.2.616.1.113527.2.4.1.4 4</PolicylD>

</ns2:EvidencelssuerPolicylD>  <ns2:EvidencelssuerDetails>

<ns2identity> <ns3:Attribute FriendlyName="LegalName"
Name="http://eldas.europa.eu/attributes/legalperson/LegalName”
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri™>

<ns3:AttributeValue xmins:xs="http:/ /www.w3.0rg/2001/XMLSchema”

xmins:xsi="http:/ fwww.w3.0rg/2001/XMLSchema-instance”
Xsltype="xs:sINg">Assaetel SigsSelesifstabiisiantc\Valuc>

</nsZAttribute> WA SR A o Personidentifier”

Figure 60.4: Rejection of "Registered with e - signature” consignment - step 5.

STEP 6: To sign the document, select the option "Sign" in the upper right corner of the page. A
window for logging into the SimplySign service will appear. After logging in, the User can use their
certificate and sign the document.

7 e-Doreczenia

) CERTUM-CE4-0e52:

Podpisz dokument x

sz jako: Julian Markowski

ipisany

Kame="ht
NameFors

hena'
xmlns:xs
xsi:type
Name="h1
KameFore

hesa'
xmlns:xe
xsi:type
vaperpy AN -
KameFort

hema"
XLNSIXSL- ooy S

Name="http://eidas.e

Figure 60.5: Rejection of "Registered with e - signature” consignment - step 6.

STEP 7: After a successful signing of the document, a message will appear that the document has
been signed. You can then close the signature process window and return to the active mailbox.
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) S ) Dot Bodon
“7 e-Doreczenia 2 el ¢ [l
R CERTUM-CE4-0e52e1c3-82c2-4ecl-85fd-20bc 72156 3. Pobierz dokument ~

<2xml_version="1.0" encoding="UTF-g"?>

<ns2:Evidence xmins:nsa="http://uri.etsi urq/mszz/\m

xmlns:ns3="urn:oasis: names: tc:SAML:2.0:asserti

XmIns:nsd="http: //wnu.w3.0rg/2000/60 /xmldsigs"

xmins:ns5="http://www.w3.0rg/2001/64/xmlencs" version="EN319522vi.1.1">
<ns2:Evidenceldentifier>CERTUN-CE4-Qe52elc3-22c2-4ecl-857d- 20007215632/

ns2:Evid
<ns2:ERL . « -
Jner  Dokument podpisany

<ns:
<Code>ht s

-

</ns

b

<nsi

Podplsano

</ns pl

o Pobilerz dokument ~
Name="ht
NameForn

Zamknij hema”

xmlns:xs
xsi:type

<ns3:Attribute FriendlyName="LegalPersonIdentitie
Name="http: //eidas. europa. eu/attrmutes/1egalpersun/Legalpersunmenmher
NameFormat="urn:oasis :names: tc:SAHL:2.0:attrnane-format: u
<ns3:AttributeValue xmins:xs="http://uwd. 3. nrg/zonl/XMLSchema
XmIns:xsi="http: //wwi.w3.0rg/2001/XNLSchema - instance”
xsi:type="xs:string">NTRPL-00800421310</ns3: AttributeValue>
</ns3:Attribute>
<ns3:Attribute FriendlyName="VATRegistration”
Name="http:/eidas. curopa. cu/attributes/legalper son/VATRegistrationkunber”
NameFormat="urn:0asis:names: tc:SANL:2.8:att rname- format:uri”
<ns3:AttributeValue xmlns:xs="http://uwa.w3 urg/ZOﬂl/XMLSchema
XmIns:xsi="http: //wni.w3.0rg/2001/XNLSchema - instance”
xsi:type="xs:string'"
/ 53: AL
s3:ALE]
Name="http: //sldas e

2.0.70-SNAPSHOT

Figure 60.6: Rejection of "Registered with e - signature” consignment - step 7.

STEP 8: Another option available on this screen is the option to download the document. To do
this, select the "Download document" option in the top right of the window.

The following options will then be displayed:

e “Download document” - in this case only XML information about the mail will be
downloaded,

o “Download with proof'- in this case, XML information about the mail and a qualified
validation report will be downloaded.

The rejected consignment will contain information about the fact that it is rejected consignment,
the date of the rejection action and the reason for rejection selected by the user will also be
recorded.
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"’e—Doreczenia g @

firmowa asseco v c B/5 o « 5/15 ¢ >

SIGNMENT IDENTIFIE
AE:PL-85538-407I7-WVSAW-2; odrzucona 491 Ar CERTUM-MS-41ad7ced- 766F -4d62-b53F-7b13d18FeBad &

odrzucona
= Send a consignment AE:PL-85538-40717-WVSAW-27 temat tryb 1 12:46 1 Apr 2025

AEP1-85538-40TIT-WVSAW-27 (%

&3 Inbox 10:48 01-04-2025 GMT+0

AEPL-85538-40717-WVSAW-27 testy 03032025 15:04 3 Mar 2025

Figure 60.7: Rejection of "Registered with e - signature” consignment - step 8.

8.1.6 Activities related to the received consignment

For a consignment that is in the “ ” folder, the following options are available:

o  “Mark as unread";

o  “Mark as read";

o "Accept consignment";
o "Reject consignment";

o “Add or remove labels";
e  “Move to folder";

e “Print";

e “Remove content".

ATTENTION!

Accept consignment — the option appears in the menu when there are uncollected consignment
on the list that require confirmation of receipt or electronic signature. Reject consignment — the
option appears in the menu when there are uncollected consignment on the list that require a
receipt or electronic signature.
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The options are accessed by selecting a consignment in the consignment list and using the three
dot symbol located in the header of the consignment table. This situation is illustrated in the
image below. Individual actions are described in the following sub-chapters.

*7 e-Doreczenia aQ

5
&
0o

firmowa asseco 8- : C

Mark as unread

o All e ]
Mark as read
i Send a consignment
Accept consignmen
AEPL b Acceptconsignment a-sign 140N 1150 19 May 2025
3 Inbox 15 Reject consignment
& appL e OOmE e 111819 May 2025
Sent Add of remove labels -
Move to fold
Drafts AEPL z potwierdzniem 115715 Apr 202
Removed AEPL tematttt 15115 Apr 2025
Remove !
] )
AE:PL B5538-40TI7-WNSAW-27 odrzucona
AEPL-85538-40717-WVSAW-27 temat tryb 1 12:46 1 Apr 2025
oy
AEPL 85538-40TT-WVSAW-27 temat 12
B bodh B~ ceomu

Figure 61: Actions on consignment inbox.

“Mark as unread"

Selecting this option will mark the consignment as unread.

*7 e-Doreczenia D N @ Iy
firmowa asseco — % H C BI5 o
AE:PL -55342-ABCDE-33 @
Mark a5 unread
o All e ]
Mark as read
i Send a consignment
et Add or remaove labels e-sign #14DNI 1150 19 May 2025
&3 Inbox : Move to older
AEPL tiile
sent Print >
Remove content
Drafts AEFL 2 potwierdzniem
Removed AEPL-85538-40717-WVSAW-27 tematttt 15115 Apr 2025
3~ bodywn [ CERTUMEMd6aaditT-aa
AEPL-BS538-407IT-WVSAW-27 odrzucona
AEPL-85538-40717-WVSAW-27 temattryb 1 12:46 1 Apr 2025
2 | bod
AE:PLBS538-4071T-WVSAW-27 temat
« TUM-EI-cleedefS5-6091

Figure 62: Marking received consignment as unread.
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“Mark as read"

Selecting this option will mark the mail as consignment.

7 e-Doreczenia Bl e e @ w e B 8

firmowa asseco B : C 1-15/15
AEPL-71312-85342-ABCDE 33

. o Mark as unread

e All ! (e ]
Mark as read
™ Send a consignment
AEPL o Accept consignment e-sign 140N 150 19 May 2025
£ inbox 15 Reject consignment
ARPL @ tile 118 19 May 2025
. Sent Add of remove labels B~ bodym
O Moveto folder
Drafts AEPL z potwierdzniem 15715 Apr 2025
] Removed AEPL tematttt 5115 Apr 2025
Remove content
B~ btodyte e CERTUMENdBadib-aaT0
AE:PL-85538-40717-WVSAW-27 odrzucona 12:49 1 Apr 2025
AE:PL-85538-40717-WVSAW-27 temat tryb 1 12:46 1 Apr 2025
B~ sodywa
AE:PL-B5538-40717-WVSAW-27 temat 2441 Apr 2025
TooLs

B~ bodywa B~ CERTUM-El-deedefSS-600f
USING THE MAILBOX

Figure 63: Marking received consignment as read.

"Add or remove labels"

STEP 1: Selecting the option "Add or remove labels" allows you to add or remove a label to the
selected received consignment.

firmowa asseco (R H 1-15/15 o
AEIPL-71912-55342-ABC0E-33 B

& as un
Change mallbox [2] Mark as unread

co Al (e ]
Mark as read
™ Send a consignment
AEpL Se fccept consignment e-sign #14DNI 150 19 May 2025
Inbax 15 Reject consignment

& AL @ 7 tile 118 19 May 2025

. Sent Add or remave labels B~ bos

O Moveto folder

) Drafts AEPL 2 potwierdzniem 5715 Apr 2025
Y Removed AEPL tematttt 15115 Apr 2025

Remova coment
B ooy e CERIUMERdSsdiorar

Figure 64: Marking received consignment with a label - step 1.
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STEP 2: Click on the label icon.

Add or remove consignment labels

Lsas:

Figure 64.1: Marking received consignment with a label - step 2.

STEP 3: The labels previously created for marking will then appear. Select the appropriate one.

Add or remove consignment labels

LABELS:

Figure 64.2: Marking received consignment with a label - step 3.

STEP 4: The selected label will then appear as added.

‘Add or remove consignment labels

R - )

Figure 64.3: Marking received consignment with a label - step 4.
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STEP 5: The added label will then appear next to the mail labeled with it.

7 e-Dorgczenia @) Ol s ® m @B 8
firmowa asseco O« : C Last synchronization: 1238 19 May 2025 1-5/18 o L4 >
AE:PL-71312-55342-ABCDE-33 ©

Change maitas [2)

o All © Unread 4 62 Read 11 B show deleted consignments

> Send a consignment
[7] AEPLESS3B-40TTT-WVSAW-27 . e-sign

Figure 64.4: Marking received consignment with a label - step 5.

#14DM 150 19 May 2025

“Move to folder"

STEP 1: Selecting this option allows you to move the selected mail to another folder.

" e-Doreczenia Q  Search by consignment subject @ wv @ 2 8
firmowa asseco [— % PO assvnchvonuston 1239 19 May 2025 1-15/15 o < >
AE:PL-71312-55342-ABCDE-33 B
] £ Mark as unread

o Al 15 - - sad 1 (D show deleted consignments
[ asre
™ Send a consignment
& Aep S fcceptconsignment . e-sign 140N 115019 May 2025
Inbox 15 Reject consi "
= (] AehL e consanmen nile 1118 19 May 2025
B sent 12 @  Add or remove labels B ooy
N O Move o foider
[ orats 7 (] AepL 2 potwierdzniem 1157 15 Apr 2025
& Print
0 Removed 6 L AERL tematttt 15115 Apr 2025

[ Remove content
B~ codye [l CERTUM-E-d6asdini-aa70.

Figure 65: Moving received consignment to a folder - step 1.

STEP 2: Choose to which previously created folder the selected mail should be moved.

Move to the selected folder

Q

Anuluj

Figure 65.1: Moving received consignment to a folder - step 2.
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STEP 3: After selecting the appropriate folder, select the "Move” option.

Move to the selected folder

Q

£ Inbox

[v HR

Anuluj

Figure 65.2: Moving received consignment to a folder - step 3.

STEP 4: The transferred consignment will go to a folder previously selected by the User.

1g;l2€?reczen|‘a Q  Search by consignment subject @ ™ @ B 8
firmowa asseco Ov i Cessnconmsion24210May2028 m o <>
AE:PL-T1312-58342-ABCDE-33 B
Change o 2

oo All & Unread 1 & Read 0 @ show deleted consignments
Inbox » HR
o kb . ] AEPL-BS538-407I7-WVSAW-27 .-—sm 140N 115019 May 2025
HR 1
Figure 65.3: Moving received consignment to a folder - step 4.
"Print"

STEP 1: Selecting this option allows you to print or save the contents of the consignment in the
PDF format.
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*7 e-Doreczenia Q y nt 1 @ ™ @ 1B 8
firmowa asseco (— H c 1-15/15 o
53 bE-33 B
I Mark as unread
oo All [e ]
Mark as read
i Send a consignment
Add or remove labels
AEPL e-sign 414DN1 TESO 19 May 2025
AEPL o ttile

HR
bodyx

AEPL-85538-40717-WVSAW-27 z potwierdzniem

Figure 66: Printing the received consignment - step 1.

STEP 2: After selecting the “Print” option, the process of downloading the consignment in ZIP
format will begin.

i  eDelivery_printout_2025-05-19_10_46_08.

1 e-Doreczenia Q nment suk i £ &
e 47,1 kB « Gotowe
v = -5/ o
oo All (e ]
o b § AE:PL-85538-40717-WVSAW-27 ° e-sign #14DNI 150 19 May 2025
AEPL-85538-407ITANVSAW-27 tile 1H18 19 May 2025
R

bodytd

Figure 66.1: Printing the received consignment - step 2.

STEP 3: After navigating to the "Downloads” folder, the user can unzip or access the downloaded
file.
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Figure 66.2: Printing the received consignment - step 3.

STEP 4: After unzipping or accessing the downloaded file, you may encounter consignment in PDF
format.
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Figure 66.3: Printing the received consignment - step 4.

STEP 5: After selecting the program that handles the files, the User can proceed to the option of
printing the document, as usually done in other cases.
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“7 e-Doreczenia

by QJreco

Consignment from registered electronic delivery service

ttile

QOutbox

Sender

Inbox

Person picking up
Consignment 1D

Time of consignment transmission

Time to consignment receipt

title

body.txt

"Remove content"

AE:PL-85538-40717-WVSAW-27
AE:PL-85538-40717-WVSAW-27

AE:PL-71312-55342 -ABCDE -33

firmowa asseco

CERTUM -MS-9d66ce2d -aeb8-4e02-97e7-d8a3f67cf256

11:18:13 19.05.2025

11:18:22 19.05.2025

Figure 66.4: Printing the received consignment - step 5.

STEP 1: Selecting this option will move the selected consignment to the "Remove content”
folder.

firmowa asseco e v

rrrrrr

#14DHI 115019 May 2025

Add or remove labels

Mave to folder

Remove content tematttt 115115 Apr 2025

Figure 67: Deletion of contents of received consignment - step 1..

STEP 2: When the action is successfully performed, a message will be shown about the deletion
of the content and attachments of the consignment.
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firmowa asseco v C

TYAT I
AE:PL-71312-55342-ABCIE-33 B
o All 3
™ Send a consignment
A AEPL-85538-40717-WVSAW-27 o esign #14DM 150 19 May 2025
& Inbox 1
AEPL-83538-40717-WVSAW-27 z potwierdzniem
Sent
AEPL-85538-40717-WVSAW-27 temattt 115115 Apr 2025
Drafts
’
Removed
AE-PL-85538- odrzucona
AE:PL-85538-40717-WVSAW-27 temat tryb 1 12:46 1 Apr 2025
AE:PL-85! at
:
AEPL-85538-40717-WVSAW-27 .

AE:PL-85538-4071
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Figure 67.1: Deletion of contents of received consignment - step 2..

STEP 3:In order for the User to be able to find the “digital envelope” or “digital advice note” that

is left after deleting the content of the package and its evidence, they must go to the "Removed”
folder in the Mailbox Management Panel.

7 e-Doreczenia Q Sea ) bject ® ™ ®

Adam Nowak = mn

Removed: envelopes and evidences

CERTUM-MS-2e0671b5-9765-488a-96ce-d

r attachments, but due to th

d. Thus, as a result 3¢ ; '
consignment from Jan Kowalski
¥ Send a consignment ¢
w8 Jan Kowalski
, G c 2oz <t 10:09 16-05-2025 GMT+0

Inbox v

Sen Jan Kowalski

Drafts
O ke

Figure 67.2: Deletion of contents of received consignment - step 3..

8.1.7 Content and additional information about the consignment
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After selecting any consignment and optionally confirming receipt, the contents of the
consignment will be presented on the right side along with additional information.

v C - g « 3/14 < >

CERTUM-MS-51117686-579a-4%ac - Bdcl- fadfeSbbfasd

tematttt
Send a consignment
AEPLBSSIB-40TITWVSAW-2ZT

oo AEPL-85538-40717-WVSAW-27 ° e-sign 440N 15019 May 2025 D51 15082095 G0

" EPL-85538-40717-WVSAW-2 2 potwierdznien o

AE:PL-85538-40717-WVSAW-27 temat tryb 1 12:46 1 Apr 2025

B
Figure 68: Additional information about the consignment.

The selected consignment is highlighted in gray in the consignment list.

The consignment details are divided into the following sections:

1. “Navigation bar" — using the greater-than and less-than sign buttons, you can navigate
between mail;

2. ”Consignment identifier" — the individual number of each mail;

3. “Consignment title",

4. “RECEIVED ON” —the date of receipt of the mail (time, day, month, year);

5. “FROM” —information about the sender of the mail;

6. “More details” — mail information;

7. “See evidences” — a button that allows you to download electronic evidence associated

with consignment;

8. “Enable formatting” — if this option is enabled, it displays the consignment as
customized by the sender. If this option is unchecked, the entire text is displayed in a
string, with no division into paragraphs and lines;

9. “Consignment content” — consignment content displayed as plain text and body
attachment;

10. “Reply” and “Forward” — buttons that allow you to reply or forward the consignment to
another recipient."

Presented below are the consignment detail fields similarly labeled to the descriptive legend
above.
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USING THE MAILBOX

Figure 69: Content and metadata of the consignment.

If the User selects three dots next to the "consignment identifier" field, this will expand the action
bar on the mail. Depending on the type of consignment, activities on the consignment may vary.

In the case of the below visible parcel, the actions that can be performed on it are:

e “Mark as unread";

e “Accept consignment”;

e “Reject consignment";

e “Add or remove labels";

e  “Move to folder";

e “Export (with attachments)”;
e “Remove content";

e “Print".
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Figure 70: Additional actions on the consignment.

"More details" in the content of the consignment.

@ wm e 8B 8
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Reply Forward

If the User wants to check more information about the consignment, they must select the "More

details" option in the active mail.

*7 e-Doreczenia Q nsignment subject
Adam Nowak v C (VAN
AE:PL-20419-25863-ROKE-09 B
Crange maino::

o Al 3 Unread = Read D sh
Send a consignment
Jan Kowalski consented consignment from Jan Kowalski 140N 1216 16 May 2025

&3 Inbox 1
B Sent 1

Drafts

1 cammuan

To0LS

B comacs
B Mass consignments

USING THE MAILBOX

Skrzynka e-Dareczenia

Premium
Package Remeins 299
<1% 28 KB OF 50 GB

Figure 71: “More details” option.

<« m
CONSIGNMENT IDENTIFER
CERTUM-MS-cbaBlaed-9cd6-4891-816F-6011bel1db76a &

consented consignment from Jan Kowalski

Frow & Jan Kowalski

e 10:16 16-05-2025 GMT+0 More details

&4

This s a read confirmation consignment (pre-delivery notice)

CONSIGNMENT,VIEW CONSENTED. CONSENT.
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It includes information such as:

e “FROM (Sender)";

e “TO (Recipient)";

e “RECEIVED ON” —the date of receipt of the mail (time, day, month, year);

e “FOLDER” -the name of the folder in which the mail is located;

e "CONSIGNMENT IDENTIFIER";

e “LABELS”

o  “CONSIGNMENT MODE” — information on whether it is mail with confirmation of
receipt;

e “URGENT/OTHER MODE".

* CONSINMENT DETAILS
ﬁ e-sign

FROM (SENDER)
AE PL-85538-40717-WVSAN-27 B

09:50:08 19-05-2025 GMT+0
FoLoen

Inbox » HR

CONSGNMENT IOENTIFER

usas

CONSIGNMINT MODE
CONSENTED_SIGNED

This 5 consigrment wih eception acknowledgment
URGENT / OTHERS MODE

ROUTINE CONFIDENT

Close

Figure 72: Modal - “More details”

In order for the User to perform actions on mail here, which were described in the previous sub-
chapters, they must select the option “Actions.”
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v CONSINMENT DETAILS
g e-sign

FROM (SENDER)
AE:PL-85538-48717-WVSAN-27 B

% Add to contacts

To receEN™
& fimowa asseco AE :PL-71312-55142-ABCDE-33 B

o

09:50:08 19-05-2025 GMT+0

roumm © Markas read

Inbox » HR

© Accept consignment

CONSIGNMENT DENTIER

£ Reject consignment
weas
(=] © Mdormmomises
CONSIGNAENT 100K
CONSENTED_SIGNED O Move to foider
This s 8 consignment with recepiion scknowledgment
URGENT  OTHERS MOOE B> Export [with attachments)
ROUTINE CONFIDENT

S print

Actions

Figure 73: Actions on the selected consignment.

Electronic proof related to the consignment

In the mail details, after selecting the option "Proof for consignment," a panel is displayed that
allows you to download electronic proof for the selected consignment.

Proofs for consignment

ol

NOTE:
universal time (Greemwich time; UTC+0).
Mor abowk evidences

10,4428 01042025 GMT+0
Content Handover

10,4422 0104 2025 GMT+0

Content Consignment

10:44.22 0104.2025 GMT+0
Consignment Notification

104422 0104 2025 GMT+0
Submission Acceptance

® Download evidences: XML PDF

Figure 74: “Proof for consignment” Panel.
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Proofs are generated for each event recorded in the e-Delivery system, which relates to the
selected consignment. In the “Proof for consignment” panel, the saved proof is sorted according
to the date it was created looking from the bottom to the top. The latest proof is always at the
top. The panel allows you to download a single proof in XML or PDF format, or download all the
proofs at once, in one of these formats in a ZIP package. To download a single proof, expand the

proof information for the consignment.

Proofs for consignment
4‘ Registered electronic delivery is a service providing evidences that not

"O only confirm actions of sending and receiving data, but also ensure the
%
Xy

security of all processes. NOTE: The time presented in the evidences is
universal time [Greenwich time; UTC+0).

10:44:28 01.04.2025 GMT+0
Fa
@0 Content Handover

XML PDF

CERTUM-E1-7fb3d51b-254c-456d-aba4-73443dBdf35b

18:44:28 81.84.26825 GMT+8

"1 e-Doreczenia

10:44:22 01.04.2025 GMT+0
. A
@0 Content Consignment

10:44:22 01.04.2025 GMT+0
2 . o v
Consignment Notification

10:44:22 01.04.2025 GMT+0
AT
&0 Submission Acceptance

# Download evidences: XML PDF Close

Figure 75: Expand proof details for a specific consignment.
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How do | download proofs for all consignment?

To download all the proofs in either XML or PDF format at once, at the bottom of the "Proofs for
consignment” panel next to the text "Download evidences" select "XML" or "PDF." In this
case, DO NOT expand the proof details for a single consignment and download the proof there.
Only a SINGLE proof would be downloaded then.

8.2 Action Il: Sending consignment

STEP 1: To send a consignment select the "Sign a consignment" option. A window will appear,
where you can choose the sender of the consignment. In the "T0", field, enter the recipient's
ADE address. In this field, you can also select the address of a person previously saved in
"Contacts". To access the contacts in this view, click the "books" icon. It is also necessary to enter
the subject of the message in the "SUBJECT" field. Next, in the "Enter the text of the
consignment" field, type the content of the consignment.

7 e-Doreczenia Q sea jr ect @ ™ @ 8 8

USING THE MAILBOX
& fegiseres ¢

Figure 76: Sending a consignment — Step 1.

STEP 2: After opening the contacts, you can select a recipient saved in the address book.
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«  Contacts New contact

(an ) g Publicinstiution [ Institution or non-public company & Individual

Q

NIP, REGON No. or
Name PESEL Address ADE Changed

& Jan Kowalski ® a £ »

Figure 76.1: Sending a consignment — Step 2.

STEP 3: If the User has previously sent a consignment, clicking in the "T0" field will trigger a
suggestion. Here, the user can also use the "Select from contacts" and "Add contact" options.

ATTENTION!

It is not possible to send a consignment to yourself.

7 e-Doreczenia Q  Search by consignment subject @ W™ @ # 8

Adam Nowak v C
E:PL-20449-25883-ROMF-00 B
—

o All

= Send a consignment
& inbox New consignment o x

ot 0. Kelect o specily sender 8

Drafts Jan Kowalski ADE:

Removed

Mass consignments

USING THE MAILBOX

63 Registered - &

Figure 76.2: Sending a consignment — Step 3.

STEP 4: If the User has not yet verified the selected contact in the "Public address register",a
message will appear indicating that the user can use the "Verify" option or it will be done
automatically during mail sending.

STEP 5: When creating a consignment, it is necessary to provide the consignment subject and
content.
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7 e-Doreczenia Q Sea yr subject @ W @ # &

Test consignment Cao— o

USING THE MAILBOX
8 fegisterd ¢

Figure 76.4: Sending a consignment — Step 5.

STEP 6: Additionally, attachments can be added to any consignment. This is done using the
paperclip icon at the bottom of the panel. After clicking it, a window will appear where you must
select the file to be attached.

NOTE: Keep in mind that the attachment must meet the following criteria:

o it must be within the limit of up to 25 files;
attachments should not have the same content (even if they have different
names).

o the attachment’s character encoding should be UTF-8;

The message will also list the allowed file extensions and guidelines for the attachment name.
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ﬂe—DUreczenia Q& Search by consignment subject @ ™ @ = &
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e all Unveas 2 Read e ]

™= Send a consignment
—_ AEPLBEEIE-40TITWVEAW-2T ° e-sign slinm =
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B Semt
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Send B £3 Registered &

Figure 76.5: Sending a consignment — Step 6.

STEP 7: Select the file that will be attached to the consignment. Remember that the attachment
must meet the criteria mentioned above.

@ Otwieranie *
P i » Pobrane » e (&) Przeszukaj: Pobrane =
Organizuj v Nowy folder =~ [ 0
> OneDrive - Persi MNazwa Data modyfrkacji Typ Rozmiar
~ Dzisiaj
i Pulpit * =) Dokumenty do podpisu 05.06.2024 10:25 Adobe Acrobat D... 27
» Wezoraj |
i Pobrane » J
» W ubieglym tygodniu
= Dokumnenty # glym yg
» W ubieglym miesiacu
P9 Obrazy »
» Wezesnie] w tym roku
0 Muzyka »
» Dawno temu
i Wideo »
Zrzuty ekranu
Mazwa pliku: || v| Pliki niestandardowe ~

Figure 76.6: Sending a consignment — Step 7.

Make sure that the attached file is saved with UTF-8 encoding. Otherwise, when rendering the
preview, Polish characters may display incorrectly.
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Example: preview of a file saved with ANSI encoding.

STEP 8: After selecting the file, it will be added as an attachment.

"e-Dcrecmenia Q  Search by consignment subject L @ W @ @

&

Adam Nowak O~ 1 ustsnchvonation 2041 May 2025 0s0 ¢ >
AE:PL-20449-25883-ROJHF -89

Change mailbox.

@ Al0 & Unread o & Read 0

® Send a consignment test consignment

& inbox o (& tankowaisk @) ®
B semt

‘SUBJECT: test consignment

™ Drafs

O Removed test consignment

TOOLS ¥

B contacis 1
B Mass consignments BB test0000Lodl Sian Add desciiption )

USING THE MAILBOX. B

¢

Figure 76.8: Sending a consignment — Step 8.

STEP 9: A text description can be added to each attachment. To do this, select the "Add
Description" option located next to the attached file name. After selecting this option, a panel
will appear allowing you to enter a description.

Attachment description

test00001.pdf

fnter attachment description

Figure 76.9: Sending a consignment — Step 9.
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STEP 10: After adding the description, select the "Save" option to confirm it. The description will
appear next to the name of the added attachment.

‘J e-Doreczenia Q  Search by consignment subject @ W @ B 8

Adam Nowak O~ H c ast syncheonization 12:05 16 May 2025

o/o < >

AE{PL-20449-25803-ROKF-00 ®
Change malbox

™ Send a consignment

& nbox o (& mnkowaid @)

co Allo & Unread o & Read 0

B sent

SUBJECT: 1est consignment

M Drats

test consignment
™ Removed 9

TooLs B

B contacts 1

F®  Mass consignments H"' 1eSI000LpA Sign test e Edit description |

o

Figure 76.10: Sending a consignment — Step 10.

USING THE MAILBOX. B

STEP 11: Attachments can also be electronically signed. To do this, use the "Sign" option.

Selecting it will start the digital signing process. You must choose the type of qualified signature
that should be used to sign the attachments.

&4

Sign the attachment with a
qualified signature

[ simplySign

Blectonic signstuse in SimplySign cioud

Local signature

insert the card inla the reader conneced 1a your
device

| do not have a signature

Purchase an electronc signatuse.

Abort the signing process

Figure 76.11: Sending a consignment — Step 11.
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STEP 12: An added attachment can be removed using the "Removed" option. A window will
appear asking "Are you sure you want to remove the selected attachment?". Depending on your
intention, select either "Cancel" or ,"Remove".

Remove the attachment?

Are you sure you want to remove the selected attachment?

Cancel Remove

Figure 76.12: Sending a consignment — Step 12.

Delivery method

STEP 13: The final stage of sending a consignment is choosing the delivery method. This is done
using the dropdown list located at the bottom right of the panel.

Delivery methods:
e "Registered" — default mode,
o "Registered with confirmation",

o “Registered with e — signature”.

The selected option will be highlighted, and the information about the chosen mode will appear
in the bottom section of the window.
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test consignment Cao— o
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Sent ) o 5]
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UBJECT: test consig
Select the delivery method.
Removed
testconsonment |~ Registered
g3 Registered with confirmation
TooL ike  registered letier with confirmation of eceipl
Contact

€ Registered with e-signature

Mass consignments

electrenic signature
USING THE MAILBOX
el =

Figure 76.12: Sending a consignment — Step 13.

STEP 14: After selecting the delivery method and clicking the "Send" option, the mail will be sent
to the recipient. A confirmation message will appear at the bottom of the page.

"e—Doreczenia Q  Search by consignment subject @ ™ @ 8 8

Adam Nowak v C 0/0

o All

Drafts

Removed

Mass consignments

USING THE MAILBOX

Figure 76.13: Sending a consignment — Step 14.

If the User attempts to send a consignment without content, an appropriate notification will
appear: "Enter the text of the consignment". Sending a consignment without content is not
possible in the e-Delivery service.
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CONSIGNMENT DENTHER
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Removed
Enter the text of the consignment
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Contacts bodytet | (=

AEPL-71312-55342- ABCDE -3:

Figure 77: Sending a consignment without Content.

8.2.1 "Sent" folder.

After navigating to the "Sent" folder, all consignments sent from the active mailbox will be
displayed.

Using the buttons located above the list of consignments, you can filter the items according to
the following categories:

o Al

e "Problems";

e "During sending",;
o "Received";

o "Rejected".

When a consignment is selected from the list, its details will be displayed.
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“7 e-Doreczenia

Adam Nowak v c VA &

Figure 78: Consignment sent.

8.2.2 Actions related to consignments sent

"Add or remove labels"

Adding labels to consignments in the "Sent" folder is done the same way as in the "Inbox" folder.
To start the process of adding or removing a label, select the "Add or remove labels" option and
tag the mail with the previously created label. This option is described in more detail in earlier
chapters.
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“7 e-Doreczenia

Figure 79: Adding or removing a label to/from a sent consignment.

"Print"

Selecting this option allows you to print the content of a given consignment. Printing
consignments in the " " folder works the same way as in the " ” folder. To start the
process of adding or removing a label, select " " option. You can then print the message as
you would print a standard document, or save the message content to your device as a PDF file.
This option is described in more detail in earlier chapters.
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7 e-Doreczenia

Adam Nowak & ;&

Add ot remove labels

All © °

Remove content
Jan K o test consignment

") Drafts

") Removed

Contacts
Mass consignments

USING THE MAILBOX

Figure 80: Printing a Sent consignment.

"Remove content"

Selecting this option will move the selected consignment to the "Removed" folder. This option in
the "Sent" folder operates the same as it does in the "Inbox” folder. This option is described in
more detail in earlier chapters.

7 e-Doreczenia Q  Search by consic

Adam Nowak v : (&

AE:PL-20449-25

Contacts

Mass consignments

SING THE MAILBOX

Figure 81: Deleting a sent consignment.
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8.3 Action lll: Drafts

A consignment can be saved for later sending. To do this, in the mail creation mode, select the
"Save" option. To save the consignment, at least the subject must be entered.

*] e-Dorgczenia

Figure 82: Consignment Content Editor.

The saved consignment | can be later found in the "Drafts" folder. Upon opening the draft, you
can also see the time it was saved. From this view, you can continue editing the message, send it
using the "Send", save it again after editing using the "Save" option or remove it by selecting the
"Trash bin" icon.
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Figure 83: Removing a consignment Draft.

8.4 Action IV: Removing consighments

After navigating to the "Removed" folder, you gain access to the "digital envelopes" and "digital
delivery notices" that remain after the content of a consignment has been removed. This topic is
described in more detail in earlier chapters.

NOTE:

Removed consignments retain only the evidence and metadata related to the selected
consignment. They do not contain the actual content of the consignment.

By selecting a consignment, you can access the metadata and evidence related to it.
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7 e-Doreczenia

Adam Nowak mm

Removed: envelopes and evidences

system — CERTUM-MS-268671b5-9765-488a-96ce-dde93a3gacef &
consignment from Jan Kowalski

& Jan Kowaiski

wr- 10:09 16-05-2025 GMT+Q

Drafts

Figure 84: Folder — "Removed".

8.5 Action V: Exceeding mailbox capacity

The size of each sent and received consignment contributes to the total usage of mailbox space,
which can lead to exceeding the subscribed mailbox limit.

To prevent this, the system notifies the user about mailbox space usage through messages on
the homepage and notifications sent to the e-mail:

>> notification about nearing the mailbox limit

>> message about reaching the mailbox limit

ATTENTION!

Exceeding the maximum capacity will make it impossible to send or receive consignments from
non-public entities.

Consignments received (from any sender) that do not cause the mailbox to exceed capacity are
treated as subscription consignments.
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If a consignment from a non-public sender causes the mailbox to exceed its capacity, it will still
be received. Such a mail will have a retention period set according to the service configuration
(e.g., 30 days), regardless of the current mailbox subscription. These are referred to as over-
subscription consignments.

If a consignment (from a sender that is a public institution) causes the mailbox to exceed its
capacity, it will still be received and treated as a subscription consignments.

The retention period of over-subscription consignments can be changed to the subscription
period after freeing up space in the mailbox. This change must be made by the user.

Mailbox space can be freed by upgrading to a higher subscription plan and/or deleting existing
consignments from the mailbox.

9 Consignment Finder

Both received, sent, and removed consignments can be searched. This is done using the search
panel located at the top of the page. By default, the search is performed within the subject of the
consignment.

7 e-Doreczenia [ ! D N ®

™ Send a consignment
Jan Kowalski consignment from Jan Kowalski 12:09 16 May 2025
;

8 o . B-

Figure 85: Global consignment finder.
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Consignments can be searched using either basic or advanced methods. The basic method
involves entering keywords into the search panel. The advanced method involves enabling the
advanced search option and defining specific search criteria. The next two subsections present
both search methods.

9.1 Basic search

: To use basic search, simply type keywords into the search panel and press Enter.

Figure 86: Basic consignment search — Step 1.

: The list of consignments will be filtered to display only the matching results.
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Figure 87.1: Basic consignment search — Step 2.

9.2 Advanced search

STEP 1: To use the advanced search option, activate the search panel and select "Advanced
search".

7 e-Dorgczenia

[ ]

Figure 88: Advanced Mail Search — Step 1.
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STEP 2: After selecting the "Advanced search", a panel will appear allowing you to define the
following search criteria:

o "Subject";

o "ID";

e "Sender";

o "Recipient";

e« "Date sent";

e "Date received";

e “Labels”;

e “Folders”;

o "Type of proofs";

e "Date of proofs creation";
o "File size";

e "Consignments" — refers to in subscription/over-subscription consignments.

Figure 88.1: Advanced Mail Search — Step 2.

STEP 3: Below is an example in which messages with the subject "test" have been searched.
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Figure 88.2: Advanced consignment search — Step 3.

STEP 4: After defining the search criteria and selecting "Search consignments," the system will
search the consignment list. The list will be limited to consignments that meet the selected
search criteria.
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Figure 88.3: Advanced consignment search — Step 4.
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Based on the search results, you can create rules, as described in Section 6.6. To do this, first
perform a search, then use the " " option located on the right side above the search
results.

10. Invitations and authorizations

10.1 Rules for inviting and authorizing users

It is possible to invite or authorize other Users to operate the mailbox.
NOTE

>> Inviting a user to operate a mailbox prevents later changing their role to that of an authorized
user.

>> Authorizing a user to operate a mailbox prevents later changing their role to that of an invited
user.

The following rules apply:

e Aninvited person uses the mailbox under the name or first name of the mailbox owner.
e Aninvited person does not need to have an account in the e-Delivery service.
¢ Aninvited person can be assigned one of the following roles:

o "Invited user";

o "Invited User (read-only)".
e An authorized person uses the mailbox under their own name.
e An authorized person must have an account in the e-Delivery service.
¢ Anauthorized person can be assigned one of the following access levels:

o "Authorized administrator";

o "Authorized administrator (read-only)";

o "Authorized user";

o "Authorized user (read-only".

10.1.1 Access and permissions levels: Invited and authorized users

Below are the basic access levels and associated permissions for Invited and Authorized Users:
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Invited User:

e Acts with the Owner’s permission, using the Owner’s name, but in all evidence, personal
data is replaced with the Owner’s data.

e Has all permissions related to incoming/outgoing consignments and associated
evidence.

o Can generate mailbox usage reports.

e Can manage contacts.

¢ Can manage rules.

¢ Can manage folders.

¢ Can manage labels.

¢ Does not have the permission to manage other roles: delete invitations, change roles,
suspend/reactivate.

User invited in read-only mode:

e Acts with the Owner’s permission, using the Owner’s name, but in all evidence, personal
data is replaced with the Owner’s data.

e Has read-only access to incoming/outgoing consignments and evidence.

e Can generate mailbox usage reports.

e Cannot manage contacts.

e Cannot manage the rules.

e Cannot manage folders.

e Cannot manage labels.

e Does not have the permission to manage other roles: delete invitations, change roles,
suspend/reactivate.

Authorized user:

¢ Acts on behalf of the Owner under their own name, which means that the authorized
user's data will appear in evidence.

e Has all permissions related to incoming/outgoing consignments and associated
evidence.

e Can generate reports.

¢ Can removed consignments.

e Can manage contacts.

¢ Can manage rules.

¢ Can manage folders.

¢ Can manage labels.
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e Does not have the permission to manage other roles: delete invitations, change roles,
suspend/reactivate.

User authorized in read-only mode:

e Acts on behalf of the Owner under their own name, which means that the authorized
user's data will appear in evidence.

e Has read-only access to incoming/outgoing consignments and evidence.

e Can generate reports.

e Cannot manage contacts.

¢ Cannot manage the rules.

¢ Cannot manage folders.

¢ Cannot manage labels.

¢ Does not have the permission to manage other roles: delete invitations, change roles,
suspend/reactivate.

Authorized administrator:

e Acts on behalf of the Owner under their own name, which means that the authorized
user's data will appear in evidence.

e Has all permissions related to incoming/outgoing consignments and associated
evidence.

e Can generate reports.

¢ Canremoved consignments.

e Can manage contacts.

e Can manage rules.

e Can manage folders.

e Can manage labels.

e Can manage other roles within the following scope:

o send an invitation to authorize a user for the role of authorized user
(unconfirmed) and authorized read-only user (unconfirmed), as well as send an
invitation for the role of invited user (unconfirmed) and invited read-only user
(unconfirmed),

o can delete the above-mentioned invitations,
can change the role of users: authorized user and authorized read-only user to
another among these roles,

o can change the role of users: invited user and invited read-only user to another
among these roles,

o can suspend/reactivate the roles of authorized users and read-only authorized
users as well as invited users and invited read-only users,
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o cannot add additional authorized administrators or authorized read-only
administrators to the mailbox on whose behalf they are acting.

Administrator authorized in read-only mode:

e Acts on behalf of the Owner, but under their own name, which means that the
authorized user's data will appear in the evidence.

e Has read-only access to incoming/outgoing consignments and evidence.

e Can generate reports.

e Cannot manage contacts.

¢ Cannot manage the rules.

¢ Cannot manage folders.

¢ Cannot manage labels.

o Does not have the permission to manage other roles: delete invitations, change roles,
suspend/reactivate.

10.2 Actions related to inviting other users

10.2.1 Inviting a user

: To invite another User to access their mailbox, the User must go to the " " option,
then to the " " tab, and navigate to section " "
To send an invitation to operate mailbox, select the " " option.
certum.pl

Page 110 infolinia@certum.pl



Copyright © Asseco Data Systems S.A.

« Settings
General Mailbox Users Notifications Folders Labels Rules Tariff plan About application

Users

RRENT USER

& Adam Nowak

2+ INVITATIONS AND AUTHORIZATIONS

g
i

Figure 89 Inviting a User - Step 1.

STEP 2: Aform will appear allowing the User to send an invitation or grant authorization to access
the mailbox.

Then define the following parameters one by one:

e Email address of the Invited User
¢ Role of the Invited User — options:
o Invited user
o Invited user (read)

Select the "Invite" tab, as shown in the illustration below. In the displayed window, enter the
details of the User being invited.
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Invite or authorize to use the mailbox

Authorize Invite

The invited person will use the mailbox under the name or first name of the
mailbox owner.

Make sure that when inviting someone to use the mailbox, you
provide the correct data of the invited person.

{ E-MAIL ADDRESS TO WHICH WE WILL SEND THE INVITATION =

PRIVILEGE *
{Invited user [read only) -

Figure 89.1: Inviting a User - Step 2.

STEP 3: In the "Invitations and authorizations" section, you can find the invitation that was sent
in the previous step.

10.2.2 Acceptance of invitation by the invited user

STEP 1: An email notification will be sent to the email address of the Invited User, informing them
of the invitation to operate the User’s mailbox. The email will contain a password for logging into
the e-Delivery system.
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Zaproszenie do obstugi skrzynki

Otrzymates zaproszenie do obstugi skrzynki Kwalifikowanych Doreczen Elektronicznych
AE:PL-63885-12100-URBCJ-20. W celu kontynuowania wejdz na sirong

https:/fedoreczenia.certum pliezd i zaloguj sig. Jezeli nie posiadasz jeszcze konta,

konieczne bedzie jego utworzenie.

SKRZYNKA
AE:PL-63885-12100-URBCJ-20

1y Pa

Figure 82: Acceptance of Invitation — Step 1.

STEP 2: After receiving an invitation, the Invited User must log in to the system. During the first
login, after entering the correct login and password, the system will require the User to set a new

password.
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© Certum

v QL 2C0

Login

E-MAIL

PASSWORD

Forgot password?

Figure 82.1: Acceptance of Invitation — Step 2.

STEP 3: Once the new password is set, the Invited User will be given the option to accept or reject
the invitation.

“7 e-Doreczenia

SELECT MAILBOX (1) <
& INVITATION ACTIVE
firmowa asseco
CITIZEN

Role : Invited user (read only)

Accept Reject

Log in to another account

Figure 82.2: Acceptance of Invitation — Step 3.

STEP 4: To accept the invitation and be granted appropriate permissions to the mailbox, the
Invited User must select the "Accept" option. A confirmation prompt will appear asking the User
to confirm the acceptance of the invitation.
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Accept invitation?

Do you want to accept the invitation?

Don't accept Accept invitation

Figure 82.3: Acceptance of Invitation — Step 4.

After selecting the "Accept invitation" option, the Invited User will gain access to the mailbox of
the User who sent the invitation.

#7 e-Doreczenia

by CUrECO

SELECT MAILBOX (1) <>

& ACTIVE

Pawet Wojta
CITIZEN

Role : Invited user [read only)

Log in to another account

Figure 83: Logging into the Mailbox as an Invited User.

In this case, after selecting the mailbox in the Invited User role, the User will be redirected to the
main panel of the mailbox to which they have just been granted access.
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“7 e-Doreczenia

Janex test 15.01.2025 polecony 2 e-podpisem 12:2115 Jan 2025

Janex test 15.01.2025 polecony 2 potwierdzeniem 12:20 15 Jan 2025
Janex test 15.01.2025 polecony 12:2015 Jan 2025
Janex polecony 13:35 14 lon 2025

Janex polecany z e-podpis 13:35 14 Jan 2025

Janex polecony z potwierdzeniem 13:34 14 Jon 2025

Pagac LLC Test wysylid 11:25 17 Oct 2024

Figure 84: Main Panel View of the Mailbox for the Invited User.

10.2.3 Rejection of an invitation by the Invited User

After receiving the invitation, the Invited User must log into the system, where they will have the
option to accept or reject the invitation. To reject the invitation, the User must select the " "
option. A confirmation prompt will appear asking the User to confirm the rejection of the
invitation. Once the rejection is confirmed, the invitation will be canceled, and access to the
User’s mailbox will not be granted.

10.2.4 Invitation withdrawal

Until when can an invitation be withdrawn?

This option is available until the Invited User either accepts or rejects the invitation, and no later
than 10 days from the moment the invitation was sent. If the Invited User takes no action within
10 days, the invitation will be automatically canceled.

: To withdraw an invitation, go to the " " option and open the " " tab. In the
" section, a list of authorized and invited Users will be displayed.
Next to the name of each invited User, there is an option to " "

n
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STEP 2: After selecting the "Withdraw invitation" option, a confirmation prompt will appear.

STEP 3: After confirmation, the invitation will be withdrawn and the User whose invitation was
revoked will receive an appropriate notification via email.

© Powiadomienie o odwotaniu zaproszenia

W dniu 2024.07.17 11:35:05+0000 odwotano zaproszenie o identyfikatorze f53a23a2-
de3B-4d99-871e-4c09be5e34ad do skrzynki AE:PL-63885-12100-URBCJ-20 dla konta
AECERTUM:PL-78930-35176-PNOPL-51 [ adresu email

adstestSi+regresja2@gmail.com.

SKRZYNKA
AE:PL-63885-12100-URBCJ-20

Figure 85.2: Withdrawing an Invitation — Step 3.

STEP 4: For the User who withdrew the invitation, the invitation will disappear from the list in
the "Invitations and authorizations" section of the "Users" tab under the "Settings" option.

10.2.5 Suspension/modification of an invitation
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: A User who granted access to an invited person may suspend or modify the invitation.
Suspension results in the invited person losing access to the User's mailbox. Modification allows
the change of authorizations level of the invited User. To suspend or modify an invitation, go to
the " " thento" ” tab, and navigate to the" " section.

: Then, in the row corresponding to the selected invitation, click the gear icon at the end
of the row. Parameters related to the invitation will be displayed.

“7 e-Doreczenia

Pawet Citizen

« Settings

General Mailbox Users Notifications Folders Labels Rules Tariff plan About application

jan.novak.asee@gmail.com

Figure 86.1: Suspension/modification of invitation — Step 2.

The following parameters can be changed:

e "Role" — allows changing the role assigned to the invited User;
o "Status" — allows suspending or reactivating the invitation.

: After changing the invitation parameters, the " " option will become
active.
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"e-Dareczenia o ¢h by consignri i ® N @ B 8

Pawet Citizen

e < Settings

General Mailbox Users Notifications Folders Labels Rules Tariff plan  About application
™ Send a consignment
Users

jan.novak.asee@gmail.com

Role nvited user ~

SUSPENDED

Figure 86.2: Suspension/modification of invitation — Step 3.

STEP 4: After selecting the "Save settings" the system will return to the list of invitations, where
the changes will be visible.

10.3 Actions related to authorizing other users

10.3.1 Authorizing a User

STEP 1: To authorize another User to access your mailbox, go to the "Settings” option, then the
"Users", and navigate to the "Invitations and authorizations". To grant authorization, click the
"New person" button.
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7 e-Doreczenia Q ibj D N @ 5

Jan Kowalski

AE1PL-46702-39521-RUHZ-60. < Settings
General Mailbox Users Notifications Folders Labels Rules Tariff plan  About application
¥ Send a consignment
Inbox Users

URRENT LI

& Jan Kowalski

Figure 87: Authorizing a User — Step 1.

STEP 2: A form will appear allowing you to send an invitation or grant authorization to access
your mailbox. Select the "Authorize" tab as shown in the illustration below.

Then define the following parameters one by one:

¢ Email address of the User to be authorized;
o Type of identification of the User to be authorized — select one of the following:
o National Identification Number (PESEL);
o Identity document number;
o Login;
¢ Role of the User to be authorized — choose one of the following:
o Authorized administrator;
o Authorized administrator (read-only);
o Authorized user;
o Authorized user (read-only);

After entering all the required data, select the "Authorize" option.
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Invite or authorize to use the mailbox

Authorize Invite

The authorized person will use the mailbox under their own name.

 E-MAIL ADDRESS TO WHICH WE WILL SEND THE AUTHORIZATION *

 TYPE OF IDENTIFICATION *

National Identification Number [PESEL] v
~ NUMBER *

00000000000
 ROLE *

Authorized user [read only] ~

Figure 88.1: Authorizing a User — Step 2.

STEP 3: In the account of the User who granted the Authorization, information about it will
appear in the "Invitations and authorizations" section.

10.3.2 Acceptance of the authorization by the authorized person

STEP 1: An email notification will be sent to the email address of the User being authorized,
informing them of the invitation to gain access to the User’s mailbox.
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Figure 89: Authorization Acceptance — Step 1.

STEP 2: After clicking the link in the email, the User will be redirected to the login page of the
service.

© Certum

by OrEco

Login

E-MAIL

PASSWORD

Forgot password?

Figure 89.1: Authorization Acceptance — Step 2.
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STEP 3: The User who is being authorized must log into the system and either accept or reject
the authorization. The rejection process is described in the following subsections.

<9 e-Doreczenia

SELECT MAILBOX (2) o

& AcCTIvE
Adam Nowak
cmzen
Hole: Owner

8 AUTHORIZATION ACTIVE

Jan Kowalski
cmzen
Role : Authorized user

Accept Reject

Log in to another account

n The EU trust mark informs users that they can trust a particular i it comes i i ions in a safe and convenient manner. More about the EU trust mark

Figure 89.2: Authorization Acceptance — Step 3.

STEP 4: The authorization acceptance process consists of several steps. In this step, the User must
confirm their intention to accept the authorization.

Mailbox authorization sic»1/3

You have been authorized to use the mailbox:

Jan Kowalski
Ree: Authorzed user

You can accept of reject the authorizations.

Reject the authorization Continue to accept >

Figure 89.3: Authorization Acceptance — Step 4.
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STEP 5: In the next step, the Authorized User must choose which data they wish to use when
accessing the mailbox and which email address should receive service-related notifications.

< Wrée
Select data sice /s

Select the personal information you want to use when using the mailbox:

Adam Nowak ADE AE - PL-28449-25803-R0
Mational Identification Number (PESEL) 92072311432

®

Select the e-mail address to which you want to receive notifications:

Figure 89.4: Authorization Acceptance — Step 5.

STEP 6: At this stage, the Authorized User will receive a verification code that must be entered
as part of the authorization acceptance process. An example of the e-mail with the code is
shown below:
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ﬂ e-Doreczenia
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Twoj kod weryfikacyjny

W dniu 2024.06.11 15:24:33+0200 wystapite Z3danie wygenerowania kodu. Twdj kod to
78224647, kod jest wazny 1 dzien

SHRZYMNKA

AE:PL-63885-12100-URBCJ-20

© Certum

CurECo

! .
‘s Infolinia

Figure 89.5: Authorization Acceptance — Step 6.

STEP 7: In the modal window that appears on the website, the User must enter the verification
code received via email. After entering the code, they must check the "/ accept the Terms and
Conditions” checkbox. Once this is done, the code input field will be highlighted in green and the
"Accept authorization" option will be unlocked. To gain access to the mailbox as an authorized
person, the User must accept the terms and conditions and select the "Accept authorization".
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< Wroc

Enter the code sier /s

We have sent 1! ificati k il Enter it
below:

00000000 v ®

[T 1accept The Terms and Conditions &

Figure 89.6: Authorization Acceptance — Step 7.

STEP 8: At this point, the Authorized User can log into the mailbox they have been granted access
to.

Engish v

7 e-Doreczenia

SELECT MAILBOX (2) <

8 acTwE
Adam Nowak
cmzen
Rola: Owner

ACTIVE

3

Jan Kowalski
cmzen
Role : Authorized user

Log In 1o another account

& The EU trust mark informs users that they can trust a particular online service when it comes to conducting online transactions in a safe and convenient manner. More about the EU trust mark

Figure 89.7: Authorization Acceptance — Step 8.

STEP 9: Meanwhile, in the account of the User who sent the invitation, under the "Settings'
option in the "Users" tab and in the "Invitations and authorizations" section, a new entry will
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appear confirming that the authorization has been granted. The authorized person will be
marked as an Authorized Administrator in this case.

7 e-Doreczenia D ™ ®

< Settings

General Mailbox Users Notifications Folders Labels Rules Tariff plan About application
™ Send a consignment

Inbox Users

& Adam Nowak

Figure 89.8: Authorization Acceptance — Step 9.

10.3.3 Rejection of authorization by the authorized person

: After receiving the authorization invitation, the Authorized User must log into the system,
where they will be given the option to accept or reject the authorization. To reject the
authorization, the User must select the " " option. A confirmation prompt will appear asking
the User to confirm the rejection of the authorization. Once the rejection is confirmed, the
invitation will be canceled, and access to the User’s mailbox will not be granted. An email
notification will be sent to the email address of the User being authorized, informing them of the
invitation to gain access to the User’s mailbox.
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Figure 90 Rejection of Authorization — Step 1.

STEP 2: After clicking the link in the email, the User will be redirected to the login page of the
service.
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© Certum

by QIrEeco

Login

E-MAIL

PASSWORD

Forgot password?

Figure 90.1: Rejection of Authorization — Step 2.

STEP 3: A window will appear allowing the User to reject the authorization.

7 e-Doreczenia

ELECT MAILBOX (2 ©
Adam Nowak
8  AUTHORIZATION

Jan Kowalski

Accept Reject

@ The EU trust mark informs users that they can trust a particular online service when it comes to conducting online transactions in a safe and convenient manner. More about the EU trust mark

Figure 90.2: Rejection of Authorization — Step 3.

STEP 4: The User being authorized must then log into the system and reject the authorization. To
do this, they must select the "Reject authorization" option.
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Mailbox authorization i1/

You have been authorized to use the mailbox:

Jan Kowalski
Role: Authorized user

You can accept or reject the authorizations.

Reject the authorization Continue to accept >

Figure 90.3: Rejection of Authorization — Step 4.

10.3.4 Withdrawal of authorization

Until when can authorization be withdrawn?

This option is available until the User being authorized either accepts or rejects the authorization.
If the authorizing User wishes to withdraw the authorization, they have 10 days from the time it
was sent to do so. If no action is taken by the User being authorized within 10 days, the
authorization will be automatically canceled.

STEP 1: To withdraw authorization, go to the "Settings" option to, then the "Users" tab. In the
"Invitations and authorizations" section, a list of authorized and invited Users will be displayed.
In the "Invitations and authorization" section, the "Withdraw authorization" option will appear
next to the name of each authorized user.

STEP 2: After selecting the "Withdraw authorization" option, a confirmation prompt will
appear.
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STEP 3: Once confirmed, the authorization will be withdrawn and the User whose authorization
was revoked will receive an appropriate email notification.

© Powiadomienie o odwotaniu zaproszenia

W dniu 2024.06.13 07:02:46+0000 odwotano zaproszenie o identyfikatorze 560c35da-
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adstestd3+regresjadi@gmail.com.
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Figure 91.2: Withdrawal of Authorization — Step 3.

10.3.5 Suspension/modification of authorization

STEP 1: A User who has granted authorization to another person may suspend or modify that
authorization. Suspension results in the authorized person losing access to the User's mailbox.
Modification allows changing the permission level of the Authorized User. To suspend or modify
an authorization, go to the "Settings" options, then to the "Users" tab and navigate to the
"Invitations and Authorizations" section.

STEP 2: Next, in the row corresponding to the selected authorization, click the gear icon located
at the end of the row — the parameters associated with the granted authorization will be
displayed.

certum.pl
Page 131 infolinia@certum.pl



Copyright © Asseco Data Systems S.A.

The following parameters can be changed:

e "Role" —allows changing the role assigned to the Authorized User;
o "Status" — allows suspending or reactivating the authorization.

STEP 3: After changing the authorization parameters, the "Save settings" option will become
active.

STEP 4: After selecting the "Save settings" option, the system will return to the list of
authorizations, where the changes will be visible.

11 Reports

In Certum e-Delivery system, it is possible to generate usage reports for the mailbox. To do this,
go to the "Settings" section, select the "Mailbox" tab, then click the "Mailbox actions" button
and choose the "Mailbox usage report" option.

Reports are divided into:

¢ Detailed monthly report
e Summary monthly report

e Audit log
7 e-Doreczenia Q Searcht ® @
Pawet .
- « Settings
General Mailbox Users Notifications Folders Labels Rules Tariff plan About application
Mailbox Mailbox actions

URRENT MAILBOX
& Pawel Citizen
cmzEn

Removed AE :PL-85538-48717-WVSAN-27 ®

Curtent parameters are not enough? | Change subscription

Figure 92: "Mailbox Usage Report"
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11.1 Detailed monthly report

The detailed monthly report includes the following information:

e Report name

e Report generation date

o Identifier of the person who generated the report
¢ ADE address of the mailbox covered by the report
e Month covered by the report

e Balance sections:

@)

@)

@)

Number of messages available at the beginning of the report period
Number of messages available at the end of the report period
Consignments sent to non-public entities:

Chronological list with the following information:
- Time of event

- ADE address of the recipient

- Mail ID

Consignments sent to public entities

Chronological list with the following information:
- Time of event

- ADE address of the recipient

- Mail ID

Sending errors to non-public entities:

Chronological list with the following information:
- Time of event

- ADE address of the recipient

- Consignments ID

Sending errors to public entities:

Chronological list with the following information:
- Time of event

- ADE address of the recipient

- Consignments ID

Consignments received
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Chronological list with the following information:
- Time of event

- ADE address of the sender

- Consignments ID

o "Top-ups"

For each event, the following information is displayed:
- Time of event

- Event name

- Top-up volume (number of mails)

o "Activations, changes, and subscription renewals".

For each event, the following information is displayed:

- Time of event

- Event name ("subscription activation" OR "subscription renewal/change")
- Number of consignments at the time of the event

Report generation process includes a few simple steps:

Selecting the report type: summary,

Setting the month for which the report will be generated,
Selecting the export format. Available formats: pdf and csv.
Click the "Generate report " button,

save the report.

uhkwnNPRE

Generate monthly mailbox usage report
Report type (®) Detailed
Detalld sumary of maiboox usage

Summary

Maibox usage summary

) Auditiog

List of maibox operations.

Maj 2025 ()

© B~
ol o

Cancel Generate report

Figure 93: "Mailbox Usage Report — Detailed Monthly Report".
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11.2 Summary monthly report

The summary monthly report includes:

e Report name

e Report generation date

o Identifier of the person who generated the report

¢ ADE address of the mailbox covered by the report

e Month covered by the report

e Balance sections:

Number of messages available at the beginning of the report period,
Number of messages available at the end of the report period,
Number of messages sent to non-public institutions,

Number of messages sent to public institutions,

Number of messages received.

o O O O O

Report generation process includes a few simple steps:

Selecting the report type: summary,

Setting the month for which the report will be generated,
Selecting the export format. Available formats: pdf and csv.
Click the "Generate report " button,

save the report.
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Figure 94: "Mailbox Usage Report — Summary Monthly Report".
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11.3 Audit log

The audit log report includes:

e Timestamp
¢ Event name

Report generation process includes a few simple steps:

Selecting the report type: summary,

Setting the month for which the report will be generated,
Selecting the export format. Only one format is available: json
Click the "Generate report " button,

save the report.
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Figure 95: "Mailbox Usage Report — Audit Log".

12. Correspondence with other institutions

Enabling correspondence with other institutions is located in the "Settings" section, under the
"Mailbox" tab.
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Then, click the "Mailbox actions" button and select the "Enable correspondence with public
institutions" option.

A window will appear where you can choose one of the following options:

e CONSENT to correspondence with public institutions.
e WITHDRAW CONSENT to correspondence with public institutions.

ATTENTION!

Changes to correspondence settings with other institutions may not take effect immediately

“7 e-Doreczenia Q Search by consignment subject O w @ n 8

Adam Nowak

< Settings

AE:PL-20449-25803-ROJF-09 B

General  Mailbox Users  Notifications  Folders Labels Rules Tariff plan  About application

Inbox Mailbox Mailbox actions
Sent Rename mail
CURRENT MAILBOX . ACTIVE
N Drafts & Adam Nowak Enabl pondence with public Institut
omzEN
" Removed AE :PL-20449-25803-ROJHF-09 ®

SUBSCRIPTION PLAN
ACTIVE PLAN
+ Premium Close mailbox
Skrzynka e-Doreczenia Premium
2025-05-12 08:33:14

2028-05-11 22:00:00
Purchase history

USING THE MAILBOX
MAILBOX USAGE

Figure 96: "Enable correspondence with public institutions” — Step 1.
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@ Disable or enable correspondence with public
institutions

The default configuration of the e-Delivery mailbox allows for the
exchange of electronic correspondence with public institutions. You
«can change this setting and receive paper consignments at the
registered office, place of residence or correspondence. Electronic
correspondence is DISABLED

() ENABLE correspondence with public Institutions.
(®) DISABLE correspondence with public institutions

Note: The next change of decision is possible only after 60 days

Cancel Submit

Figure 97: "Enable correspondence with public institutions” — Step 2..
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