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1. Legal information

Proprietary copyrights to this documentation and the software described hereto are vested in Asseco
Data Systems S.A. with its seat in Gdansk, ul. Jana z Kolna 11. The above rights are protected by the
Act on Copyrights and Related Rights (Journal of Laws No. 24, item 83 dated February 4, 1994, as

amended).

The below documentation is distributed based on the granted license.

certum.eu
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2. Introduction
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The SimplySign application for Android system allows the users to sign PDF documents based on the
virtual card with a qualified certificate or a common certificate. The application supports electronic
signature in PAdES format (PDF Advanced Electronic Signature ETSI TS 102 778) and uses CAdES or

PKCS#7 standards to describe data structures containing a signature.
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3. Requirements

The SimplySign application requires the Android system in version 5.0+, at least one registered and
initialized virtual card, active account in the SimplySign service and qualified/common certificate(s).

4. Application installation

In order to install the application on devices with the Android system, you have to open Play Store,
find the SimplySign application and then install it.

After correct installation, the SimplySign application icon will appear on the device Desktop.
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After correct installation, the SimplySign application icon will appear on the device Desktop.
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SimplySign

5. Biometric Security

The application supports the use of biometric security set on the device. If the device's operating
system is set to use fingerprint or facial image biometric security, it will force authentication with the
selected security method when the application is launched.

NOTE!!!

Face biometric authentication (FacelD) functionality on the Android platform has been officially
supported since system version 10 (internally Quince Tart). Any prior use of biometrics by Users is
proprietary to the device manufacturers, therefore SimplySign software developer is not responsible
for errors or inconveniences resulting from the use of biometric traces on older operating systems and
related to the implementation of manufacturer's solutions.

Biometric security works according to the following logic:

A. If the device supports biometric security but it is not enabled then the following message
appears when the application is launched:

Certum certum.eu
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Information

The device supports biometric
security, but it is not enabled. After

their activation, the application will
use biometric security.

SETTINGS OK

B. If biometric security is enabled on the device, the authentication with the selected security will
appear when the application is launched.

6. Launching, activation of the application or resetting access to the service

6.1.  Launching the application

The SimplySign application is launched using a button located on the Desktop. After launching the
application a start screen appears.

certum.eu
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Activate application

In order to use application you
have to activate it on at least one
device

Activate application

Sign with your active account
on other device

6.2. Service activation

6.2.1. Activation using (personal) authentication data

Holders of a qualified certificate issued by CERTUM and contained on the SimplySign medium have the
opportunity to benefit from a very convenient, maintenance-free activation of the application based
on their personal data. This is the activation through the so-called authentication data. In practice,
these are the data known to the User (personal data plus the data of their identity document). The
following is the description of the process of performing such activation of the SimplySign application.

INATTENTION

The condition for correct activation through authentication data is that the User must have at least
one qualified certificate issued by CERTUM and contained on a virtual card in the SimplySign service.
The certificate can even be canceled or overdue.

In order to perform the activation using the authentication data, the SimplySign application should be
launched.

Certum certum.eu
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Activate application

In order to use application you
have to activate it on at least one
device

Activate application

Sign with your active account
on other device
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The activation is started by pressing the Activate application button. After pressing this button, a

screen allowing for entering the e-mail address, which is the User’s ID appears.

Then, in the field E-mail, you must enter an email, which is the User’s ID.

Certum
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Enter email address

You should use email address
used in certificate application

E-mail

Next Other activation methods
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Then, press the Next button. If the ID is correct, the application will ask you to enter 3 randomly

selected personal data of the User.

11:57 o e 94%m

<

Fill in credential data

Below we have selected random data
from yours certificate application.
Please fill them

Dacument number

Enter document number

Date of birth

Select date of birth
1D document expiration date

Select expiration date

Next Do you need help?

Then you must enter the correct personal data.

Certum
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Fill in credential data

Below we have selected random data
from yours certificate application.
Please fill them

Last name
Smith
1D document expiration date

2027-11-07

First name

Johr|

Next Do you need help?
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After entering personal data, press the Next button. If the personal data is correct, the application will
be activated and it will go to the start screen, where you must select the application operating mode.
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Choose
application
function

Choose application function you will
be using most often

® Signing and Generate token

O Generate token

Application function can be changed
in Settings

Finish activation

Two modes are available:

e Signing and Generate token — allows you to sign documents and generate tokens at the same
time;

e Generate token —it only allows you to generate a token —in such a case signing will have to be
done on another device;

After selecting the appropriate mode, press the Finish activation button. A screen indicating that

the application is active will be displayed.

After selecting the appropriate modes, press the Finish Activation button. A screen indicating that
the application is active will be displayed.

Certum certum.eu
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Congratulations!

Application SimplySign is now active!
You can start signing documents with
mobile electronic signature

Start signing documents

After pressing the Sign your first document button, the application will go to the start screen.
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SimplySign

Select account and sign documents
as

test.assecods@interia.pl change

Log in and sign

Generate token

6.2.2. Activation using the activating code
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The application can be activated also using an activating code which is received by e-mail during the
purchase of SimplySign — mobile electronic signature in Certum Store.
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¥

Enter email address

You should use email address
used in certificate application

E-mail

Next Other activation methods

Select the Other activation methods button. Other activation options will appear.
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Other activation
methods

QR code

= We sent it to you via e-mail
EEH after contacting the hotline

Activation code

1co0

1 01 o Code purchased in the
Certum.pl online store or
o 1 received via e-mail
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Then Select Activation code. A screen for entering the activation code will be displayed.
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Enter
activation code

Activation code

Email

Re-enter email

Next

Then fill in the Activation code (where you must enter a 16-character resetting code), E-mail , and Re
enter email fields and press Next. If the entered data is correct, access to the service is restored and
the application will take you to the screen where the application operating mode is to be selected.

NOTE!!!

The e-mail address entered will be used also as the User’s ID. It is recommended to use a real e-mail
address to which the user has access — it is related to the fact that the e-mail messages (e.g. resetting
a PIN code for a virtual card) sent from the SimplySign System to the User will be sent to that address.

Certum certum.eu
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Choose
application
function

Choose application function you will
be using most often

® Signing and Generate token

O Generate token

Application function can be changed
in Settings

Finish activation

Two modes are available:

e Signing and Generate token — allows you to sign documents and generate tokens at the same
time;

e Generate token —it only allows you to generate a token —in such a case signing will have to be
done on another device;

After selecting the appropriate mode, press the Finish activation button. A screen indicating that

the application is active will be displayed.

After selecting the appropriate modes, press the Finish Activation button. A screen indicating that the
application is active will be displayed.

Certum certum.eu
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Congratulations!

Application SimplySign is now active!
You can start signing documents with
mobile electronic signature

Start signing documents
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After pressing the Sign your first document button, the application will go to the start screen.

6.3.

Certum
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SimplySign

Select account and sign documents
as

test.assecods@interia.pl change

Log in and sign

Generate token

Resetting the access to the service
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Resetting the access to the service consists in contacting the Certum Help line in order to submit a
request for service access reset. The employee of the Certum Help line performs the access resetting
process by verification of personal details of the User requesting the reset of the access to the service.

The User’s data contained in their Application for qualified certificate submitted in the Certum system
are verified.

After correct verification, the User receives a 6-digit code, the so-called secret, from the Certum
Operator.

Certum sends a one time link for resetting the service access to the e-mail address, which is the User’s
ID in the SimplySign System — the link is valid for 24 hours from the moment of its generation in the
SimplySign system.

The User receives the e-mail message, clicks on the activation link and is directed to Certum website,
where they are asked to enter the 6-digit secret.

Depending on the reset method, when a secret is entered and the Send button is pressed, the User
obtains either the so-called QR Code called a photocode or the so-called 16-character resetting code.
After receiving this data, do not close the browser but proceed to the next step of resetting the access
to the service.

Prosimy wpisac kod resetujacy do apflkacji SimplySign. (Please enter rdget code with SimplySign application.)

ZUVQB6D3J5CK2HRA

Both methods are described in the following sections.

Certum certum.eu
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6.3.1. Manual reset using the 16-character resetting code

To reset access with the 16 character reset code, start the SimplySign Application.
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Activate application

In order to use application you
have to activate it on at least one
device

Activate application

Sign with your active account
on other device
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Then, press the Activate application button. A screen with various activation options will appear.

Certum
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<

AVS

Enter email address

You should use email address
used in certificate application

E-mail

Next Other activation methods
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Then select the Other activation methods button. Other activation options will appear.

Select Activation code.

Certum
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Other activation
methods
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QR code

We sent it to you via e-mail
after contacting the hotline

Activation code
Code purchased in the
Certum.pl online store or
received via e-mail
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9
Enter
activation code

Activation code

Email

Re-enter email

Next

Page |20
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Then fill in the Activation code (where you must enter a 16-character resetting code), E-mail , and Re
enter email

09:20 Ga o 92%a

<
Enter
activation code

Activation code

4DCNF2B66ZDVPSVX

Email
test.assecods@interia.pl
Re-enter email

test.assecods@interia.pl

Next

Then press Next. If the entered data is correct, access to the service is restored and the application will
take you to the screen where the application operating mode is to be selected.
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Choose
application
function

Choose application function you will
be using most often

O Signing and Generate token

O Generate token

Application function can be changed
in Settings

Finish activation
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Two modes are available:

e Signing and Generate token — allows you to sign documents and generate tokens at the same
time;

e Generate token —it only allows you to generate a token —in such a case signing will have to be
done on another device;

After selecting the appropriate mode, press the Finish activation button. A screen indicating that

the application is active will be displayed.

After selecting the appropriate modes, press the Finish Activation button. A screen indicating that the
application is active will be displayed.

0921 @m o 92%a
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Congratulations!

Application SimplySign is now active!
You can start signing documents with
mobile electronic signature

Start signing documents

After pressing the Start signing documents button, the application will take you to the start screen.

Certum certum.eu
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SimplySign

Select account and sign documents
as

test.assecods@interia.pl change

Log in and sign

Generate token

6.3.2. Automatic resetting with the use of QR Code
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In order to reset the access to the service by automatic reset, run the SimplySign application.

Certum
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Activate application

In order to use application you
have to activate it on at least one
device

Activate application

Sign with your active account
on other device
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Then, press the Activate application button. Further options will be displayed.

08:59 @ o5 90%E

Lk

Enter email address

You should use email address
used in certificate application

E-mail

Next Other activation methods

Then select the Other activation methods button. A screen will appear where you can select other
activation methods.

<
Other activation
methods
QR code
[=][x]

= We sent it to you via e-mail
EEH after contacting the hotline

Activation code

1co0

1 01 0 Code purchased in the
Certum.pl online store or
o 1 received via e-mail
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Then select the QR code option and you will be able to scan the QR code.

Zeskanuj kod QR

After scanning the QR Code, the application will take you to the screen where you can select the
application operating mode.

Certum certum.eu
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Two modes are available:
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Choose
application
function

Choose application function you will
be using most often

O Signing and Generate token

O Generate token

Application function can be changed
in Settings

Finish activation
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e Signing and Generate token — allows you to sign documents and generate tokens at the same

time;

e Generate token —it only allows you to generate a token —in such a case signing will have to be

done on another device;

After selecting the appropriate mode, press the Finish activation button. A screen indicating that
the application is active will be displayed.

Certum
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Congratulations!

Application SimplySign is now active!
You can start signing documents with
mobile electronic signature

Start signing documents

After pressing the Start signing documents button, the application will take you to the start screen.

09:00 & 5l 89%E

SimplySign

Select account and sign documents
as

test.assecods@interia.pl change

Log in and sign

Generate token

6.4.  Signature without activation

In the SimplySign application, it is possible to perform the so-called signature without activation,

Certum certum.eu
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consisting in logging in with a token from another device. This option is available when the
application is not activated or is activated in the "Signing and Generate Token" mode.

6.4.1. Application not activated

To log in into an application that is not activated using an account activated on another device, select
the option Sign with your active account on other device.

0030 8EE « o 97%a

Activate application

In order to use application you
have to activate it on at least one
device

Activate application

Sign with your active account

on other device

When you select Sign with your active account on other device, a screen will appear allowing you to
enter your login and OTP token.
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<
Sign without
activation

If you already have active application

on different device, log in and sign

Select account and sign documents as

Enter email

Enter token from other device

000000

The login and OTP token must be filled in.

Certum
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activauon

If you already have active application

on different device, log in and sign

Select account and sign documents as

test.assecods@interia.pl

Enter token from other device

I (@] 2
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Sign without
activation

If you already have active application

on different device, log in and sign

Select account and sign documents as

test.assecods@interia.pl

Enter token from other device
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Then press the Log in button. If the login and OTP are correct then you will be logged in and able to

sign a document.

Certum
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My documents

TO SIGN SIGNED

Add the first document to sign

Maximum file size: 20 MB
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6.4.2. Application in the ,Signing and Generate token” mode

To logininto an account activated on another device in the "Signing and Generate token" mode, press
Change in the list of accounts. Options will appear.

Select account

Iwerkowski.ads@interia.pl

+ Activate new account on this device

Signing with usage of account
activated on different device

Cancel

Then select the Signing with usage of account activated on different device option. A screen will
appear allowing you to enter your login and OTP token.

Certum certum.eu
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Sign without
activation

If you already have active application

on different device, log in and sign

Select account and sign documents as

}Entcr email

Enter token from other device

000000

The login and OTP token must be filled in.

Certum
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If you already have active application

on different device, log in and sign
Select account and sign documents as
test.assecods@interia.pl

Enter token from other device
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Sign without
activation

If you already have active application

on different device, log in and sign

Select account and sign documents as

test.assecods@interia.pl

Enter token from other device
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Then press the Log in button. If the login and OTP are correct then you will be logged in and able to

sign a document.

09:37 @ @l 100% 0

My documents

TO SIGN SIGNED

Add the first document to sign

Maximum file size: 20 MB

6.5.  Application operating modes

Certum
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6.5.1. Operation in "Generate token code"
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If during activation of the application it is set that the application should work in the "Token code
generating" mode, this will cause that the application will only generate OTP Tokens and in this case,
after starting the application, the screen displaying the currently generated OTP Token will be activated

immediately.

6.5.1.1.

09:40 @ © 5l 100% 8

SimplySign Q

Token for email

e
@] test.assecods@interia.pl

Click and hold to copy

447 742

The token expires in 23 seconds

You can use token for autharization in other Certum
products. Tip: If you can't fog in, try to synchronize time
HERE

Force time synchronization

In the "Generate token code" mode, it is possible to manually force time synchronization, which will

cause the OTP Token value to be converted based on the synchronized time.

This is used in case of problems with logging when there is a suspicion that the OTP Token is generated

incorrectly on the device.

Such synchronization changes the time only within the SimplySign application and does not affect the

time settings on the device.

To force time synchronization manually, go to the Settings. The settings are activated with the use of
the gear icon at the top right of the screen.
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(¢ Settings

Device function
Generate token code

Factory reset

Time synchronization
Difference O s

Language
english

Accounts

About application
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Then, press Time Synchronization button in the Settings. The time will be synchronized and the
difference between the time in the SimplySign application and the time on the device will be shown

in the Settings.

Certum
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< Settings

Device function
Generate token code

Factory reset

Time synchronization
Difference 0 s

Language

english

Accounts

About application

Service synchronized with SimplySign
0Os.

certum.eu
infolinia@certum.pl



Page |36

6.5.2. Operation in "Signing and Generate token"

If during activation of the application it is set that the application should work in both modes, this will
cause that the application will generate OTP Tokens and signing of documents will also be possible. In
such a case, after launching of the application, a screen allowing you to start generating OTP Tokens
(Generate Token button) or signing of documents (Sign document button) will be activated.

09:42 ® i © 5 a0 100% M

SimplySign

Select account and sign documents
as

@ test.assecods@interia.pl change

Log in and sign

Generate token

6.5.3. Changing the application operating mode

It is possible to change the application operating mode.

Change of the operating mode is made in the Settings.

Only the following changes of the application operating mode are possible:

e From the "Signing and Generate token" mode to the "Generate token" mode
e From the "Generate token" mode to the "Signing and Generate token" mode

6.6.  Multiple accounts support
The application allows the use of multiple accounts. Below is a description of adding another account
in the All in One mode and the Token code generating mode.
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6.6.1. ,Signing and Generate token” mode

To add another account in the “Signing and Generate token” mode, run the application.

09:45 @ ® @00 100% 0

SimplySign

Select account and sign documents
as

test.assecods@interia.pl change

Log in and sign

Generate token

Press the Change button. A list of accounts will expand with the option Activate new account on this
device.
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Select account
test.assecods@interia.pl
+ Activate new account on this device
Signing with usage of account

activated on different device

Cancel
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After pressing the Activate new account on this device button, a window allowing you to activate
the new account in the selected method will appear.

09:45 @ ® @l 100% 0

<

AV

Enter email address

You should use email address
used in certificate application

E-mail

Next Other activation methods

Methods of activation are presented in the previous chapter. After activation of another account, it

will be visible in the application.
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09:46 @ ®

Select account

test.assecods@gmail.com
test.assecods@interia.pl
+ Activate new account on this device

Signing with usage of account
activated on different device

Cancel

6.6.2. “Generate token code” mode

To add another account in the Generate token code mode, run the application.

09:49 B0 100% 8

SimplySign o

Token for email
test.assecods@interia.pl change

Click and hold to copy

755 543

The token expires in 17 seconds

You can use token for autharization in other Certum
products. Tip: If you can't log in, try to synchronize time.
HERE
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Press the area of the account name. A list of accounts will expand with the option Activate new

account on this device.

Select account

test.assecods@interia.pl
+ Activate new account on this device

Cancel

After pressing the Activate new account on this device button, a window allowing you to activate
the new account in the way you choose will appear.

Certum
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A%S

Enter email address

You should use email address
used in certificate application

E-mail

Next Other activation methods
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Methods of activation are presented in the previous chapter. After activation of another account, it
will be visible in the application.

6.7.

Select account

Logging into the application, Signing and Generate token” mode

test.assecods@gmail.com
test.assecods@interia.pl
+ Activate new account on this device

Cancel

If the application has been set to the “Signing and Generate token” mode, then the start screen will
be displayed upon running the application
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SimplySign

Select account and sign documents
as

test.assecods@interia.pl change

Log in and sign

Generate token
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Since the application allows the use of several accounts, you must press the area of the user name. A

list of accounts will appear.

Select account

test.assecods@gmail.com
test.assecods@interia.pl

+ Activate new account on this device

Signing with usage of account
activated on different device

Cancel

Select the appropriate account from the list.
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09:54 @ @2 100% 0

SimplySign

Select account and sign documents
as

test.assecods@interia.pl change

Log in and sign

Generate token

Then press the Log in and sign button. The application will automatically generate the OTP Token and
will make an attempt to log the user in to the service. If the token is correct, you will be logged into

the SimplySign service.

11:56 @ @R 100% 0

SimplySign

Select account and sign documents
as

test.assecods@gmail.com change

Log in and sign

Service synchronization...
Log in again
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Such synchronization changes the time only within the SimplySign application and does not affect the
time settings on the device.

After automatic time synchronization, press the Log in and sign button again. You will be logged into
the SimplySign service.

09:54 @ © R W 100% M

= My documents

TO SIGN SIGNED

Add the first document to sign

Maximum file size: 20 MB

If you log in on this device for the first time, a message about the necessity to allow the application to
access the internal information of the device will be displayed.

After pressing the Allow button you will be logged into the service and a screen where you can add
files to be signed or go to application options will appear.

If the OTP token entered is incorrect or another error preventing from logging in occurs, the message
Access denied will be displayed at the bottom.
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SimplySign

Select account and sign documents
as

test.assecods@gmail.com change

Log in and sign

Access denied.

7. Application Settings/Options
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After logging in to the application, you can change the default application options. After logging in

and pressing the icon at the top left of the screen, the options menu will be “expanded".
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1414 &

USER PROFILE

8 tukasz Pawet Werkowski

Iwerkowski@02.p!
ACCOUNTS MANAGEMENT

SIGNATURE

Certificates and cards
Additional text

Sign reason
Localization
Visualization settings
Facsimile management
Trusted timestamp

SETTINGS

Device function

Language

LOGOUT

,Account managment” option
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This option allows you to manage your accounts. When selected, a list of accounts is displayed with

indication of the account to which the User is currently logged in.
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10:10 U0 100%8

¢ Account management

test.assecods@interia.pl
(Active user)

test.assecods@gmail.com

Add account

1} @) <

It is possible to remove the selected account from the application. To do this, press the bin button
located to the right of the account name..

7.2.  Signature section

In Signature section, the following options are available:

e Certificates and cards
e Visualize sign
e Sign reason
e Localization
e Trusted timestamp
The above options are described in detail in next sections.

7.2.1. ,Certificates and cards” option

This option allows you to manage your cards and certificates. After selecting it, a window with
displayed tabs and basic data about the certificates of the logged User will appear.

The default certificate set is presented and the card and certificates contained therein are displayed
below. The following data are presented:

e Default certificate name

Certum certum.eu
infolinia@certum.pl



The following information about the cards:

o

0O O O O O

7.2.1.1.

Card label
PIN code status
PUK code status

Common Name (CN) field of the certificates contained in the card

Serial number of the certificate
Expiry date of the certificate

1017 @ & 0 100% 0

{- My cards and certificates

Default Certificate

Not set

Set

CARD:
PIN status (:
PUK status {actt

tukasz Pawet Werkowski
4 a1 cd 92 63 30 86 44 a9 9«
05-27

Change card PIN

Setting the default certificate
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To set the default certificate, press the Set button. The available certificates will be displayed.
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(- My cards and certificates

Default Certificate
No default certificate

Card:

tukasz Pawet Werkowski
Certificate number: 6c 74 a1 cd 92 63 30 86 44
Expiration date: 2022-05-27

1} O <

Then indicate the certificate to be set as default.

1007 @ & Y 100% 0

¢~ My cards and certificates

Default Certificate
No default certificate

Card:

tukasz Pawet Werkowski
Certificate number: 6c 74 a1 cd 92 63 30 86 44
Expiration date: 2022-05-27

1} @] <
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After selecting the default certificate, return to the settings — the selected default certificate will

appear on the list.
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1012688 I 100% 8
<{- My cards and certificates

Default Certificate
tukasz Pawet Werkowski

Set

CARD:

PIN status actual { maximal) 3/3
PUK status {actual / maximal) 3/3

tukasz Pawet Werkowski
Certificate number: 6c 74 al cd 92 63 30 86 44 a9 9¢
Expiration date: 2022-05-27

Change card PIN

1l @] <

7.2.1.2.  Warning of impending expiry of the certificate

If a qualified certificate will expire in less than 14 days, the application displays an appropriate
warning after logging in.

Information

Certum informs you that the
certificate ‘tukasz Pawet Werkowski'
it will expire for 4 days.

In order to extend the validity of the

certificate, we invite you to renew it
in Certum:

+48 801 540 340

CALL
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This option allows you to define an additional text that will be visible in the visualization of the

signature. One additional text is defined by default, but you can add any other texts.

1355 @ ® G =l 98%M

{-  Additional text

Additional text

The selected text will be visible in the
visualization of the signature on the

document.

Text only

@ Do not insert additional text

O Signed electronically

+ Add new text

In order to add your own text, press the +Add new text button. A window will appear in which you can

enter your own additional text.
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1B LSS =l 98% M

¢~ Additional text

Enter new additional text

0/256

Add new text

Enter your own text.

1356 W ® ® =l 98%M

{-  Additional text

Enter new additional text

signed by

9/256

® @ A

12345 6)]7]18)J9]0

qiiwlelrftiylulifjolp
alsfidlifilaglhliifk]!

Sl z [ x| c|v|b|n{m /e

13#1 Polski . (_.J

’
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After entering your own text, press the Add new text button. The text entered will appear in the list.

In order for the added text to be visible in the visualization, it must be selected.

Certum

1356 W © ® =l 98% M

¢ Additional text

Additional text

The selected text will be visible in the
visualization of the signature on the

document.
Text only O

@ Do not insert additional text
O Signed electronically

O signed by X

+ Add new text

o)

¢  Additional text

Additional text

The selected text will be visible in the
visualization of the signature on the
document.

O Do not insert additional text

O Signed electronically

+ Add new text

13:56 d ® ® Al 98% M

Text only |

@ signed by X
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In the settings, in the upper right corner, there is the Text only option. If you select it, only this text
will appear in the visualization. All other elements (CN, date, reason, location) will not be included in

the visualization.

7.2.3. ,Sign reason” option

Choosing this option allows for specification whether the so-called Sign reason will be added to the

signature structure.

By default there are two options:

e Do not save sign reason - if you choose this option, a Signature reason will not be added to the

signature structure.
Always ask for a Sign reason - if you choose this option the application, every time before

signing, will ask for a Signature reason which will be added to the signature structure.

10:23 @ vl 100% M

<{-  Reason for signature

Sign reason

® Do not save sign reason

(O Always ask for sign reason

+ Add sign reason

The application allows you to add your own signature to the list. This reason will be selectable in the
future while signing a document if the option of adding a Signature reason is enabled.

To add your own Signature reason to the list, press the “+” button located in the bottom right corner
of the screen. A screen where you can enter your own Signature reason will be displayed.
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Enter your own Signature reason.

10:23 @ @YUl 100% 8

¢ Add reason for signature

Sign reason

Enter sign reason

Add sign reason

il @] <

10224 @ @E ). 100% 0

& Add reason for signature

Sign reason

accept

Add sign reason

)  Accor adept excel
TR2434567189)0
giwlleffrjtiylufijolr
alsfidiflalhlilki!
Uzxjcjvibjnjmpea

1, <« Polski » .

Il (@] ¥
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After entering your own Signature reason, press Enter button located on the virtual keyboard. The
entered Signature reason will be added to the list of reasons.
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¢ Reason for signature
Sign reason

The selected reason will be visible in
the visualization of the signature on the

document.

@ Do not save sign reason

O Always ask for sign reason

O accept

+ Add sign reason

il @] <

100% @
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A situation when the option Always ask for Sign reason is enabled is presented below. As a result, the
application, every time before signing, will ask for a Signature reason which will be added to the

signature structure.

Certum

The selected reason will be visible in

document.

O Do not save sign reason

@ Always ask for sign reason

O accept

+ Add sign reason

il @]

10:24 @ ol
¢ Reason for signature
Sign reason

100% 0

the visualization of the signature on the
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If you choose the added Sign reason this reason will be always, without asking, added to the signature

structure.

The Sign reasons entered by the User can be deleted.

Then you have to press the cross icon located within the area of the Sign reason.

On the following two images a situation where the Sign reason has been selected and later it has been
deleted using the cross icon is presented.

The selected Signature reason is removed from the list of Signature reasons.

Certum

10:24 @ el
¢ Reason for signature
Sign reason

The selected reason will be visible

ature on the

the visualization of the s

document.

(O Donot save sign reason

(O Always ask for sign reason

@ accept

+ Add sign reason

100% M
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10:29 w0 100%8

¢ Reason for signature

Sign reason

The selected reason will be visible in
the visualization of the signature on the
document.

@ Do not save sign reason

O Always ask for sign reason

+ Add sign reason

il @] <

Below, you can see a view of signature properties in PDF file in Desktop application. While signing, the
Signature reason with a content | accept the content was set.

= podpisano_Powod.pdf - Adobe Acrobat Reader DC

-
Plik Edyga Widok Qkno Pomog

Strona gtoéwna  Narzedzia podpisano_Powod... %

B =3 Q 171 k@@@ 97"1%'5@? e ¢

!b Podpisano. Wszystkie podpisy 53 poprawne. -

@ Podpisy x

® Zaloguj s

@ [i=]+ Sprawd: poprawnos¢ wszystkich

[ A &b Wersja 1: Podpisane przez Asseco Data Syste

Przyktadowy podpisany plik PDF z ustawionym powodem podpisu w strukturze podpisu.
Podpis jest prawidiowy:

Zrédio Trust uzyskane z European Union Trus
Dokument nie zostat zmieniony po zastost
Podpisane przez biezacego usytkownika
Czas zlozenia podpisu zostat pobrany 7 zec
Podpis nie obshuguje LTV i wygaénie po 20

 Szczegoly podpisu

Szczegély ratwierdzenia...
Ostatnio sprawdzone: 2017.11.24 10:00:57 + 01
Pole: Signature? (podpis niewidoczny)

Kliknij, aby wyswietlic te wersje.

7.2.4. ,localization” option

Choosing this option allows for specification whether the so-called Localization will be added to the
signature structure.

By default there are two options:
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Do not save localization - if you choose this option, a localization will not be added to the

signature structure.

Always ask for localization - if you choose this option, the application will ask, every time

before signing, for localization which will be added to the signature structure.

10:36 & & o

¢ Localization

Localization on documents

The selected location will be visible in
alization of the signature on the
us

r

® Do not save localization

(O Always ask for localization

+ Add location

100% @

The application allows you to add your own localization to the list. This localization will be selectable

in future while signing a document if the option of adding a localization is enabled.

To add your own location to the list, press the Add location button. A screen where you can enter your

own localization will be displayed.

Certum
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¢ Add localization

Localization on documents

Enter city or address

Add location

1l @] <

You have to enter your own localization.

1036 WE @ U 100% 0

<~ Add localization

Localization on documents

London

Add location

i (@] <
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After entering your own localization, press the Add location button located on the virtual keyboard.
The entered localization will be added to the list of reasons.
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1036 WE 8 o 100% M

¢ Localization

Localization on documents

The selected location will be visible in
the visualization of the signature on the
document.

@ Do not save localization

O Always ask for localization

O London X

+ Add location

i @] <

A situation when the option “Always ask for localization” is enabled is presented below. As a result,
the application will ask, every time before signing, for a localization which will be added to the

signature structure.

1036 WE 8 o 100% M

¢~ Localization

Localization on documents

The selected location will be visible in
the visualization of the signature on the
document.

O Do not save localization

@ Always ask for localization

O London X

+ Add location

] (@] <

If you choose an added localization this localization will be

signature structure.

Certum

always, without asking, added to the
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<~  Localization

Localization on documents
The selected location will be visible in
the

ization of the signature on the

document.

(O Donot save localization

(O Always ask for localization

© London X

+ Add location

—
O
A

Localizations entered by the User can be deleted.
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Then you have to press the cross icon located on the right within the area of the localization.

On the following two images a situation where the localization has been selected and later it has been

deleted using the cross icon is presented.

The selected localization is removed from the list of localizations,

Certum

certum.eu
infolinia@certum.pl



1037 @WE 8 o 100%

¢ Localization

Localization on documents

The selected location will be visible in
the visualization of the signature on the
document.

O Do not save localization

O Always ask for localization

@ London X

+ Add location

i @] <

1037 Wes @ o 100% W

¢ Localization

Localization on documents

The selected location will be visible in
the visualization of the signature on the

document.

© Do not save localization

O Always ask for localization

+ Add location

] (@] <
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Below, you can see a view of signature properties in PDF file in Desktop application. While signing, a

Localization Szczecin was set.

Certum

certum.eu
infolinia@certum.pl



= podpisano_Lokalizacja.pdf - Adobe Acrobat Reader DC
Plik Edycja Widok Okno Pomog

Strona gtéwna  Narzedzia podpisano_Lokaliza.. X @ Zaloguj *
= I = el i MO (v g BEAT O L

e G

@ Podpisy X

@ [E=]+ Serawd: poprawnosé wszystkich
é; e éb e e Przykiadowy podpisany plik PDF z ustawiong Lokalizacjg w strukturze podpisu.
Podpis jest prawidlowy:
Zrédko Trust uzyskane z European Union Trus
Dokument nie zostal zmieniany po zastosc
Podpisane przez biezacego uzytkownika
Czas zhozenia podpisu zostsl pobrany = zec
Podpis nie obsluguje LTV i wygasnie po 20

v Szczegély podpisu

Szczegoly zatwierdzenia...
Ostatnio sprawdzone: 2017.11.24 10:04:33 +01
Pole: Signaturel (podpis niewidoczny)

Klikni), aby wyswietli¢ te wersje.

7.2.5. ,Vlzualization settings” option

7.2.5.1.  Font

The following font options can be defined in the Font tab:

e Typeface

e Size
e Color
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<{-  Signature settings

Font

The selected font will be used to visualize the
signature.

Typeface:
O Arial
@ Courier

O Great Vibes

O Times Roman

The selected size will be used for signature
visualization.

Size: 10 ~
The calartad ralar will ha nicad far cianatira
A =
Font Align Template
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In the Color section, pressing the circle icon causes the expansion of the color palette from which you

can choose the font color.

Certum

14:03 & Al 100% 8

{-  Signature settings

The selected size will be used for signature
visualization.

Size: 10 ~

The selected color will be used for signature
visualization.

000
00000
00000
QQQQ

A

Font Align Template

[ O <
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7.2.5.2.  Alignment

In the Alignment tab you can define options for alignment of the text and facsimile in the visualization.

14:03 & =l 100% 8

¢ Signature settings

Align
The selected aligned for text and image will
be used when signing the document.

Text:

Preview of visualization align:

James Smith

To define the alignment, press the text icon. Then the icons representing the alignment will be
expanded. In addition, below is a preview showing the selected alignment (the image below presents

the bottom-right alignment).

certum.eu
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1403 &d ol 100% 0

<{-  Signature settings

Align

The selected aligned for text and image will
be used when signing the document.

Text: — — ]

<)

Preview of visualization align:

James Smith

(1

PA

Font Align Template

[ O <

7.2.5.3.  Template

In the Template tab you can choose a template according to which the visualization will be performed.
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<{-  Signature settings

Visualize signs with date O

@ Default James Smith E

O Signature only James Smith

O Retro James Smith C

O Stamp

QO  Facsimile ooarralames Smith
A =
Font Align Template

1] O <
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If you select facsimile, the visualization alignment option will also appear in the Alignment tab.

Certum

14:03 Gl =l 100% 0

{-  Signature settings

Align
The selected aligned for text and image will
be used when signing the document.

Facsimile:

Text:

Preview of visualization align:

James Smith

A =

Font Align Template

[ @] <
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7.2.6. ,Facsimile management” option

The Facsimile management option allows you to manage your own facsimiles. You can add and
remove your own facsimiles. You can add facsimiles only from the files saved on your device. A

maximum of five various facsimiles can be added.

7.2.6.1. Adding your own facsimile

14:06 & Al 100% 0

¢~ Facsimile management

Facsimile management

This view allows to add, edit or remove

facsimile on your user account.

You can add five various facsimiles.

+ Add new facsimile

To add your own facsimile, press the Add new facsimile button. The system's file explorer will be
launched, in which the graphic file representing the facsimile must be selected.
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Najnowsze

© Dpuzepliki | 4D Tentydzieri

PRZEGLADAJ PLIKI W INNYCH APLIKACJACH

S (5% ] o ES

Dysk Galeria Moje pliki OneDrive
NAJNOWSZE ZDJECIA
v

After selecting the graphic file, the image editor will be launched.

Certum

14:06 Al 100%8

X Edit Photo v

3:4 ORIGINAL 3:2
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Confirm the selected facsimile by pressing the button in the upper right corner of the screen. After

approval, a screen will appear where you can set the facsimile pattern to be added as default and give
the facsimile to be added a friendly name.

1407 @ Rl 100% M
¢ Preview v
Friendly name (optional)
logo ADS
8/32
Set as default

The facsimile will be set as default

< ADS AFAIK AFK

T2 345678190

giwllejritiyfjujifolp
alsidliflaollbhlilk]!

G0 z|xlc|v|b]n|m| k&

1#1 Polski . I

1] O N £

After defining a friendly name, confirm the settings with the button in the upper right corner. The
added facsimile will appear on the list.
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14:07 & Al 100% 8

<& Facsimile management

Facsimile management

This view allows to add, edit or remove
facsimile on your user account.

You can add five various facsimiles.

® SW3LSAS VLVa '°i x

oD o

+ Add new facsimile

Changing the default facsimile
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<& Facsimile management

Facsimile management

This view allows to add, edit or remove
facsimile on your user account.

You can add five various facsimiles.
@ _ ]
0O SIN3LSAS V1V '°i x

o Y T e

+ Add new facsimile
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To change the default facsimile, click on the facsimile to be set as a default. You will be asked to confirm

the change of the default facsimile.
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Al 100%

Do you want to set the selected
facsimile as a default?

After pressing YES, the default facsimile will be changed.

14:10 & Al 100% 8

L5 Facsimile management

Facsimile management

This view allows to add, edit or remove
facsimile on your user account.

You can add five various facsimiles.
O _ ]
® SIN3LSAS V1V '°i X

oS0 s

+ Add new facsimile
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7.2.6.3.  Removal of facimiles

To remove the selected facsimile from the list, press the cross on the right side of the facsimile. You
will be asked to confirm the removal of the selected facsimile.

Do you want to remove the selected o)
facsimile?

After confirmation, the selected facsimile will be removed from the list.
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Enabling this option will result in adding a time stamp to the signature.

7.2.8.

14:12 & Al 100% 0

G Facsimile management

Facsimile management

This view allows to add, edit or remove
facsimile on your user account.

You can add five various facsimiles.

® SIWILSAS VLVa log

oDas o s

+ Add new facsimile

,Trusted timestamp” option

“Generate report” Option
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This option allows you to generate a summarized report of events in PDF form. Reports can be

generated for the period of the selected month up to one year back.

Select this option in order to generate a report — a form will appear where you can select the month

to which the report will relate.
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07:49 & @

Select month

Report from month:

07:49 & @

After selecting the appropriate month, press the OK button. You will return to the form allowing for
report generation and the selected month will be entered into the form.
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Then, press the Confirm button. The report generation will begin.
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07:49 G @

Select month

Report from month:

2021-07

07:49 @ @ o R a0 95%m

= My documents

TO SIGN SIGNED

Add the ﬁQ:nt to sign

Maximum file size: 20 MB
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After a moment, the report will be generated and a system save window will be displayed where you

must indicate the location where the generated report will be saved.

After pressing Save, you will be asked if you want to view the report on the device.

Certum

07490 @ &

=  testPDF

Galaxy 820 > testPDF

PLIKI W FOLDERZE TESTPDF

m Sstron.pdf
40,49 KB 30 lip

[ t00zedf

B2,35KB 14 cze

1 @]

o s

o oo edf
82,08 KB 14

1003.pdf
@

82,72 KB

<

J195%m

4 cze

4cze

o] Iwerkowski@gmail.co BF24E52

07:49 @ @

Do you want to open downloaded
report in app?
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After pressing Yes, the report will be displayed on the device.

0749 =@ o 8 ) 95%M
< Downloaded report
© Certum

Zbioreze logi audytowe

7.3.  Application Settings Section

W sekcji Ustawienia aplikacji dostepne sg nastepujgce opcje:

e Funkcje aplikacji
e Jezyk aplikacji
e Powiadomienia

Powyzsze opcje sg szczegdtowo opisane w kolejnych podrozdziatach.

7.3.1. ,Device function” option

This option allows you to set the application operating modes. You can set the modes:

e Signing — setting this mode will allow the application to be used to sign files and will not
generate OTP tokens

e Generate token codes — setting this mode will allow the application to be used to generate
OTP tokens only without the possibility of executing a signature

Certum certum.eu
infolinia@certum.pl



Page | 81

Both modes can be enabled at the same time — then the application will work in the mode called “All
in One”, i.e. the application will generate OTP tokens and will allow to execute the signature.

7.3.2. ,language” option

This option shows the language in which the application operates. The following are available:

7.3

Polish
English

.3. ,Notification” option

1043 & QY. 100% 0

¢~ Language settings

Language settings

The selected language will be used in the

This change will not affect your

applicat
phone's language settings.

®  English

(O  Polish

Enabling this option will cause the application to present notifications about events that occurred on
the User’s account. If this option is enabled, the application notifies the following events:

7.3

Certum

Resetting the access to the service

Changing the PUK code

Generating the event report in the CCM module by the User

4. Factory reset” option
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This option allows you to reset the entire application and return to the condition it was in after

installation.

7.3.5. , About application” option

Selecting this option will cause displaying detailed information about the application.

8. Signing files

8.1. Adding a file to the list of files to be signed

In order to add a file to the list of files to be signed, log into the service.

After logging in, the application goes to the To sign tab.

1051 @ Y00 100%8
= My documents
TO SIGN SIGNED
Add the first document to sign
Maximum file size: 20 MB
1l (@] <

Then, press the Plus button located in the middle of the screen. A browser of files will be shown.
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1051 @ & o v 100% 8
PDF v

= File001.pdf

10:49 183kB PDF documen
= File002.pdf

10:49 183kB PDF documen
mm  File003.pdf

10:49 184kB PDF documen
= File004.pdf

10:49 183 kB PDF documen
= File005.pdf

10:49 184 kB PDF documen
= File006.pdf

10:49 183 kB PDF documen
= File007.pdf

10:49 183 kB PDF documen
= File008.pdf

10:49 184 kB PDF documen

] (@] <

Using the file browser, find and select a file, which should be included on the list of files to be signed.

After choosing a file it is placed on the list of files in the To sign tab.

1051 @ & B0 100% 8
=~ My documents +
O SIGN SIGNED

FileOO1.pdf

=+  Add document

Downloaded File001 pdf
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In order to start the process of signing files, choose this file on the list and press the Sign button located
in the bottom right corner of the screen.

A process of downloading cards and certificates of the User will start - it is signaled by a circle icon

symbolizing the passage of time.

10:58 @ B

My documents

TO

SIGN

O

3l 100%

8.3.  Selection of the Signing certificate

After reading the cards and certificates of the User, choose a certificate from the list with which a

signature will be performed.

The situation in which the certificate (third in the order) issued for the Subscriber tukasz Pawet
Werkowski has been chosen is presented below.
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10:58 G & o7 100% 8

Select certificate

Card;

tukasz Pawet Werkowski
O Certificate number: 78 be 53 38 91 ec
Expiration date: 2020-03-21

Card:

tukasz Pawet Werkowski
O certificate number: 66 o< 84 9¢ 80 6o
Expiration date: 2021-01-29

Card;

tukasz Pawet Werkowski
© Certificate number: 36 7¢ 01 34 52 3b
Expiration date: 2021-02-11

Card:

tukasz Pawet Werkowski

O  Certificate number: 1431 fc 3e 2 41 c...

Expiration date: 2020-05-19

1] O <

Entering the PIN code to the selected signing certificate
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After indicating a certificate, start the process of entering the PIN code to the selected certificate.

To do this, press the arrow directed right, located in the upper right corner of the screen. A screen
where you have to enter the PIN code will appear.

Certum

10:58 @ & B 100% 8
¢ Sign
Signing as:
tukasz Pawet Werkowski

ENTER PIN FOR CARD:* "

LN

* Entering and accepting a PIN code
shall be treated equivalent to creating
an electronic signature which shall
have legal effect pursuant to the
Regulation (EU) No 910/2014 of
the European Parliament and of the
Council of 23 July 2014 on electronic
identification and trust services...).

1] @) <
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Enter the PIN code for the card.

8.5.

Signing a file

10:58 @ 8 B E 0 100% 0
¢ Sign
Signing as:
tukasz Pawet Werkowski

ENTER PIN FOR CARD:*"

P =

* Entering and accepting a PIN code
shall be treated equivalent to creating
an electronic signature which shall
have legal effect pursuant to the
Regulation {EU) No 910/2014 of
the European Parliament and of the
Council of 23 July 2014 on electronic
identification and trust services|..).

I @] <
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After entering the PIN code and pressing the Sign document button the process of signing the selected

file will start. An animation symbolizing the signing process will be visible on the screen.
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Signing in progress...

E’ SimplySign

by Orreca

Signing started

After finishing the signing process a summary will be displayed.

10:58 G &

Document signed: X

Signed document:

0 File001.pdf

Sign next file

Send document

Back to folder

The following options are available on the summary screen:

Certum

Sign next file — selecting this option will take you to the To sign tab
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e Send document — selecting this option will start the process of sending the signed file to
external applications;

e Back to folder — selecting this option will take you to the Signed tab;

9. Signing multiple files at a time

SimplySign application allows for signing multiple files at a time, with a single PIN code entered to
the certificate with which the signature is made.

To sign multiple files at a time, enter these files to the list of files to be signed.

1105 @ © L 100%8
= My documents +
TO SIGN SIGNED
File006.pdf
F if
F A.pdf
4  Add document

Selected fiels: 4

1 @] <

After entering files to the list and selecting them, start the signing process, as described in the
previous section.

As a result, all selected files will be signed. After correct signing of files, a relevant report will be
displayed.
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11:05 @ @

Document signed: X

=

Signed documents:

o File006.pdf
Q File005.pdf
Q File004.pdf
° File007.pdf

Sign next file

Send document

Back to folder

The summary contains options described in the previous chapter.

10. Making a signature with visualization

SimplySign application allows for making a signature with the so-called visualization.

The visualization contains a graphic sign selected by the signatory in the options of the application (the
option of Visualize sign). Additionally, depending on the settings, it may also contain the current date
and the Signature reason. Then, in the settings you should set the signature pattern and mark in the
Visualize sign option the desire to attach the current date of the signature to the visualization.

In order to make a signature with the visualization, click within the area of the document name on the
list of files to be signed. A preview of the selected file where you can add the visualization will be
activated.

Na podgladzie, u géry strony znajduje sie pasek nawigacyjny pozwalajacy na szybkie przechodzenie po
stronach dokumentu.
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11:34 o 81%m

(- Bstron.pdf

T |

yyyyy

@ Add facsimile Skip this step

1] (@] <

Then, press the Add facsimile button. The file preview will show a signature pattern that can be moved.
The pattern should be moved to the desired place.

11:34 Gl o 81%m

& Sstron.pdf

s (D Ol
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11:35 G o 81%m

(- Bstron.pdf

s >

Then, press the Attach button. The visualization will be added to the file. Dodatkowo, na dole ekranu,
pojawi sie suwak pozwalajacy na skalowanie podpisu. Ponizej przedstawiono efekt przeskalowania
wizualizacji podpisu do 150%.

11:35 G o 81%E

& Bstron.pdf

T S

Rozmiar wi

lizacji: 150 %
ﬂ Sign document

] <

Then, press the Sign document button. The standard process, described in the previous chapters, of
signing the indicated file will be started.
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Below is an example of a PDF file signed with the visualization.

[®) sstron_2_signed.pdf - Adobe Acrobat Reader DC - X

Pk Edycja Widok Podpis Okno Pomoc
® Zaloguj sie

Strona gléwna Narzedzia 5stron_2_signed.pdf x
B w & M Q ®® 15 MO = 5T B L AD
~

@ E% Eksportuj plik PDF v =
@ 52 Eedyw; plik POF
& [ utworz plik POF ~

a Skomentuj

BN potacz pliki

y 4 Redaguj

O Chron

)E.\( Skompresuj plik PDF
& Wypelnij i podpisz
v

Konwertuj i edytuj pliki PDF
za pomoca programu Acrobat Pro DC

Rozpocznij bezplatny okres probny

11.Changing the default certificate while Signing files

In case when a default certificate is set in the application Settings, when signing files it is suggested by
default as a certificated which will be used for signing files. However, during the signing process you
can temporarily change it to a different one and make a signature with that other certificate. As it was
previously highlighted, such a change is temporary and concerns only this one action of signing files,
at the next action of signing files, the same initially set default certificate will be suggested again.

A process of signing during which a default signing certificate was temporarily changed to a different
temporary one is presented below.

The process starts as standard in the To sign tab where you have to choose files which will be signed.

certum.eu
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= My documents =+

TO SIGN SIGNED

File001.pdf

4 Add document

Selected fiels: 1 @

After selecting files which are to be signed and pressing the Sign button, the process of signing starts.
A certificate set in the application Settings as a default will be indicated for signing.

1113 8 B0 100% 0

Select certificate

Chosen certificate
Card:

tukasz Pawet Werkowski
Certificate number: 36 7c 01 34 5a 3b 00 la e2
Expiration date; 2021-02-11

CHOOSE OTHER CERTIFICATE

1] @] <

Certum certum.eu
infolinia@certum.pl



Page |94

To temporarily change a signing certificate to a different one, press the Choose different certificate
button. A list of cards and certificates will be displayed, where the certificate that is currently set as
default is indicated (below in the picture a sample certificate with serial number 36 7c 01 ...).

11:43 QN0 100%0
Wybierz certyfikat 2

Karta:
tukasz Pawet Werkowski

@ Numer certyfikatu: 36 7c 01 34 5a 3b ...
Data waznosci: 2021-02-11

Karta:
tukasz Pawet Werkowski

O Numer certyfikatu: 66 cc 84 9¢ 80 6Ge ...
Data waznosci: 2021-01-29

Karta:
tukasz Pawet Werkowski

O Numer certyfikatu: 78 be 53 38 91 ec ...
Data waznosci: 2020-03-21

Karta:
tukasz Pawet Werkowski

O Numer certyfikatu: Oc ad 5d ba 5e a5 c...

Data waznosci: 2021-01-09

] <

Then, choose a temporary certificate. (below in the picture there is a sample certificate with serial

number 66 cc 84 ...).
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-] B0 100% 0

Select certificate D

Card:

Card:

Card:

Card:

tukasz Pawet Werkowski
84 9¢ 80 6e
Expiration date: 2021-01-29

Certificate number: 66

tukasz Pawet Werkowski
nber: 36 7c 01 34 5a 3b
:2021-02-11

tukasz Pawet Werkowski

Certificate number: 14 31 fc 3e f2 41 ¢

Expiration date: 2020

tukasz Pawet Werkowski
tificate number: Oc 8d 10 88 8¢ d6 ...
1 2021-01-24

[ @]
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After indicating the temporary certificate, go to the next step. A screen where you have to enter PIN
code to the card with the selected certificate will be displayed.

114 @

& 5

-] o 100% 0

ign

Signing as:

tukasz Pawet Werkowski

ENTER PIN FOR CARD:* "

=

* Entering and accepting a PIN code

shall be treated equivalent to creating

an electronic signature which shall
have legal effect pursuant to the
Regulation (EU) No 910/2014 of

the European Parliament and of the

Council of 23 July 2014 on electronic

identification and trust services|...)

The signing process continues as described in the previous chapters. After the signature is made, the

original default certificate is set.
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It is possible to import PDF document from the external application directly to the list of files to be

signed.

An example of PDF document import from Microsoft Outlook application is presented below.

In order to import a PDF document, open a message containing that file.

09:02 & e 1 53% m
€« 1 o 2
ODEBRANE

ja 09:01
example PDF

o

(brak tekstu)
@ data
ja 08:55

Screeny
(brak tekstu)

M Screenshot_ M Screenshot_

malbartl 5 lut

Y Blokada

W wiz

M

Wystano z mojego smartfona Samsung Ga
B Screenshot_20
ja 5 lut

(brak tematu)
(brak tekstu)

M Screenshot_20
malbartl 5 lut
Wystano z mojego smartfona Samsung Ga.

@ 1341981 _bilety... @ Potwierdze

simplysign =-3ut

1l O

Later, view options connected with the selected file - the SimplySign application will be visible on the
list. Select the SimplySign application. It will be “highlighted”.
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Otworz w aplikacji

G @ 6 o

SimplySign Adobe Sign Model Dexter
Acrobat
Przegladarka  Przegladarka Sign Dev Word

PDF na Dys.. ~plikéw PDF ..

Tylko raz Zawsze

il (@] <

Then press the Just once button. SimplySign application will be launched — the application will
immediately go to the start screen.

09:02 & e =l 53%m

& SimplySign

by Qreco

Logujesz sie kontem

12 milbart32@gmail.com v

p

ipisuj dokumenty jako: milbart32@gmail.com

Zaloguj i podpisz

Generuj token w

The next step is to sign a file in line with a description presented in previous chapters.

13.Handling errors when signing files
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13.1. Incorrect PDF file

When you try to sign a structurally incorrect PDF file, then after entering and confirming the PIN code
an error with a content Selected files are not valid PDF files occurs.

Document signed: X

1 document haven't been signed:

. File011.pdf

Sign next file

Send document

Back to folder

Error

Selected files are not valid PDF files.
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13.2. Secured PDF file

When you try to sign a PDF file secured against modification, then after entering and confirming the
PIN code an error with a content Selected files are not valid PDF files occurs.

Document signed: X

1 document haven't been signed:

. File012.pdf

Sign next file

Send document

Back to folder

Error

Selected files are not valid PDF files.

Certum certum.eu
infolinia@certum.pl



Page |100

13.3. Incorrect PIN to the Signing certificate

When you enter and confirm an incorrect PIN code, an error with a content Provided PIN is incorrect
will be displayed with an information about the remaining attempts to enter PIN code.

Error

Provided PIN is incorrect.

2 attempts left.

13.4. Blocked card

In case when the card is blocked (blocked PIN code) it is symbolized by a red card icon on the list of
cards. The icon is located at the end of the header with a card name.

A situation when a card is blocked is presented below.
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(- My cards and certificates
Default Certificate Set

ukasz Pawet Werkowski

- =

PIN status (actual / maximal) 0/3
PUK status {actual / maximal) 3/3

tukasz Pawet Werkowski
Certificate number: 6¢ 74 al cd 92 63 30 86 44 a9 9¢
Expiration date: 2022-05-27

I O <

14. Handling the signed files

14.1. Sending of signed files by email

Signed files can be sent from the level of the Signed tab by e-mail to another user.

To do this, firstly you have to select

Certum

files which are to be sent.
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Share large files
1 Link Sharing to share large
v using link

T M B

AquaMail Gmail Pocztao2  Total Com-
mander

)

/ L ‘Q.A*‘év
Keep My Save to Android Bluetooth

Notes Drive Beam
M N . AN

il (@] <
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In the presented example the Gmail option was selected. A window allowing for preparation of an e-

mail message was opened.

The selected files which have been previously signed are visible as the attachments. Later you have to

enter a recipient’s e-mail address, subject and content of the message.

Certum

N E@ B B0 100% 8

& Compose @ B
From  Iwerkowski@gmail.com

To e lukasz.werkowski@asse... v

I send signed file

Signed file attached

= File001_signed.pdf X
195K8

A

] @]
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After creating a message, you have to press the button of a right arrow. The process of sending
messages will start and the application will return to the Signed tab. Sent files will be unchecked.

EINCE~-§ - B0 100% 8
= My documents ® o

SIGNED

The recipient will see a message in their mail box. It can be opened, for example, in a desktop
application as presented in a figure below.

Skraynka odbiorcza — |ukast wekowskiassecads.pl - Outloak

Wszystiie Nieprzeczytane Pesoa + Wamowsze 4 =
4 as Pliki podpisane w SimplySign

tukasz Werkowski
P podpisane w SimpiySign e L) P2 gnedpdt || [) PA0Lsignedpd || [1) P00 signed pof
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() k02, s pa - Adobe Acrobat Reader OC
Plik Edycja Widok Okno Pomoc

Strona ghwna  Narzedzia PIkD02_signedpdf %

w8 B q
&y, Fodpisano. Wszystie podpiy 53 popravne.
]
@
24
Plik 002

14.2. Saving the signed documents to avirtual Google drive

Panel Podpis
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- 8 X

@  Zzaloguj sie

B exsportuj plik POF v
[ Utwérz plik POF v
]

&2 edywi plik POF
Skomentuj

N rotace pliki

A Redagyj

QO chron

Optymalizuj dokument PDF

A Wypehnij i podpisz
Wylij do recenzji
E-Deklaracje

/% Wiece] narzedzi

Konwertuj i edytuj pliki PDF
2 pomacs programu Acrobat Pro DC

Signed files can be sent from the level of the Signed tab to a virtual drive of another user.

To do this, firstly you have to select files which are to be sent.

Certum

1133 8 ol

My documents ® o

TO SIGN SIGNED

FileO03_signed.pdf
Signed by tukasz Pawet Werkowski
Signed 2020-02-10 11:33:27

FileO01_signed.pdf
Signed by tukasz P
Signed 2020-02-10 1

vet Werkowski

FileQ02_signed.pdf
Signed by tukasz Pawet Werkowski
Signed 2020-02-10 11:33:23

] @] <
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After choosing files, press the cloud icon with an arrow directed upwards. A screen allowing for
indication of a destination of the sent files will be displayed.

Send files

Share large files
Link Sharing to share larg;
using link

Moj dysk
Iwerkowsk

M & S &

Gmail Poczta 02 AquaMail

Save to
Drive
%
Total Com-  Keep My Android Bluetooth
mander Notes Beam
M N . AN
] (@] <

Then select the Save to Drive option. A window allowing for configuration of the User’s drive
parameters to which we want to send the signed files will be shown

1133 @ & @yl 100% 0

Save to Drive

Document titles

File003_signed.pdf
File001_signed.pdf
File002_signed.pdf

Account

Folder

B My Drive

Cancel Save

1l @]

A
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After configuration of the parameters of the target drive, press the Save button. Files will be saved to
the indicated drive.

They will be visible for the drive owner after logging into their Google account.

b towr Moj dysk B @
v [E e dysk e B Moj dysk
2, udosisprione da mrie ook e o
S o axtia ~ Odessa
T B0 Piikooa.signed.pa 3 Piko02_signed pef BB Pikoot_signed pdf = o v ¥
2 ik =

Pobierz Dysk na komputer
=l ’

14.3. View details of signed files

In case of signed files it is possible to quickly verify who signed the file. Just click on the context menu
(three vertical dots on the right side of the screen). After selecting the context menu, information
about the person who signed the document together with the date of signature will be presented.

You can also share or delete the selected file.
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15. Deleting files

Deleting files on the list of files to be signed and on the list of signed files is performed in the same
way.

First, select the file to be deleted. Then press the context menu button (three vertical dots on the
right side of the screen) for the selected file. In the context menu there is an option Delete — use it
and the file will be deleted.
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