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1. Legal Information

The economic copyrights to this documentation and the software it describes belong to Asseco Data
Systems S.A., with its registered office in Gdansk at ul. Jana z Kolna 11. These rights are protected by

the Polish Act on Copyright and Related Rights (Journal of Laws No. 24, item 83 of 4 February 1994, as

amended).

This documentation is distributed under the granted license.
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2. Introduction
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The SimplySign application for Android/iOS enables users to sign PDF documents using a virtual card
containing a qualified or standard certificate. The application supports electronic signatures in the
PAdES format (PDF Advanced Electronic Signature, ETSI TS 102 778) and uses the CAdES or PKCS#7
standards to describe data structures containing a signature.

In addition, SimplySign integrates with the e-Delivery system, enables users to view their mailbox, and

generates tokens for signing in to e-Delivery.

This manual is generally applicable to both Android and iOS. Most illustrations are based on Android;
however, differences in iOS, such as the file-sharing screen, are also illustrated where applicable.
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3. Requirements

SimplySign requires Android 13+ or iOS 18+, at least one registered and initialized virtual card, an active

SimplySign service account, qualified or standard certificate(s), or an e-Delivery mailbox.
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4. Application Installation

4.1.  Application Installation on Android
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To install the application on an Android device, open the Google Play Store, search for SimplySign, and

install it.

After successful installation, the SimplySign icon appears on the device home screen.
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SimplySign

4.2.  Updating the Application from Version 7.6 to 8.6 on Android

During the update from version 7.6 to 8.6, only the following items are transferred:

e The account list and the data required to sign in or generate a one-time code
e The activated application mode

Other settings, especially signature settings, are not transferred and must be configured again.

4.3.  Application Installation on iOS
4.4.  Updating the Application from Version 7.6 to 8.6 on iOS

During the update from version 7.6 to 8.6, only the following items are transferred:

e The account list and the data required to sign in or generate a one-time code
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e The activated application mode

Other settings, especially signature settings, are not transferred and must be configured again.

5. Biometric Security

The application supports the biometric security configured on the device. If fingerprint or facial
recognition is configured in the device operating system, authentication using the selected security
method is required when the application starts.

WARNING!!!

Facial biometric authentication (Face ID) on Android is officially supported from Android 10 (internally
named Quince Tart). Any earlier use of biometrics is based on proprietary solutions from device
manufacturers. Therefore, the SimplySign developer is not responsible for errors or inconvenience
resulting from the use of biometric data on older operating systems or from manufacturer-specific
implementations.

Biometric security operates as follows:

A. If the device supports biometric security but it is not enabled, the following message appears
when the application starts:

Informacja

Urzadzenie wspiera zabezpieczenia
biometryczne, ale nie s3 one
wigczone. Po ich aktywacji aplikacja
bedzie uzywata zabezpieczenia
biometryczne.

USTAWIENIA

B. If biometric security is enabled on the device, authentication using the selected biometric
method appears when the application starts.

Certum ul. Krélowej Korony Polskiej 21, certum.pl
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6. Starting and Activating the Application or Resetting Service Access

6.1.  Starting the Application

Start SimplySign by tapping its icon on the home screen. The start screen appears when the application

opens.
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Activate the application

To use the application, you must activate it on at
least one device.

() Activate the application

Sign using an account activated
on another device

B @ 4

6.2.  Service Activation
6.2.1. Activation Using Authentication (Personal) Data

Holders of a qualified certificate issued by CERTUM on a SimplySign medium, or holders of an e-Delivery
mailbox, can use convenient unattended activation based on their personal data. This is activation using
authentication data: information known to the user, consisting of personal data and identity-document
details. The SimplySign activation process is described below.

IHIWARNING
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For activation using authentication data, the user must have at least one qualified certificate issued by
CERTUM on a virtual card in the SimplySign service, or an e-Delivery mailbox. The certificate may be

revoked or expired.

To activate the service using authentication data, start SimplySign.
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SimplySign

by Oreco

Activate the application

To use the application, you must activate it on at
least one device.

() Activate the application

Sign using an account activated
on another device

. ® |

Begin activation by selecting Activate Application. A screen appears where you can enter the email
address used as the user identifier.
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In the E-mail field, enter the email address used as the user identifier.
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< Back

Please provide your email
address

This should be the address used when applying for
the certificate.

Next > Other activation methods

o (O] 4
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Select Next. If the identifier is correct, during first-time activation the application opens the Panel
Certum sign-in screen to synchronize SimplySign with e-Delivery.
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On the sign-in screen, enter the correct Panel Certum login and password, then select Next. The
application then asks for three randomly selected items of the user’s personal data.
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Enter the correct personal data.

Certum
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< Back

Authentication details

To complete the activation, we still need to verify
your details:

ID DOCUMENT EXPIRATION DATE

PERSONAL NUMBER

FIRST NAME

Next > Need help?

ul. Krélowej Korony Polskiej 21,
70-486 Szczecin

Page |13

certum.pl
infolinia@certum.pl



Page |14

12:30& 7 & 7 @)

< Back

Authentication details

To complete the activation, we still need to verify
your details:

~ ID DOCUMENT EXPIRATION DATE ——m8 ————————

79-08-2034

~ PERSONAL NUMBER

99010112345

~ FIRST NAME

Adam]|

Next > Need help?

After entering the personal data, select Next. If the data is correct, the application is activated and
displays the screen for selecting its operating mode.
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Two modes are available:
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Choose application function

O Signing and generating one-time codes

You can use the codes to log in to Certum products

O Code generation only

You can change the selected features at any time in
the app settings

Finish activation
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Signing and Generating One-Time Codes — enables document signing and simultaneous
generation of one-time codes;
Generate Codes Only — generates one-time codes only; signing must then be performed on

another device;

After selecting a mode, select Complete Activation. A screen confirms that the application is active.

Certum
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After selecting Get Started, the application opens the start screen.

Certum
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Application active

The SimplySign app is now active! You can start
signing documents with a mobile electronic
signature and log in to Certum products

Get started

L ® <
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LOG IN AS

® testassecods@interiapl

Generate code

= ® <

6.3.  Resetting Service Access

Resetting Service Access requires contacting the Certum helpline and requesting an access reset. A
Certum helpline representative resets access after verifying the personal data of the user requesting
the reset.

The user data from the qualified-certificate application submitted in the Certum system is verified.

After successful verification, the user receives a six-character secret code from the Certum operator.

Certum also sends a one-time service-access reset link to the email address used as the user identifier
in SimplySign. The link is valid for 24 hours from the time it is generated.

The user opens the email, selects the activation link, and is taken to a Certum page where the six-
character secret must be entered.

Certum ul. Krélowej Korony Polskiej 21, certum.pl
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Depending on the reset method, after entering the secret and selecting Send, the user receives either
a QR code (photo code) or a 16-character reset code. Do not close the browser after receiving this
information; continue to the next stage of resetting service access.

Dane dostepowe

Kod resetujacy:

CPEDXSMYUNCYRNUQ

Both methods are described in the following subsections.

6.3.1. Manual Reset Using a 16-Character Activation Code

To reset access using a 16-character activation code, start SimplySign.

Certum ul. Krélowej Korony Polskiej 21, certum.pl
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Select Activate Application. The application activation screen appears.

Certum
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SimplySign

by OIreco

Activate the application

To use the application, you must activate it on at
least one device.

() Activate the application

Sign using an account activated
on another device

L ® <
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< Back

Please provide your email
address

This should be the address used when applying for
the certificate.

john.doe@example.com

Next > Other activation methods

L ® <
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Select Other Activation Methods at the bottom of the screen. Additional options appear.
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< Back
Other activation methods

QR code
00

B [ We sent it to you by email after
=1 contacting the hotline

16-character activation
code

o—
-0

We sent it to you by email after
contacting the hotline
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Select 16-character activation code. A screen for entering the 16-character activation code appears.
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< Back

./

Enter the activation code

ACTIVATION CODE J

[

EMAIL PROVIDED DURING REGISTRATION ‘

Next >

Complete the activation code and E-mail fields.

Certum
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< Back

Enter the activation code

~ ACTIVATION CODE

CPEDXSMYUNCYRNUQ

EMAIL PROVIDED DURING REGISTRATION
[ test.assecods@interia.pl| I

Next >
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Select Next. If the entered data is correct, service access is restored and the screen for selecting the
application operating mode appears.

Certum

ul. Krélowej Korony Polskiej 21,
70-486 Szczecin

certum.pl
infolinia@certum.pl



Two modes are available:
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Choose application function

O Signing and generating one-time codes

You can use the codes to log in to Certum products

O Code generation only

You can change the selected features at any time in
the app settings

Finish activation
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Signing and Generating One-Time Codes — enables document signing and simultaneous token

generation;

Generate Codes Only — generates one-time codes only; signing must then be performed on

another device;

After selecting a mode, select Complete Activation. A screen confirms that the application is active.

Certum
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After selecting Get Started, the application opens the start screen.
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Application active

The SimplySign app is now active! You can start
signing documents with a mobile electronic
signature and log in to Certum products

. ® <
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LOG IN AS

®) testassecods@interia.pl

Generate code

m} @ 4

6.3.2. Automatic Reset Using a QR Code

To reset service access automatically, start SimplySign.
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Select Activate Application. The application activation screen appears.

Certum
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SimplySign

by OIreco

Activate the application

To use the application, you must activate it on at
least one device.

() Activate the application

Sign using an account activated
on another device

] @® <
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< Back

Please provide your email
address

This should be the address used when applying for
the certificate.

john.doe@example.com

Next > Other activation methods

L ® <
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Select Other Activation Methods at the bottom of the screen. Additional options appear.
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< Back

Other activation methods

00
(0 RE

o—
-0

QR code

We sent it to you by email after
contacting the hotline

16-character activation
code

We sent it to you by email after
contacting the hotline

Select QR Code. A screen for scanning the QR code appears.

Certum
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< Back

After scanning the QR code, the screen for selecting the application operating mode appears.
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Two modes are available:

10:56 (RN E]

Choose application function

O Signing and generating one-time codes

You can use the codes to log in to Certum products

O Code generation only

You can change the selected features at any time in
the app settings

Finish activation
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Signing and Generating One-Time Codes — enables document signing and simultaneous
generation of one-time codes;
Generate Codes Only — generates one-time codes only; signing must then be performed on

another device;

After selecting a mode, select Complete Activation. A screen confirms that the application is active.
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After selecting Get Started, the application opens the start screen.
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Application active

The SimplySign app is now active! You can start
signing documents with a mobile electronic
signature and log in to Certum products

. ® <
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LOG IN AS

®) testassecods@interia.pl

Generate code

[ ] ® |

6.4.  Signing Without Activation

SimplySign supports signing without activation by signing in with a one-time code from another device.
This option is available when the application is not activated or is activated in Signing and Generating
One-Time Codes mode.

6.4.1. Application Not Activated

To sign in to an account activated on another device when this application is not activated, select
Sign using an account activated on another device.
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SimplySign

by OIreco

Activate the application

To use the application, you must activate it on at
least one device.

() Activate the application

Sign using an account activated
on another device

L ® <
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After selecting Sign using an account activated on another device, a screen appears where you can
enter the login and one-time code.
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< Back

4

Sign without activation

If you have the app open on another device,
please log in and sign

SELECT AN ACCOUNT AND SIGN DOCUMENTS AS ‘

ENTER THE TOKEN FROM ANOTHER DEVICE ‘

Login

Enter the login and the one-time code from the other device.
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< Back

Sign without activation

If you have the app open on another device,
please log in and sign

~ SELECT AN ACCOUNT AND SIGN DOCUMENTS AS

’ test.assecods@interia.pl }
ENTER THE TOKEN FROM ANOTHER DEVICE
[271807

Login
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Select Sign In. If the login and one-time code are correct, you are signed in and can create a signature.
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6.4.2. Application in “Signing and Generating One-Time Codes” Mode

To sign in to an account activated on another device while in Signing and Generating One-Time Codes
mode, select Change in the account list. The available options appear.
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CHOOSE AN ACCOUNT

® testassecods@interia.pl

E’ Activate your new SimplySign account

<7 Activate your new e-Delivery account

Sign using an account activated
2 on another device

a ® |

Select Sign using an account activated on another device. A screen appears where you can enter the
login and one-time code.
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< Back

O

Sign without activation

If you have the app open on another device,
please log in and sign

SELECT AN ACCOUNT AND SIGN DOCUMENTS AS ‘

( ENTER THE TOKEN FROM ANOTHER DEVICE ‘

Login

Enter the login and one-time code.
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< Back

Sign without activation

If you have the app open on another device,
please log in and sign

~ SELECT AN ACCOUNT AND SIGN DOCUMENTS AS

’ test.assecods@interia.pl }
[ ENTER THE TOKEN FROM ANOTHER DEVICE T

Login
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Select Sign In. If the login and one-time code are correct, you are signed in and can create a signature.
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Add Files

File size up to 20 MB.
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Application Operating Modes
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If Generate One-Time Codes Only is selected during activation, the application only generates one-
time codes. When started, it immediately displays the currently generated one-time code.
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Certyp,

/

CODE FOR ACCOUNT

® testassecods@interia.pl

Use one-time codes to log in to Certum's products.

425 642

Having trouble logging in? Try synchronising the time

# ®
Generate code Account
o ® <4

6.5.1.1.  Forcing Time Synchronization

In Generate Codes Only mode, you can manually force time synchronization. This recalculates the one-
time code using synchronized time.

Use this option if sign-in problems suggest that the one-time code is being generated incorrectly on
the device.

This synchronization changes time only within SimplySign and does not affect the device time settings.

To synchronize, select Try Time Synchronization. The time is synchronized.
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@ Time synchronization success.
Try entering the code and
logging in now!
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CODE FOR ACCOUNT

® testassecods@interia.pl

Use one-time codes to log in to Certum's products.
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Having trouble logging in? Try synchronising the time

# ®
Generate code Account
o ® <4
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If Signing and Generating One-Time Codes mode is selected during activation, the application
generates one-time codes and can also sign documents. When started, it displays a screen from which
you can generate one-time codes (Generate Code) or proceed to document signing (Sign In).
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LOG IN AS

®) testassecods@interia.pl

Generate code
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6.6.  Multiple Account Support

The application supports multiple accounts. The following describes how to add another account in
Signing and Generating One-Time Codes mode and in Generate Codes Only mode.

6.6.1. “Signing and Generating One-Time Codes” Mode

To add another account in Signing and Generating One-Time Codes mode, start the application.
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LOG IN AS

®) testassecods@interia.pl

Generate code
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Select Change. The account list expands and displays the Activate New SimplySign Account option.
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CHOOSE AN ACCOUNT

® testassecods@interia.pl

E’ Activate your new SimplySign account

<7 Activate your new e-Delivery account

Sign using an account activated
2 on another device

L ® <

After selecting Activate New SimplySign Account, a screen appears where you can activate a new
account using your preferred method.
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Please provide your email
address

This should be the address used when applying for
the certificate.

john.doe@exar

nple.com

Next > Other activation methods

L ® <
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The activation methods were described in an earlier section. After another account is activated, it

appears in the application.
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CHOOSE AN ACCOUNT
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@ model.ed.reset.340@mailinator.com
@' Activate your new SimplySign account

<7 Activate your new e-Delivery account

Sign using an account activated
2 on another device
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6.6.2. “Generate Codes Only” Mode

To add another account in Generate Codes Only mode, start the application.
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CODE FOR ACCOUNT
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Use one-time codes to log in to Certum's products.
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Having trouble logging in? Try synchronising the time
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Generate code Account
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Select Change. The account list expands and displays the Activate New SimplySign Account option.
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CHOOSE AN ACCOUNT

© testassecods@interia.pl

E‘ Activate your new SimplySign account

“7 Activate your new e-Delivery account

Sign using an account activated
on another device

Canral
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After selecting Activate New SimplySign Account, a screen appears where you can activate a new
account using your preferred method.
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The activation methods were described in an earlier section. After another account is activated, it

appears in the application.
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E‘ Activate your new SimplySign account

“7 Activate your new e-Delivery account

Sign using an account activated
on another device
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6.7.  Signing In to the Application

6.7.1. “Signing and Generating One-Time Codes” Operating Mode
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If the application is set to Signing and Generating One-Time Codes mode, its start screen appears when

the application is opened.
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Generate code
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Because the application supports multiple accounts, select Change. The account list appears.
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Sign using an account activated
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Select the appropriate account from the account list.
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Generate code
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Then select Sign In. The application automatically generates a one-time code and attempts to sign the
user in to the service. If a sign-in problem is caused by an invalid one-time code, the application
automatically synchronizes time in SimplySign and displays a message indicating this.
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SimplySign

Wybierz konto i podpisuj dokumenty
jako

Iwerkowski.ads@interia.pl zmien

Zaloguyj sie i podpisuj

Synchronizacja ustugi...
Zaloguj sie jeszcze raz

This synchronization changes time only within SimplySign and does not affect the device time settings.

After automatic time synchronization, select Sign In again. You are signed in to the SimplySign service.
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If this is the first sign-in on the device, a message asks you to allow the application to access internal

device information.

After selecting Allow, you are signed in to the service and a screen appears where you can add files for

signing or open the application options.

If the one-time code is invalid or another error prevents sign-in, the No access/No network connection

message appears at the bottom.
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() Oops! Something went
wrong.
An unexpected error has occurred in
the application. Our team is already
working on resolving it.
Please try again in a moment or
contact technical support if the
problem persists.

LOG IN AS

®) testassecods@interia.pl

Generate code
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7. Account Settings/Application Options

After signing in, you can change the default application options. Select the Account icon in the lower-
right corner to display the available options.

7.1.  Account and Settings
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The following options are available in Account and Settings:
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Account and settings

ACCOUNT

® testassecods@interia.pl

Eg Certificates and cards

2. Signature settings

APP

{&% Application settings

® Help and support

® About application

Log out

1) Vo] »

Signed Sign Generate code

[ | O] 4

G = @) 4

®

Account

Account Management
Certificates and Cards
Signature Settings
Application Settings
Help and Support
About the Application

These options are described in detail in the following subsections.

7.1.1. Account Management

This option is used to manage accounts. Selecting it displays the account list.
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Accounts
@ test.assecods@interia.pl 5]

Add account

1) Vo] ] ®

Signed Sign Generate code Account

[ ] ® |

You can remove a selected account from the application. To do so, select the trash icon to the right of
the account name.

7.1.2. “Certificates and Cards” Option

This option is used to manage your cards and certificates. Selecting it displays a screen with the signed-
in user’s cards and basic certificate information.

The configured default certificate is shown, followed by the card and the certificates it contains. The
following data is displayed:

e The following card information:

O

O O O O O

Certum

Card label

PIN status

PUK status

The Common Name (CN) field from certificates on the card
Certificate serial number

Certificate expiration date
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Certificates and cards

CARDS
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0503+ e e 17644
PIN REMAINING ATTEMPTS: 3
PUK REMAINING ATTEMPTS: 3
Change PIN
CERTIFICATES
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Default O

3536 30 37 36 38 30 38 34 32 34 35 38 37 39 31

32 36 34 31 33 38 39 32 39 31 36 38 38 36 36 30
303638393334

Valid to: 2029-09-04

? SimplySign

970+ +++4++8008

PIN REMAINING ATTEMPTS: 3
PUK REMAINING ATTEMPTS: 3
Change PIN
CERTIFICATES
A o .
(0] Vel W ®
Signed Sign Generate code Account

Valid to: 2029-08-24
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Setting the Default Certificate
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To set a certificate as the default, select Default on the right side of the certificate entry in the list.
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Certificates and cards
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PIN REMAINING ATTEMPTS: 3

PUK REMAINING ATTEMPTS: 3
Change PIN

CERTIFICATES

Asseco Data Systems S.A.
Default o
3536 30 37 36 38 30 38 34 32 34 35 38 3739 31
3236 34 31 33 38 39 32 39 31 36 38 38 36 36 30
303638393334
Valid to: 2029-09-04

y " ¢
b SimplySign
970448008

PIN REMAINING ATTEMPTS: 3
PUK REMAINING ATTEMPTS: 3
Change PIN

CERTIFICATES

A o .

[0} Ve ) ®
Signed Sign Generate code Account

Valid to: 2029-08-24
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7.1.2.2.  Warning of an Approaching Certificate Expiration Date
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If fewer than 14 days remain before a qualified certificate expires, the application displays an

appropriate warning after sign-in.
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Informacja

Certum informuje, ze certyfikat
‘tukasz Pawet Werkowski' straci
waznos¢ za 7 dni.

W celu przedtuzenia waznosci
certyfikatu zapraszamy do jego
odnowienia w Certum:

+48 801 540 340

ZADZWON

7.1.3. “Signature Settings” Option

This section lets you configure the following signature options:

o the typeface used in the visualization, as well as its size and color

e set acustom image used in the visualization

e align the text relative to the custom image in the visualization

e set custom text to appear in the visualization

e setacustom reason for signing to appear in the visualization and in the properties of the signed
PDF file

e set acustom location to appear in the visualization and in the properties of the signed PDF file

e set the template used to create the visualization

e enable or disable adding a timestamp to signed files

e generate a summary account usage report for a selected month
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Signature settings

SIGNATURE PREVIEW

Asseea Dt \

FONT, SIZE AND TEXT COLOR

[AssecoData v ‘ [Bpt v ‘ OV

GRAPHICS
Use your own graphic instead of template (D

Template settings

TEXT ALIGNMENT
OTHERS
[0} Ve » ®
Signed Sign Generate code Account
[ ] ® 4
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Signature settings

OTHERS
Additional text >
Signature reason >
Location >
Trusted timestamp ©

What is this?

Generate a usage report

Q) Vi » ®

Signed Sign Generate code Account

o (O] 4

7.1.4. Visualization Options

The visualization-related settings are described in the following subsections.

7.1.4.1.  Font Property Options Used in the Visualization

In Signature Settings, you can change the font used in the visualization, including its typeface, size, and
color.
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Setting

a

GRAPHICS
Use your own graphic instead of template
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Signature settings

SIGNATURE PREVIEW

FONT, SIZE AND TEXT COLOR

( Asseco Data v W 8pt v J @ v

Template settings

@

TEXT ALIGNMENT
OTHERS
) Ve » ®
Signed Sign Generate code Account
[ ] ® |
Signature with a Custom Image/Facsimile

Images/Facsimiles

Another visualization setting is Use a Custom Image Instead of Templates.
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Signature settings
SIGNATURE PREVIEW

Sssoea atn

FONT, SIZE AND TEXT COLOR

Asseco Data v

GRAPHICS
Use your own graphic instead of template

Template settings

TEXT ALIGNMENT
OTHERS
) Ve » ®
Signed Sign Generate code Account
] (O] <
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Selecting this option enables Image Settings. Selecting Image Settings displays the available images
and an option to add your own image to the list.
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Cancel Accept

After selecting Save Image, the selected image appears in the list of available images.
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Graphics
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Signed Sign Generate code Account
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To set the selected image as the one included in the visualization, also select the option button to the

left of that image.
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In addition, the Text Alignment section lets you choose the position of the image relative to the text in

the visualization. The following options are available:

e image to the left of the text
e image to the right of the text
e image above the text

e image below the text

e text overlaid on the image
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Signature settings
SIGNATURE PREVIEW
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Asseco Data v ‘ 8pt v

@ v

GRAPHICS
Use your own graphic instead of template O

Drrecn; gt Graphics settings

TEXT ALIGNMENT

OTHERS
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Signed Sign Generate code Account
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After selecting the image and text alignment in the options above, the Signature Preview section shows

a preview of the visualization.

7.1.4.3.  “Additional Text” Option

This option lets you define additional text that appears in the signature visualization.
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Additional text

Add additional text to the signature @

Add your own text
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Signed Sign Generate code Account
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To enable this option, select the toggle on the right.
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Additional text

Add additional text to the signature o

Add your own text

Q) Vi » ®

Signed Sign Generate code Account
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In addition to enabling this option, add text to the list and select the text that should appear in the
visualization. To do so, select Add Custom Text. A form appears where you can enter your own text.
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Add your own text
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O | accept this document 15}
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To set the selected text as the text included in the visualization, also select the option button to the

left of that text.
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“Reason for Signing” Option
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This option determines whether a Reason for Signing is added to the visualization and signature

structure.
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Include reason on signature @
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To enable this option, select the toggle on the right.
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In addition to enabling this option, add a reason to the list and select the text to be inserted in the
visualization and signature structure as the Reason for Signing. To do so, select Add Reason for Signing.

A form appears where you can enter your own reason.
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To set the selected reason as the one included in the visualization and signature structure, also select

the option button to the left of that text.
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“Location” Option
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This option determines whether a Location is added to the visualization and signature structure.
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Location

Put the location (place of submission) on the
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Add location
Q) Vi » ®
Signed Sign Generate code Account
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To enable this option, select the toggle on the right.
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In addition to enabling this option, add a location to the list and select the location that should appear
in the visualization and signature structure. To do so, select Add Location. A form appears where you

can enter your own location.
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Add location
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After entering your own location, select Add. The selected location appears in the list.

Add location
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Location

Put the location (place of submission) on the
signature

SAVED LOCATIONS

O London 5]

Add location
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Signed Sign Generate code Account
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To set the selected location as the one included in the visualization and signature structure, also

select the option button to the left of that location.
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Account

“Trusted Timestamp” Option
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Enabling this option adds a trusted timestamp to the signature structure, indicating the date and

time when the document was signed.
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Signature settings
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OTHERS
Additional text >
Signature reason >
Location >
Trusted timestamp O

What is this?

Generate a usage report

Q) Vi » ®
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Generating a Summary Account Usage Report for a Selected Month
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This option generates a PDF summary report of events occurring on the account during a selected

month. Reports can be generated for a selected month up to one year in the past.

To generate a report, select this option. A form appears where you can select the month covered by

the report.
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Generate a usage report

The report can be generated for a maximum of
one year back.

{ MONTH.YEAR a
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Generate a usage report

The report can be generated for a maximum of
one year back.

MONTH.YEAR
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After selecting the appropriate month, select Generate. Report generation begins. After a short time,
the report is generated and the system save dialog appears; select the location where the generated

report should be saved.
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After selecting Save, the report is saved in the selected location on the device.
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Using Default Templates and Adding the Date to the Visualization
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When Use a Custom Image Instead of Templates is disabled, you can use one of several default
templates built into the application for the visualization. In this case, Signature Settings displays

Template Settings instead of Image Settings.
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Template settings
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To select one of the built-in templates, select Template Settings. The list of built-in templates appears.
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After selecting a template and returning to the settings, the selected template appears on the left side

of the settings panel.
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The template list also includes Insert Date If Possible. Enabling it adds the signature date to the

visualization.
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Notifications
This section lets you configure push notifications for the application. When enabled, a push notification
is sent to the application for the following events:

“Application Settings” Option

This option lets you perform the following actions:

Generation of an account event report
Resetting Service Access
PUK change

Enable push notifications for the application
Perform a factory reset of the application
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Application settings

Notifications 0

Factory reset

o Vi B ®

Signed Sign Generate code Account

e @® |

7.1.5.2.  Factory Settings

Selecting this option resets the application to factory settings, including clearing active accounts from

the application.
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Restore factory settings?

If you decide to factory reset the app, you will
lose access to your accounts:

®© testassecods@interia.pl

Do not restore Yes, restore
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After the factory reset, the application returns to the initial screen shown after installation.
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Activate the application
To use the application, you must activate it on at

least one device.

() Activate the application

Sign using an account activated
on another device

e @® <4

8. Signing Files

8.1.  Adding a File to the List of Files to Be Signed
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To add a file to the list of files to be signed, sign in to the service. After sign-in, the application opens

the Sign tab.
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Then select Add Files in the center of the screen. The file browser appears.
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In the browser, locate and select the file to be added to the list of files to be signed.

After selection, the file is added to the file list on the Sign tab.

Certum

ul. Krélowej Korony Polskiej 21,

70-486 Szczecin

certum.pl
infolinia@certum.pl



11:56 2 & =~ ] 7 @oo) #

SimplySign <7 e-Doreczenia [ssaiot

asreco

f

f
pur ile00001.paf

Q) VoA » ®

Signed Sign Generate code Account

[ | O] 4

8.2.  Starting the File-Signing Process

To start signing a file, select the file in the list and select Sign.
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The application begins retrieving the user’s cards and certificates. A PIN entry window appears. If the
user’s account contains several certificates, a Change button appears next to the account name,

allowing the user to change or select the certificate used to sign the document.
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SIGNATURE CERTIFICATE

@ test.assecods@interia.pl

CARD PIN

M

Entering and accepting the PIN code will be equivalent to
submitting an electronic signature, which will have legal effect in
accordance with the Regulation of the European Parliament and
of the Council on electronic identification.

Cancel

| O] |

8.3.  Selecting a Signing Certificate

If the signed-in user’s account contains several certificates, the PIN entry screen shown after the
signing process starts lets the user view and change the selected certificate. The application selects the
newest certificate by default. To sign with another certificate, select Change to the right of the account
name.
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SIGNATURE CERTIFICATE
@ test.assecods@interia.pl

CARD PIN ¢

Entering and accepting the PIN code will be equivalent to
submitting an electronic signature, which will have legal effect in
accordance with the Regulation of the European Parliament and
of the Council on electronic identification.

Cancel

After selecting Change, the application displays the currently selected default certificate.
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SIGNATURE CERTIFICATE

@ test.assecods@interia.pl

‘ Asseco Data Systems S.A. v ‘
CARD PIN

M

Entering and accepting the PIN code will be equivalent to
submitting an electronic signature, which will have legal effect in
accordance with the Regulation of the European Parliament and
of the Council on electronic identification.

Cancel

After selecting the down-arrow icon next to the certificate name, the application displays the available
cards and the certificates on them. The user can select the specific certificate to use for signing the
document.
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SIGNATURE CERTIFICATE
@ test.assecods@interia.pl
( Asseco Data Systems S.A. v ‘

Asseco Data Systems S.A.

Adam Nowak

After selecting the certificate, enter its PIN.
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Entering the PIN for the Selected Signing Certificate

After selecting the certificate, enter the PIN for that certificate.

Certum

ul. Krélowej Korony Polskiej 21,
70-486 Szczecin

Page | 110

certum.pl
infolinia@certum.pl



8.5.

Signing a File

G 7 @) 4

SIGNATURE CERTIFICATE

@ test.assecods@interia.pl

[ Adam Nowak v }

Set as default

CARD PIN
[........

-]
B or & B & X

112]1314]|5]6]|7|8]19]0

gwer r ty ui op
a s d f gh j k I

&Mz x clvibin mE&

2123

v

Page |111

After entering the PIN and selecting Sign, the selected file-signing process begins. An animation on the
screen represents the signing process.
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When signing is complete, a summary appears.
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SimplySign <7 e-Doreczenia st

asreco

—_—

\

'O

1/1 FILES
Signed!

Sign another one

Q) VoA » ®

Signed Sign Generate code Account

o (O] 4

The following options are available on the summary screen:

e Share — starts sending the signed file to external applications;
e Sign More —returns to the Sign tab.

9. Signing Multiple Files at Once

SimplySign can sign several files at once after the PIN for the signing certificate is entered only once.

To sign several files at once, add the files to the list of files to be signed.
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After adding and selecting the files, start the signing process as described in the previous subsection.

All selected files are signed. After they are signed successfully, an appropriate report appears.
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The summary contains the options described in the previous section.
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10. Creating a Signature with a Visualization

SimplySign can create a signature with a visualization.
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The visualization contains the image selected by the signer in the application options (Template
Settings or Use a Custom Image Instead of Templates). Depending on the settings, it may also contain
the current date and the reason for signing. In the settings, either configure a custom image or select
a predefined template; in Template Settings, select the option to include the current signing date in

the visualization.

To create a signature with a visualization, select the document name in the list of files to be signed. A

preview of the selected file opens, where you can add the visualization.

At the top of the preview is a navigation bar for quickly moving through the document pages.

Certum

ul. Krélowej Korony Polskiej 21,
70-486 Szczecin

certum.pl
infolinia@certum.pl



Page | 116

12:04 2 & = (x] 72 @) #

Gt Size: 50% 75% 100% 125% 150%

BPage & A1 v ¥

ONCEDT -

[ | O] 4

Then select Visualization. A movable signature sample appears in the file preview. Move it to the
desired location.
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Then select Place. The standard signing process described in the previous sections begins for the
selected file.

The following is an example PDF file containing a signature with a visualization.

11.Importing Files from External Applications

A PDF document can be imported from an external application directly into the list of files to be signed.

Display the options for the selected file. SimplySign appears in the list of available applications.
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Reader (Mi SimplySign Drive PDF
Browser) Model Viewer

Mi PDF
Viewer

Remember my choice

Cancel

SimplySign
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Select SimplySign. The SimplySign application starts and immediately opens its start screen.
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LOG IN AS

®) testassecods@interia.pl

Generate code
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Sign in. The selected file appears in the list of files to be signed and can be signed.

12.Handling Errors While Signing Files

12.1. Invalid PDF File

If an attempt is made to sign a structurally invalid PDF file, after the PIN is entered and confirmed an
error appears stating: File signing error, try again.
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file.pdf
PDF
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If an attempt is made to sign a PDF file protected against modification, after the PIN is entered and

confirmed an error appears stating: The selected files are not valid PDF files.

Certum

ul. Krélowej Korony Polskiej 21,
70-486 Szczecin

certum.pl
infolinia@certum.pl



12.3.

12:09 2 & = G = @) 4

SimplySign <7 e-Doreczenia st

o QLreco

g
{/ e

0/1 FILES
Failed to sign
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Invalid PIN for the Signing Certificate
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If an invalid PIN is entered and confirmed, an error appears stating that the entered PIN is invalid,
together with the number of remaining PIN-entry attempts.
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SIGNATURE CERTIFICATE

@ test.assecods@interia.pl
CARD PIN

{} o0 0000 e ’

@ PINis incorrect, other attempts: 2

Entering and accepting the PIN code will be equivalent to
submitting an electronic signature, which will have legal effect in
accordance with the Regulation of the European Parliament and
of the Council on electronic identification.

Cancel

L ® <

12.4. Blocked Card
If a card is blocked (its PIN is blocked), this is indicated in the card list by a red card icon at the end of

the header containing the card name.

The following example shows a blocked card.

13. Managing Signed Files

13.1. Sending Signed Files by Email

Signed files can be emailed to another user from the Signed tab. First select the files to be sent, then
select Share. A list of applications to which the signed file can be transferred appears.
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In this example, Gmail was selected. A window opens for preparing an email message.
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Cancel
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The previously selected signed files appear as attachments. Enter the recipient’s email address, the

subject, and the message content.
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Suggestions @
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s

Subject

Compose email

or] file00001_signed.pdf X

85KB

After composing the message, select the right-arrow button. The message is sent and the application
returns to the Signed tab. The sent files are deselected.

13.2. Saving Signed Documents to Google Drive

Signed files can be sent from the Signed tab to another user’s virtual drive.

First select the files to be sent.
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After selecting the files, select the cloud icon with an upward arrow. A window appears where you can
specify the destination for the files.
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Commander

Cancel

Then select Drive. A screen appears where you can configure the parameters of the user’s drive to
which the signed files will be sent.
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X Upload to Drive

— Filenames

file00003_signed.pdf
@ file00002_signed.pdf
file00001_signed.pdf

(— Location

B My Drive v

After configuring the destination drive, select Upload. The files are saved to the specified drive.

The drive owner can see them after signing in to their Google account.
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14.Deleting Files
Deleting files from the list of files to be signed and from the list of signed files works in the same way.

For the selected file, open the context menu by selecting the three vertical dots on the right side of
the screen. Select Delete from the context menu; the file is removed.
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15. Integration with the e-Delivery System

The application is integrated with the e-Delivery system. It can be used to activate the e-Delivery service
and sign in to an e-Delivery mailbox to view its status. Mailbox activation and sign-in are described
below.

15.1. Activating an e-Delivery Mailbox

In most cases, an e-Delivery mailbox is activated by users who already have an active SimplySign
application. Such users usually already have an active qualified certificate and use it to create an e-
Delivery mailbox in Panel Certum, which must then be activated. The procedure for this case is
described in subsection 15.1.1.

For users who do not yet have an active application, mailbox activation is the same as activating
SimplySign using authentication data, as described in section 6.2.1. This activates both the SimplySign
application and the e-Delivery mailbox.

15.1.1. Activating an e-Delivery Mailbox When SimplySign Is Active

To begin activating an e-Delivery mailbox, start SimplySign.
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Then select e-Delivery in the upper-right corner of the screen. An information page about the e-
Delivery service appears, with options to activate e-Delivery or sign in to an active mailbox.
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Then select Activate e-Delivery. A screen appears where you can begin activating the e-Delivery service.
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In the next step, select Activate Application. A window appears where you must enter the user’s login.
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In the E-mail field, enter the email address used as the user identifier, then select Next. If the identifier
is correct, the application opens the Panel Certum sign-in screen to synchronize SimplySign with e-

Delivery.
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On the sign-in screen, enter the correct Panel Certum login and password, then select Next. The
application then asks for three randomly selected items of the user’s personal data.
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Then enter the correct personal data.
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After entering the personal data, select Next. If the data is correct, the application is activated. After

the successful-activation message is closed, the application returns to the start screen.
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15.2. Signing In to an e-Delivery Mailbox

Signing in to an e-Delivery mailbox takes place in two stages: first with the static Panel Certum
password, and then with a one-time code generated by SimplySign. The process for signing in to an
active mailbox is described below.

To sign in to an e-Delivery mailbox, start SimplySign.
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Then sign in to the SimplySign service.
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Then select e-Delivery in the upper-right corner. An information page about the e-Delivery service

appears, with options to activate e-Delivery or sign in to an active mailbox.
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Next, select Sign In. A form appears where you must enter the user’s login and static password, the
same credentials used for Panel Certum.
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After entering the correct login and password, select Next. A form appears where you must enter the
one-time code from SimplySign.
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Select Copy Token. The one-time code is copied to the clipboard. Paste the copied token into the token

field and select Sign In. You are signed in to the e-Delivery mailbox.
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In the next step, select the mailbox.
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After selecting the mailbox, its contents are loaded.
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You can now close the overlay used to copy the token and begin browsing the e-Delivery mailbox.
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