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1. Product description

An SSL certificate (TLS) is a security protocol certifying the authenticity of a domain and its owner. It
encrypts and secures traffic on websites, including the transmission of confidential data that customers
enter on your site. Thanks to an SSL certificate all personal data, logins and passwords, credit card
numbers and other data of your customers will be secured.

2. Product activation

The guide is prepared using the example of Google Chrome browser and concerns the process of
activating the Certum Commercial SSL certificate.

After placing an order in the Certum shop, activation will be available in the Certificate Activation tab (see
section 2.2].

2.1. Adding the activation code

If you want to activate the product from an electronic code received e.g. on your e-mail address - before
you begin the activation, add the code in the Electronic Codes tab. To do so, log in to your account on
https://sklep.certum.pl

e Certum StOI’e Se { \J:?U Help E My Cart ~ &€o

by QIr2eco

In case you do not have an account, click on the Create an Account button to create one. If you already
have an account, select Log in.

Customer Login

Registered Customers

“’ Forgot Your Password? ‘

New Customers

Creating an account has many benefits: check out faster, keep more than one address, track orders and more.

Create an Account

After logging in, click on the customer panel - Your Account.
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e Certum Store Search. UfU Helf 8 Aleksandra .. ~ E My Cart v favall

by QIreco

Q
& My Account

QUALIFIED SERVICES ~  DATASECURITY ~ CRYPTOCERTUM ~  DEDICATED SOLUTIONS - Go sanou

To add a code select the Electronic Codes tab. Enter the code in the Electronic code field and click Add
button.

Note! Remember that the activation code consists of 16 characters. After entering or copying the code
make sure that the number of characters is correct.

My Account

My Account Electronic codes

My Orders
New activation code from activation card

My Downloadable Products

S “

Account Information

Electronic codes Your Codes
Newsletter Subscriptions
Account balance Purchased in the store Entered manually
Cards saved in Dotpay
My Archive Orders Micade
Activate Certificates
No eligible codes found.
Manage Certificates

Tools

Domain verification

If you enter the code correctly, the product will appear on the list in the Your codes/Entered manually
section. After processing the code, go to the Activate Certificates tab (see next point 2.2).

2.2. Start of certificate activation

After placing an order or adding a code to your account, start activation in the Activate Certificates tab.

Electroniz codes Activate Certificates

Certificates' management Activation stats W |
Orelers histary Orcer Number

i — Payment state '

Tools

In secordance with Articke 13 =2c. 1 and 2 of the General Data Protection Regulstion (GDFR) of 27 Apnl 2018 (hersnafier refered
1o 35 the "Regulation”) | heseby inform that
1. The Adrinsstrator of your personal dats is Asseco Dista Systems 5.4 seated in Gdynia, ul Podolska 21, 81-321 Gdyniz,
2 The Dats Protection Officer of Aszeco Data Systems 5.4 can be reached at the email address: 10D a=z2c0dz pl, or phone
numizer +48:42 675 §3 60
3. Your personal data will be processed for the punpose necessary for the performance of the non-gualfied cenfficate agresment
pursuant to Article § sec. 1 letter b of the Regulstion
Knowledge 4. Your personal dst3 will be stored for 3 period of: 7 years from the date of revocation or exgirstion of the [ast cenificste ssued .

-

Mewsletter

Domain verification

Technical support

certum.eu
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Find the correct certificate in the list and click Activate.

Seryice nams Crder date ¥ Orcer Mumber Payment state

Inzckwe

Commercial $5L. 1 year Payment booked cerificate
September 1, 2020 Q

kS5

Important! You can select between two methods of certificate activation. We recommend using the
CSR method, which will provide you with a certificate file (public part) and a private key. For this
method, a CSR request must first be generated:
e either by the server administrator
or
e via the CSR generator, available in the Certum shop user account.

If you need the pfx/p12 file, you can choose the method of key pair generation.

2.2.1. Activation method — key pair generation

If you want to perform the activation using the key pair generation method, click on the Next button.

Activation g

1 Msthod Cholcs B8

Sensce name  Commercial 550, 1 year
zzue

Select delivery method of ® Hey pair generation
key pair for certificate O cspe

Addbanal nlo about CER can be foumd in elp secion or can be chlened Froen infaline corsullents

In order to generate the keys, download and run the Certum CryptoAgent app (to run the app you need

a Java environment installed on your computer https://www.java.com/pl/].

certum.eu
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Activation i

T g Keye

Senvice name  Comwnercial 551, 1 year
—

In order to activate certificate download and run Certum CryptoAgent application

& Certum CryptoAgent application require the latest version of the JVM (lava Virtual Machine)
Environment.

MNOTE: Certumn Cryplofgent should be on during the cerdificale installaton process on the card

[ v |

A warning communicate will appear in the bottom bar of your browser, where you can click Save to
download the Certum app.

When the Certum CryptoAgent window appears, run the app by clicking Run.

Do you want to run this application?

Name: Certum CryptoAgent

Publisher: Asseco Data Systems 5.4,

fla

B Locations: https://cservices. certum, pl
Launched from downloaded JNLP file

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the locations and publisher above.,

[ ] Do not show this again for this app from the publisher above

6 More Information

fian::el

After a short while, the app will run in the background and during the activation process there will be a
possibility to save the keys in the Certum app. The default settings, i.e. RSA key algorithm (change to EC
possible] and 2048 key length are correct for SSL certificate operation.
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Activation i

ST T

Servicaname  Commercial 551, 1 year

mssue

Keys safety lavel ® ® Save your keys on the Cerum Cryplo Agent
() Cartum Smart Card

Kay algorithm RSA W
Hay size 2045 W
|
Generae keys
L= |

C rosos | i

After clicking on the Generate Keys button, a message will appear that the certificate keys have been

generated. Clicking the Next button will take you to the next activation step (see chapter 3 - Filling in the
form during activation).

Activation 4
© SMeys W8

Sendce name Commercial 550, 1 year

Weys safetyleval = Cerlificate keys have bean generated

o Presious

2.2.2. Activation method - CSR request

The CSR (Certificate Signing Request) should be at least 2048 bits long, after it has been generated it will
be sent to a certifying institution for signing, i.e. creating an appropriate public key. The file can be

generated on the server or in the Certum shop user account. In addition to the CSR file, a private key file
(privateKey.pem) will be generated.

In order to generate a CSR file in your user account, wait with the activation and select the Tools section
on the left.

certum.eu
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Electronic codes Activation 4

Activate Certificates 1OWES 5 aatnod Chotes ) 348 ADala S Confimation

Certificates' management
Servicename Commercial 550, 1 year
Orders history i

i thiod O s i
Address details Sedect delivery method of (J ey pair generation
key pair for certficate ® ccRE

jous i

Newsletter m

o i Heijp secion or can be obinined Trom infaline cansullanis:

In the list that will expand, select the option CSR Generator.

Tools

Seanch for certificates

Certficate Revocation Lists
{CRL)

Diagnostics of S5L certificate
nstallation

CSR Generator

CSR Decoder
PFX Generator
Advisor

Cornpatibility of a private
key TSR with 551 cerificate

To obtain a CSR, fill in the fields in the form as indicated on the page. After checking the details and
selecting the checkbox next to the required consent, click on the Generate button.

* required fislds

| agres to the Certification Authority server generating a private key and CSR. | also acmowledge that the private
key generated with the CRS is not stored by the Certification Authority in any form. It is displayed and available
exclusively in the browser window upon its generaton.

The next step is to save two files: the CSR and the private key using the Download buttons (the files will
be saved on your computer, you can open them in a text editor e.g. Notepad). The CSR request file will
be needed to activate the certificate, while the private key will be required to implement the certificate
on the server.

Important! Remember not to lose these files and not to disclose your private key to anyone else. If the
private key is lost after the SSL certificate has been issued, it will be possible to reissue the certificate.

certum.eu
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Genarated CER

—--BEGIN CERTIFICATE REQUEST——

MIICZDCCALWCA AW TESMBAGA 1 UEAmVS 2V dHVH nBsMOswC oY DVOOGEWIOTOCC
A5 DY IKoZlhvohACEBBQADIEPA DS CADeCogE BAKNMSTY MiX gL BoR ustKE LS
Pknbl EGOIMaLE4nZn Y TTENEXKaFTZ Cu oMY PEWEMNgAVPEHakDuz Y rdnB e
PGS YR THE4zB1L 43y BEgb+iNeK 3 Epn VilDOEX 3z 4yBla+hWDINGAE

LkPmiBg 1XMATMMZ S 2T BsWWkHpZ TL v Hhoaw vIkCT THRNSEN+BL I dIHG
*F14GHTTTVRaylZNpogHivn BvEF 215 FOdiRerl4Y T O3have ¥ BeiigmThite

Uz lqZ eV S AT UERSAA B TS acdOv v SgHAHErZ Dzl gAm2td 2w WSk Y1830
BWEAATANBghoh GEWIBACSFAADCANEAN BmMSnZTAES T GleCHIKE 4+ HOXL/AL n2

LR docwCrwlh TkC 1z0DET84JERBtiay CCIELmEqpg +v488/BfoctiCpiOlLs+

Drommitoad
=]

Gersrated private hey

— BEGIN RSA PRIVATE KEY-—

MIIEpAIBAAKCADE G 1gyNeAvZhG 05 0aFTLnaSduiliTaP g yos ThmajnwiF

Ao MkKEmMhRZ B poow2 D+ 885 fig TST MisyFaS e Ot W KKBydRM MG T]

L wEEV501 SreSmdWLRARFP]L DRrEFnEMpapTu+biyar el DOknxnpP 2ea e

Instu+SC DS HHAMISOLYW2EDEE 3 4Eva k5 B0EX X g Y eurtEF rihkEmmeal CF
GEOVKNBEE2 I Gyszhilg Tdtn@4lcFBL+q7 mHfZhRIF ComDFazkBO83nneX ls20rl
vEJp0E8iEnmA AP MinCha 1 28/ REKRivzwl DAQAB Aol BASEX GzxhigI80Wd
SERYERIE v 3B GzndQrtvwh 2me 4 0T VDG * BN TAWWE nviOshSigh5 28y U
Bzt LEFUSgEYDKDMob KA DnSFG oMY n1a22h 20z jnzsaHdHi7 ThhspyDkhHo

1z 1505 Um0 LenMHBLW Y+ 408 GR 32X CmAnT ROPESD Ge Qa4 1d CoEOmaiiim:

Drommitoad
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Once you have saved the files, you can return to the certificate activation. The first step is to paste the

contents of the CSR file.

Important! Make sure to paste the whole character string.

Activationg

1 0Omders 2 Maibod Choo

Service name

o

3.Keyn @ ¢ Datn B Confrmaton

Commercial 551, 1 year
|ssue

----- BEGIM CERTIFICATE REQUESRT-----

MITCZDCCALRWC & (w TTESMEAGATUE Awiw 1 2y dHWT L nBaM0 s W IVDVQOGEWIGTDCC
ASTwD(Y JKCZThENAQEBEQAD g EPADC CAQoC g EEAKAMETYM X pL 9ok fua LEKBLUYS
ZknbolER jETHGLESoZnY T 7aNENaFTZOvw JoUMYPEWEHNE/ vPbHdgkBuz Y MnGely
JoMFEX L ECiussYRTRG/ 4201043y BEgb~aNek 3EpnV L/ BQEXI 24yST a+ b/ Dalg T
LkPm/BgK1XNABNME SAK TS SWRHPZT Lbw uQgeh ke Tnvak CT 1L CNNBENAHBL 3iv1dI+FG
FLAGHTTq7V/ RayTZNppyMluwBvEFZLS PO IR rMay TY0Gbave Del fgmIhion
Uax QT g SATULTS WYLNLKIL / B ad0vyv IS gHAMT rZ0ZT gAn 2 td 2wy WS kY BEL
B EBATANDg ik i COwBBAQLF AAOCADEA L VBR SLITAERTGFeCK LK 4+HDNx i fALN2
URS jocuCrywl TRCLE0DETALJES L LayLOIE TimBg oo+ w98,/ SToc L A0p L0TE 5+
ZgIndSPS ] FSGHMTSDeouEk ZLDE s ANF | ro/ p AHVDE ZhY KT 203 [ bLAg+h-a80Gy / gs
WIBWLTF2yggl05ardx Lot IR IBAMNAGDLAL g PrifT4eFIHApWBDIulAZ {2y L\ig vHP
JUFBECYZ1l+<oCsSU1Pags il dc 10 pEovICud+B+mi-+Mauh SYOnLIESTO Dah
ng Lo LDxRRpDpe Tpld Jhbbkv0/Grag 2aheg, h /ey L0pp e mad-Bi0==

----- END CERTIFICATE REQUEST-----

Next is the stage concerning the SSL certificate data.

certum.eu
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3. Filling in the form during activation

In this stage, fill in the form with the applicant's details and the certificate data. In case of using the CSR
method, the data entered in the request will automatically be entered as certificate data. Fields with an
asterisk (*] are mandatory.

Note! If you want the certificate to secure two variants of the domain [yourdomain.eu and
www.yourdomain.eu) enter the name of the website alone in the Domain 1 field and tick the checkbox
add variant with www on the right.

Activationis

Service nams

Applicant data:
Mams
Sumame
Fhone

Ennail
Certificate Data:W

Hash function
Siart of validty
End of validity

S Domnain 1

=

anats W

Commercial 551, 1 year
Issue

Diaminik
towczynowski
123459720

dorminik.lowczynowskii@assecods. pl

selecting the variant with www

RSA-SHAZSE
2020-02-01 "
2021-08-01 [ *
cerfum._pi add variant with wiww =

In the case of the wildcard SSL certificate issued for a group of subdomains within the main domain, e.g.
* certum.pl, it will secure both the certum.pl and www.certum.pl domains (without selecting the
checkbox] and subdomains within the certum.pl domain. Remember to start your domain name with
* yourdomain.eu. After filling in the data, click the Next button.

In the last step (Confirmation), verify that the entered data is correct and select the required approvals
and declarations, and then click Activate.

certum.eu
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Certificate Structure: ¥

Subject CM=certum g

Subject Alt Mame  dMNSName=cerum.pl, dMSName=www.cerfum.pl

Temms ol Use

BEFORE SEMDING TO CERTUM A REQUEST TO IS5UE CERTIFICATE, OR ACCEPTING CERTIFICATE OR THE -
FIRST USE OF IT. PLEASE READ THE TEXT OF THESE .TERMS OF USE FOR NON-OUALIFIED CERTIFICATES"
REFFERED TO'AS .TERMS OF USE’. IF YOU DO NOT ACCEFT THESE TERMS OF USE. DO NOT SEND THE
REQUEST TO IS5UE CERTIFICATE, DO NOT ACCEPT IT AND DD MOT USE [T

THESE TERMS OF USE BECOMES EFFECTIVE FROM THE MOMENT OF SUBMITTING THE CERTIFICATE REQUEST

TC CERTUM - Certification Authosity” (HEREINAFTER JCERTUN} AND ARE VALID UNTIL THE END OF CERTIFICATE

VAL IDITY PERICD OR-UNTIL THE CERTIFICATE REVOCATION. SENDING THE CERTIFHZATE REQUEST MEAMS

THAT ¥OU WANT CERTUM TO REVIEW THE APPLICATION ANDH ISSUE THE CERTIFICATE, AND MEANS THATYOU

| agree to Terms of Use ™

| dectare and confirm that | am aware of the fact that the cedificate may expose my personal data to the eaent it nas besn
indicated for nclusion in the certficate. | aiso confim that all actvities caried out using this certificate may, a1 ny
dizcretion; be available without restriction, in particular with regard o location. The use of the cerdificate is not affected by
Aszaco Dats Systems S.A. provider of security senvioes.

I confirm that | am of age -

| hereby confirm the accuracy of my parsenal dsta inchueded in the spplicaton for the certificate. ~

‘Reguired

4. Verification of access to the domain

In order for Certum to issue the SSL certificate, the user should prove that they have access to the domain
to be secured. The verification of the access to the domain should be performed in ONE of THREE ways:
o verification of the e-mail address by confirming the verification link, which will be sent by Certum
to the administrator's address (e.g.. admin@yourdomain.eu, administrator@yourdomain.eu,
webmaster@ yourdomain.eu, postmaster@ yourdomain.eu, hostmaster@ yourdomain.eu),
o verification of the access to the domain by placing on the server a file with a name that the user
receives from Certum,
o verification of the access to the domain by creating an appropriate TXT record in the DNS with
a hame that the user receives from Certum

You can select the method of verification of access to the domain in the Activate Certificates tab. Select
the certificate you are interested in from the list and click on the Verify Domain button.

Note!l The option to verify the access to the domain will be possible only after the activation of the
product. The verification code is valid for 72 hours from the moment of sending, in case the link is no
longer valid you can send the code again in the same way as the first code.

certum.eu
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HEstmic s Activate Certificates
Activate Certificates
_ Servine ame ~
Certificates’ management Aot o e T
Orders history Order Mumber
Payment state Ev

Address details.
Search
i [ searcn |

In accordance with Article 13 see. 1 and 2 of the General Data Protection Regulation (G0FR) of 27 Apnl 2018 (herenafter refemed
1o 35 the "Regulaton”) | hereby inform that

1. The Administrator of your perzonal data is Asseco Data Systems 5.4 seated in Goynia, ul. Podolsks 21, 81-321 Gdynizc

2. The Data Protection Cfficer of Aszece Data Systems S A can be reached &t the email address: 100@a=secods pl. or phone

MNewsletter

Diomain verification

z number +48 42 675 83 80
Fechmicatb=tuppait 3. Your personal dats will be processed for the purpose necessary for the performance of the non-guaified ceficate agreement
pursuant toArticle B sec. 1 latter b of the Reguistion
Knowiedge 4. Your personal dats will be stored fior 3 period of: 7 years from the date of revocation orexpiration of the |3t cenifcate ssued . ¥
About Certum
Service nams Dider date™ Order Number Payment state
& Mpraiting
Commercial 551, 1 year Septembe 1, 2070 Paymant baoked SJhansicn

[EETS w =

In the next step you will see a list of domains to verify. Click on the domain name you want to verify.

Domain Verified End of Validity

certum.pl & 1ot verified

Mote: Archiven verifications sra NOT avalizhle on thiz page.
When you click on the domain, the verification methods to choose from will appear.

4.1. Verification of the administrator's email address

Using this method, select one from the list of available addresses and send a verification link there. After
selecting the address to which we have access, click the Send button. In the email you receive there will
be a verification link which you can click on to verify the access to the domain.

certum.eu
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Comain Verified End of Yalidity
certum.pl X ot verfied
Emazil address admin@certum pl o m

sdméinstraton@certum. ol
DM 5 Domain e ! Emzil address *

hostmaster@cartum.pl
webmaster@eoertum.pl
postmaster@certum.pl

Féota. Archived verificabone are HOT availatde on thiz page.

4.2. Verification of the access to the domain by placing a file on the server

The method consists in placing a special web page on a server supporting the certified domain, and then
confirming the change by clicking the link in the message sent to the given email address.

In the DNS Domain section, select verification by placing a file on the server (FILE), enter any email address
to which instructions will be sent along with the file.

: send the manual with the file
Email address R e Fp m

; iy *
DN 5 Domain il s verBretian “ Email address

dominik.lowczynowskif@assecods. p

choose a method

Hote: archived verifications are HOT avalishie on inls pags.

Place the file (received by email) on your website in the area /.well-known/pki-validation/
After performing the above action, in order to verify the correct placement of the file, click on the
verification link from the e-mail - Verify the domain.

4.3. Verification of the access to the domain by creating an appropriate TXT record
in the DNS

The method consists in placing an appropriate entry in the TXT record in the DNS for the certified domain,
and then confirming the change by clicking the link in the email sent.

certum.eu
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Ermail address

m send the manual

admin@cerum.pl bl

DME Domai
" THT DNS record varification %
choose a method dominik. lowczynowskif@assecods. o
Mote: Archived venflcsBone ars HOT avalizbis an this page.

| 14

The received email will contain an instruction for placing the relevant entry in the TXT record in the DNS
for the certified domain and confirming the change by clicking the link given in the email.
Please note that it can take up to 24 hours to refresh/update the DNS entries.

5. Certificate downloading

After correct verification, wait for the certificate to be issued.
Important! In the case of an order placed by a traditional transfer, it is also necessary to register the
payment in order to issue the certificate.

To download the certificate file, log in to https://certum.store/. Issued certificates can be found in the
Certificates Management tab.

Electronic codes
Activate Certificates
Orders history
Address details
Tools

Mewsletter

Diomain verification
Technical support
Knowledge

About Certum

Certificates’ management

RGN, ™ Status O Cotain Valid
Common name b tE' walid
() Mot Valid
- O Revowed

Email

Serial number

Validity starts after: @
Validity entds before [

In accordance with Article 13 sec. 1 and 2 of the Gensral Diata Protection Regulation {GDFR) of 27 Apdl 2018 [herenafter refemad
o 35 the “Regulation”) | hemeby inform that:
1. The Administrator of your persenal data iz #sseco Data Systems 5.4, seated in Gdynia, ol Fodolska 21, 81-321 Gdyniz:
2. The Datz Protection Officer of Asseco Oata Systems 5.A can pe resched st the email address: 100 cods_pl, of phone
numiber +48 42 675 3 80
3. Your personal data will be processed for the purpese necessary for the perfarmance of the non-guaified cenificats agreemant
pursuant to Article 8 sec. 1 ketter b of the Reguiabion
4. Your personal data will be stored for 3 period of: 7 years from the date of revocation or expiration of the last centificste issued

a3z

-

-

At the bottom of the page there is a list of issued certificates. After clicking on the selected certificate, the
available options for the certificate will expand.

5.1. Downloading the pfx/p12 file after activation via key pair generation

certum.eu

infolinia@certum.pl
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If you have activated the certificate by generating a key pair, after selecting the certificate in Certificate
Management click on the Download PFX file button.

o [

In the next step, run the CryptoAgent app.

In order to activate certificate download and run Certum
Cryptofgent application

& Certum CrypiofAgent application require the latest version
of the J¥M {Java Virtual Machine) Environment.

MNOTE: Cerum Crypiofgent should be on duning the
cerfificate installaton process on the card

Do you want to run this application?

Hame: Certum CryptoAgent

i_(g) Publisher: Asseco Data Systems 5.4,
B Locations: https://cservices. certum, pl
Launched from downloaded JNLP file

This application will run with unrestricted access which may put your computer and personal
information at risk, Run this application only if you trust the locations and publisher abave.

6 Mare Information

| cancel |

The application will run in the background, and on the website it will be possible to download the
certificate. A password will also be generated to the file, which must be saved for it to be possible to
access the file. The certificate will be downloaded after clicking on the Get binary button.

certum.eu
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Password GG
Get binary
[ Close |

5.2. Downloading the certificate and private key files (CSR method)

If you have activated the certificate using the CSR method, the certificate file (the public part] is
downloaded directly from the Certificate Management tab in a binary [(.cer - Save binary button]) or text
form (.pem - Save plain button).

cac

To implement the certificate on the server you also need a private key file (privateKey.pem), which was
generated earlier together with the CSR. In case the key is lost, use the Reissue option. This is a reissue of
the certificate.

certum.eu
infolinia@certum.pl



