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1. Introduction

Reissue can be used to get the new copy of the certificate with new pair of keys.

The reasons for certificate reissue:

issuing the certificate for the next period within the product's validity period,
private key is lost or it needs to be changed,

other key algorithm or length is needed,

error appears during installation or certificate and private key mismatch,
web server/hosting provider was changed.

After the new certificate is issued, revoke previous certificate if it will not be used anymore.

2. How to reissue certificate?

As the Certum customer, you will be able to start the reissue process in the store at My account in
the Data security products tab.

As the partner, you will be able to start the reissue process from Dashboard, from where you can go
to the certificates list.

Find the last issued certificate for the product you want to do reissue for, open its details and use the
Reissue option.
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In the next step, choose how you will provide the keys for the new copy of the certificate. Depending
on the product, there are the methods to choose from:

e CSR — certificate signing request, generated by a generator, e.g. Certum Tools or by the
application/server where the certificate will be installed
e Generating key pair on card — the keys will be saved on the cryptographic card.

When choosing a method for generating key pair on card, also choose the algorithm and key length.
Your choice should depend on the algorithm and key length supported by the application in which
you use the certificate or the recommendation of e.g. your IT department.
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CSR method

Choose generation method ~ Key generation Summary

Reissue certificate

Choose one of the key generation methods available below. Generating key pair with Certum
SignService application allows you to store keys on a cryptographic card. Key pair for certificates
stored in the cloud will be generated automatically.

Key pair generation method

® csr

Reissue can be used to get the new certificate file with new pair of keys.
The reasons for certificate reissue:
e issuing the certificate for the next period within the product's validity period,
« private key is lost or it needs to be changed,
» other key algorithm or length is needed,
* error appears during installation or certificate and private key mismatch,
« web server/hosting provider was changed.

After the new certificate is issued, revoke previous certificate if it will not be used anymore.

Cancel
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Once you have selected CSR method, you can proceed to submit your CSR. At this stage you will be

able to download the Certum Tools application to generate a CSR or provide your own.
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Choose generation method  Key generation Summary

Reissue - CSR data

Enter Certificate Signing Request [CSR] or use the Certum Tools
application to generate new CSR.

BO4RIKCOUUrczNENS9AZ 888 T+ kqr+QSEzdDvxawCSnyohzKx11R7ThUCtSmxJVIPE
h3dEgKrGabvIgK/ Qat3s2ikSaTVWyVMV/n/ulatdscizM]1 CyGmL.OTkCAFeSCOER3
ucljBgeINwfePOVHGaelXtekIgo+rcE4SngecEVLNDgGEY+rZgelipwPn o NLHWWE 0w
9/bD5p8144NZ/aS5s3Bgbs 3L Swwvup IxYOQYyRvrtOyRC41955MkXFtFhzCnSxVaae
TedCzmhr3aPl/t5r5ICk09DHQPz0LEkMoxpEgJkkygeewt /Moc0CAWEAR TANEgkg
hkiGSwiBAQsFAROCADEARYNSKATINItvXeZgEHWIS6wz63 /aulpSFjagiWliCpxz &R
CoGBBpculv/gz30EL3yuCviWEELdy3Jxn,/mHe f4CnGMmDAdyKEBHdhB1K2WS0%2qpG
Viw3EDHyesHnEHrPINS 24 /i XUCUYCgdctgR6BIXALJgIARO1wSj Fern3lzolncNX
46fChbISEQeIxadmBIF3inUVTjuadMrggitigR1fFc6jvsC+0RpDdr+2236P500Cs
NDJITEwPrE20S2AVE/ MryF7bnZRzXJFrN0SAqI g4 rBRNAT jnJYpEre Y £ £+ MgMEKE
CYRfRSNuGrMacgDcA3ViCh2 jLwGK 443N/ dJSs5+w==

————— END CERTIFICATE REQUEST-——-

° Correct

Back

d:l> Download Certum Tools app
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After pasting the CSR, it will be verified whether it is correct. If CSR is invalid, you will be notified with
an error message.

Positive verification of the CSR and moving forward in the process will submit a new copy of the
certificate to be issued. If verification of the domain or e-mail is required, after positive verification,
certificate will be issued.

Once the new certificate is issued, you will find it as a new certificate on the Dashboard or in the
certificate list. The issued certificate can be downloaded from the certificate creation e-mail or from
the certificate details view: in a convenient PEM or DER encoding.

After the new certificate is issued, revoke previous certificate if it will not be used anymore.
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Generating key pair on a cryptographic card
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After selecting the method for generating key pair on card, choose the algorithm and key length.

Choose generation method  Key generation Summary

Reissue certificate

Choose one of the key generation methods available below. Generating key pair with Certum
SignService application allows you to store keys on a cryptographic card. Key pair for certificates
stored in the cloud will be generated automatically.

Key pair generation method

CSR (@) Generating key pair on card

KEY ALGORITHM AND KEY LENGTH

RSA 2048 v

The CSR method will allow you to obtain a certificate with a key in a form that can be transferred and
installed from a file. Remember to save a private key generated with your CSR. Generating keys on the
card will cause that the certificate will be installed on the cryptographic card and its connection to the
computer will be required whenever the certificate is used. Only Certum cards are supported.

Reissue can be used to get the new certificate file with new pair of keys.
The reasons for certificate reissue:

e issuing the certificate for the next period within the product's validity period,
« private key is lost or it needs to be changed,

s other key algorithm or length is needed,

» error appears during installation or certificate and private key mismatch,

* web server/hosting provider was changed.

After the new certificate is issued, revoke previous certificate if it will not be used anymore.

In the next step, make sure that you have the card inserted into the reader, the reader connected to
the computer and the card itself has an initialized common profile with a PIN code set for it. If it is a
new cryptographic card, you may check the instruction of how to assign PUK and PIN codes for the
first time.
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Choose generation method Key generation Summary

Reissue certificate

Follow the instruction below to generate key pair.
&3 Download Certum SignService app

1. Download and install the Certum SignService application.

2. Download and install the proCertum CardManager application if you don't have it installed or it
requires updating.

3. Connect the card reader to the computer and insert the card.

4, Open the proCertum CardManager application and check if common profile of the card is initialized.
Application will ask to set PIN and PUK codes of the card if it needs to be initialized.

5. Start the key pair generation process using Generate key pair button.

6. Accept the prompt message from you browser about running the Certum SignService application.

7. When Certum SignService window appears, enter the PIN code for the common profile of your card.

8. Wait until the key pair is generated, it may take up to several minutes.

When the key pair is generated, next window of the wizard will appear.

Back Generate key pair

To generate keys on the card, you will also need the Certum SignService application installed on your
computer. After starting key generation, the Certum SignService application can ask for permission to
run and then to provide the PIN code of the card's common profile in order to generate keys on it.

@ Certum Open CertumSignService?

by QUrEecCo - -
certmanager.certum.pl wants to open this application.

Open CertumSignService @

@ Dashboard

Q Certificates
Choose generation method  Key generation Summary
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Certum SignService %

@ Certum

SignService

by QI 2Cc0

New key pair generation

Cards data
Reader name: ACS ACR33U ICC Reader D
Card number: 1625 8349 7691 93804
Key details
Algorithm: RSA
Size: 2043

Common profile PIN: |
ffrom 4 to 32 characters]

Depending on the algorithm and size of the key
generation may take up to several minutes

Do not remove the card from the reader during the
operation

Ok Cancel
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After providing the PIN code, the key generation process will begin on the card. This may take up to a
few minutes. Once the key is generated, a new copy of the certificate will be submitted to issue. If
verification of the domain or e-mail is required, after positive verification, certificate will be issued.

Once the new certificate is issued, you will find it as a new certificate on the Dashboard or in the
certificate list. You can install your certificate on the cryptographic card from the certificate details

view.

After the new certificate is issued, revoke previous certificate if it will not be used anymore.
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