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1. General information

The qualified certificate activation path consists of completing the certificate application in the Certum
panel, confirming the identity, and providing Certum with the required documents. The following
instructions describe the individual steps on how to get through the activation correctly.

2. Creating an account in the customer panel

The Certum panel is available at: https://panel.certum.pl .The user logs in with their e-mail address
and password.
On the login screen you can choose the language version of the panel (Polish or English).

©® Certum

o r2CD

O Remember me
Log In

Faorgot Password?

Mew user? Register

If you do not have an account in the Certum panel, use the Register option. In the next step you will
be asked for your e-mail address and password for your new account. After providing the required
data, select Register.
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Password should contain min. 8 characters, including a minimum of
= |uppencase leter

w  |lowercase lefer
= ldigi,
= | special characher
Register

« Back to Login

A verification link will be sent to your e-mail address, which you should click on to confirm your
account.

3. Activation of the certificate

First, log in to your account in the Certum panel, if you don't have an account, check how easy it is to
set up (point 2 in the instructions).

After logging in to your account, select the option Fill out the application (Dashboard tab).
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You do not have any certificates

Go to the store to buy a new cer

tificate. If you already have a certificate, complete the activation request

On the next screen, select the way you want to obtain the certificate and click Continue. There are
three paths to choose from:
e Contact with the point of sale - the point of sale operator will help you complete the
application and confirm your identity;
e Self-completion of the application - you will complete the application yourself and choose
where to confirm your identity. This is the path described in this manual;
e elD electronic identification - this is a path that allows you to submit an application for the
SimplySign mobile electronic signature and confirm your identity by bank identification. You
need to have a bank account at Santander Bank Polska.

Choose how you want to obtain the
certificate

@ Contact the partner point

Partner will help you complete the certificate application, verify your identity
and help you activate and install the certificate on your computer.

Fill in the application yourself and verify
[ your identity at the partner point or at the Buy the product
notary

elD - electronic identification

B>

Confirm your identity through Santander Bank Polska e- Buy the product

banking.

certum.eu
infolinia@certum.pl



Page |6

In the first step of registration, you should define the product variant in the Certificate details window.
Depending on the purchased / obtained service, the following methods of fulfilling the application may
appear:

The number of Application implementation methods available in your account may

vary. It depends on the products purchased.

CERTIFICATE DETALS

Certificate details

Application implementation methad *
( Please select

SimplySign - product

SimplySign - e-code (activation code)
Cryptographic card - product

Cryptographic card - new card

Cryptographic card - e-code (activation code)

~ T

I — :

I If you purchased the Certum suite (Mini or Standard) with a cryptographic card, select the
Cryptographic card - new card variant, then enter its number in the Cryptographic card number
field:

— Application implementation method *
Cryptographic card - new card ‘

‘ Cryptographic card number * ‘ ?

The cryptographic card number can be found on the card attached to the Certum suit

- 16 digits

Il If you have purchased SimplySign — the mobile electronic signature or SimplySign seal, select the
SimplySign = product, then the type of purchased variant:

e signature
* seal
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Application implementation method

SimplySign - product

Please select

Please select
2-year signature (0 pieces)
3-year signature (5 pieces)
1-year seal (0 pieces)
2-year seal (0 pieces)
3-year seal (0 pieces)

T
100

M. If you have received an e-code / voucher / activation code for SimplySign — the mobile electronic
signature or SimplySign seal, select the SimplySign - e-code (activation code) variant, then enter
your e-code / activation code (16 characters):

(;in-?ff on implementation method *

SimplySign - e-code (activation code)

V. If you have received an e-code / voucher / activation code for an additional certificate to your
cryptoCertum cryptographic card, select the Cryptographic card - e-code (activation code)
variant, then enter the number of your cryptographic card and the received e-code / activation
code (16 characters):

Application implementation method *
[ Cryptographic card - e-code (activation code)

?
016
?
V. If you purchased an additional certificate in the Certum store (Qualified certificate for

cryptoCertum card users), select the Cryptographic card - product, then in the Cryptographic card
number field enter the number of your card and the type of the purchased variant - Product field:

e signature (issue for 1, 2 or 3 years).
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( Cryptographic card - product

=)

VI. If you purchased Electronic Seal Certum Mini select the Cryptographic card - product, then in the
Cryptographic card number field enter the number of your new card and the type of the purchased
variant - Product field:

e 2-year seal.

Cryptographic card prodﬂct
4329 1063 2903 0811 ?

After selecting the Application implementation method, proceed to the selection of the
beginning of the validity date of the certificate.

Select the start date of the certificate's validity:

e Certificate valid immediately after issue;
e Certificate valid from the specified date (start date cannot be later than 60 days from the date
of filing the application).

Q) Certificate valid immediately after activation
Cenrificate valid from the specified date | ?

If you choose the option Certificate valid from the specified date you will be asked to enter or select
a suggested date from the calendar.

After entering all the data, click Next, clicking Cancel will clear the entered data and take you to the

main page of the panel.

In the next step you will be asked to fill in the data in the application.
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3.1. Applicant's data for a personal and company certificate

When filling in the application for a personal or company certificate, the following form will be
displayed:

Appli sd
Applicant's data
Applicant
L]
o
dentity document 7
== Poland -
Applicant’s identification 7
I do not have a Personal Mumber
- Poland - o
Add Tax ldentification Humber

Required fields:

e Section Applicant: First name, Last name
e Section Identity document: Type of identity document, Country of issue, Series and number,
Date of expiry of the document
e Section Identification of the applicant:
» PESEL number, Country of issue
(if you don't have an assigned number, select the checkbox: “I don’t have a PESEL
number”, then these fields will be optional)

certum.eu
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» Date of birth, Place of birth

Applicant’s carrespondence address

wm Poland -

Add entity details

Contact details

= +48 -

Required fields:

e Section Applicant's correspondence address: Addressee's name, Street, House number, ZIP
code, Locality, Country, State or province name
e Common name

e Section Contact details: E-mail, Repeat the applicant's e-mail address, Prefix and Phone
number

Additional fields when activating a company certificate:
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B Add entity details
Entity details 7
Mame of the entity * o
i1
| Abbreviated name of the entity * |
il
| Organizational unit name |
il ]
~ Country of negistration authority *
== Poland - | | Details of the registration authority |
a J
viza
| VAT Identification Mumber * o
[iTer]
Mational Trade Register
[iTer]
| REGON Mumber
014
| E-mail * |
G
~ Pr=fix
| - 40 LR | | Phone number |
o
| Person or persons authorized to represent * |
viza

Required fields:

e Section Entity details: Name of the entity, Abbreviated name of the entity, Country of the
registration authority, Details of the registration authority, VAT Identification Number , E-mail,
Person or persons authorized to represent

Reqgistered office address of the entity
| Street * ()
1D
| House number * o | Apartrent numbser
wid [TRD
| Postal code * o | Locality * )
[T Wiz
~ Country * State or province mame *
| == Poland - Please select

certum.eu
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Required fields:

e Section Registered office address of the entity: Street, House number, Postal code, Locality,
Country, State or province name

The last part when filling in an application for a personal or company certificate will be to accept the
information clause:

* In accordance with Article 13(1) and 13{2) of the General Data Protection Regulation of 27 Agril 201 & (herzinafier refered to as “the Regulation), we inform that:

1. The admimistrator of your personal data is Asseco Data Systems 5.4 based in Gdynia, ul. Podolska 21, 81-321 Gdynia.

I Contact o the Data Protection Cfficer at Asseco Data Systems 5.4, can be chtained a1 the following e-mai address: 100§ assecods.pl, tel. mo. +48 42 675 63 60,

3. Your personal data will be processed for the purposes neceszary to perform the contract, purswant to Article E{1){b} of the Regulation.

4. Your personal data will be stared for 20 years in accordance with Articke 17(Z) of the Act of 5 S=ptember 201 € an trust services and electronic idertification {Jouma
af Laws of 3016, tem 1579).

5. You have the right to 2ccess your data and the right to rectify, deletesforges, imit processing, transfer data, raise chjections, withdraw consent at any time without
affecting the legality of the processing that has been carried out on the basis of corsent before its withdrawal. The implementation of all the above rights may be
implemerted through the form submitied at https.*wew. danecsobowe assecods. pl.

E. You have the right to lodoe a complaint with the Regulator when you consider that processing of personal data violates the provisions of the Regulation.

7. Prowiding your personal data is a condition for the conclusion of the contract. You are obliged to pravide them, and the consequence of not praviding personal data
will be the inability to carry out the process of issuing a qualified certificate.

declars that | have read the abowe information regarding the General Data Protection Regulation of 27 April 2016,

co t the processing of my personal data in order to recenne marke mfarmation by means of electronic communication under the Act of 18 July 2002 on the

pros of electronic services and in conjunction with Article 172{1) Actof 16 July 2004 on telecommunications k.

# - fimld required

Pursumt to art. 38 s=c. ofidated tect: Jownal of Laws 3014, #em E27), we inform that after the Chant is

provided by Asseco Dat ient loses the right to withdraw from the agreement concluded remately.
To check what is in the next step of activation go to section 3.3 of this manual.

3.2. Applicant's data for an electronic seal
When filling in the application for an electronic seal, the following form will be displayed:
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Applicant's data

Applicant

dentity document

== Poland

Applicant’s identification

I do not have a Personal Numier

_ F.'cul.and -

Add Tax ldentification Mumber

Required fields:

e Section Applicant: First name, Surname

e Section Identity Card: Type of identity document, Country of issue, Series and number, Expiry

date of the document
e Section Identification of the applicant:
» PESEL number, Country of issue

(if you don't have an assigned number, select the checkbox: “I don’t have a PESEL

number”, then these fields will be optional)
> Date of birth, Place of birth

certum.eu
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Applicant’s correspondence address
Addressee’s name *
wiza
Street *
108
House number * Apartment number
w0 010
Postal code * Locality *
0/ wiza
— Country * — Stabe or province name *
== Poland - Please select

Required fields:

e Section Applicant's correspondence address: Addressee's name, Street, House number, ZIP
code, Locality, Country, State or province name

Entity details 7
| Mame of the entity *
WE4
| Abbreviated name of the entity *
WE4
| Organizational unit name |
WE4
Country of negistration authority *
== Poland - | | Details of the registration authu:urity|
L} ]
wiza
| VAT Identification Mumber *
a2
| Mational Trade Register
a2
| REGON Number
014
| E-mail * |
WE4
Prefix
- 45 LR | | Phone number |
v
| Person or persons authorized to represent * |
wiza
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Required fields:

e Section Entity details: Name of the entity, Abbreviated name of the entity, Country of the
registration authority, Details of the registration authority, VAT Identification Number , E-mail,
Person or persons authorized to represent

egistered office address of the entity

== Poland

Contact details

Required fields:

e Section Registered office address of the entity: Street, House number, Postal code, Locality,
Country, State or province name

e Section Contact details: E-mail, Repeat the applicant's e-mail address, Prefix and Phone
number

The last part when filling in an application for an electronic seal will be to accept the information clause:
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* In accordance with Article 13(1) and 13{2) of the General Data Protection Regulation of 27 Agril 201 & (herzinafier refered to as “the Regulation), we inform that:

1. The admimistrator of your personal data is Asseco Data Systems 5.4 based in Gdynia, ul. Podolska 21, 81-321 Gdynia.

2 Contact to the Data Protection Officer at Acseca Data Systems 5 & can be ohtained at the following =-mai addrecs: I0Dfassacods pl, tel. mo. +48 47 675 63 60.

3. Your personal data will be processed for the purposes neceszary to perform the contract, purswant to Article E{1){b} of the Regulation.

4. Your personal data will be stared for 20 years in accordance with Articke 17(Z) of the Act of 5 S=ptember 201 € an trust services and electronic idertification {Jouma
af Laws of 3016, tem 1579).

5. You have the right to 2ccess your data and the right to rectify, deletesforges, imit processing, transfer data, raise chjections, withdraw consent at any time without
affecting the legality of the processing that has been carried out on the basis of corsent before its withdrawal. The implementation of all the above rights may be
implemerted through the form submitted at httpsfwrerw. danecsobowe assecods.pl.

E. You have the right to lodoe a complaint with the Regulator when you consider that processing of personal data violates the provisions of the Regulation.

7. Prowiding your personal data is a condition for the conclusion of the contract. You are obliged to pravide them, and the consequence of not praviding personal data
will be the inability to carry out the process of issuing a qualified cemificate.

declare that | have read the abgve information regarding the General Data Protection Regulation of 27 April 20148,

consent the processing of my personal data in order to receive marketing informaation by means of slectronic communication under the Act of 18 July 2002 on the

provision of electronic services and in conjunction with Article 1721} of the Actof y 2004 on telecommunications ke
# - fumld reguired
Pursuant to art. 38 s=c. 1 point 1 of the Act of 30 May 2014 on Conswumer Rights (consolidated text: Jounal of Laws 2014, item E27), we inform that after the Chentis

provided by Asseco Data Systems 5.4 with a qualified certificate or its renewal, the Client loses the right to withdraw from the agreement concluded remately.

3.3. Summary

After filling in the data and selecting the required approvals, click Next to go to the Summary. In this
step you can verify the correctness of the entered data. If everything is correct, you will proceed to the
next step - choosing the method of confirming your identity.

4. Confirmation of identity and required documents

At this stage you will choose the method of verifying your identity, which you can do:

e at the Point of Sale (form recommended by Certum)
e with a notary public

In the comparison table displayed on the page, select the verification method suited for you and
confirm it by clicking on the Confirm identity button.

Once you have selected the verification method, returning to the choice of identity

confirmation method will make the Certum documents currently created for you
obsolete.
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4.1. Confirmation of identity and required documents at the Point of Sale

If you choose to verify your identity at the Point of Sale, you can make an appointment. The list of
points will be available after clicking on the Go to list of Points of Sale button.

Note!!!

take your mobile device with you -

a smartphone / tablet with Internet access;

you can take the card, reader and
laptop with you — Operator will help you configure a desktop device. You can also
make an appointment at home / in the office.

Remember to take the necessary documents with you:

For a personal certificate:

e Identity document - a valid ID Card or passport;
e Declaration (ask the Certum operator whether to print the Declaration).

Optional:

e If the certificate is to contain a PESEL number, please provide: a document confirming the
PESEL number (e.g. permanent residence card, confirmation of issuing the PESEL number, etc.)
- required when using a non-Polish identity document.

o [f the certificate is to contain a NIP number (Tax ID), please provide: a document confirming
that the NIP number has been assigned (the subscriber's personal NIP number), issued by the
Polish Tax Office, does not apply to a NIP number assigned to a Company. The NIP number
field is intended for people who are entitled to use a NIP number (e.g. have an entry in CEiDG).

For a company certificate and electronic seal:

e Identity document - a valid ID Card or passport.
o Declaration (ask the Certum operator whether to print the Declaration);
e Power of attorney.

Optional:

e If the certificate is to contain a PESEL number, please provide: a document confirming the
PESEL number (e.g. permanent residence card, confirmation of issuing the PESEL number, etc.)
- required when using a non-Polish identity document.

o If the certificate is to contain a NIP number (Tax ID), please provide: a document confirming
that the NIP number has been assigned (the subscriber's personal NIP number), issued by the
Polish Tax Office, does not apply to a NIP number assigned to a Company. The NIP number

certum.eu
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NOTE - in addition to verifying your identity, remember to provide additional documents that will
confirm the data of the represented entity.

Additional formal documents required to confirm
the entity's data

Owner of a company conducting individual e adocument which is the legal basis for the company's operation

business activity. - a copy or printout from the Register of Business Activity
(CEiDG)

Employees and representatives of a Company - enterprise

company and institution with legal
personality (e.g. accounting firms,
companies, local and public
administration) as well as units without

e  power of attorney — signed in accordance with the rules of
company representation (the form is available for download
together with the Declaration),

legal personality (e.g. budget entities, e adocument which is the legal basis for the company's
schools, registered partnerships and operation:
private partnerships). v" an excerpt or printout from the National Court Register - not

older than 6 months,
v" an excerpt or printout from CEiDG or a certificate with the
REGON identification number, confirming the company data.

Public institution

e  power of attorney —signed in accordance with the rules of
company representation (the form is available for download
together with the Declaration),

e acopy of the document setting out the rules of representation,

e aresolution or other decision on nomination, appointment to a
given position,

e confirmation of the assighment of the NIP number of the
represented entity,

e  acertificate on the REGON identification number of the
represented entity.

Persons belonging to the management or Company - enterprise
supervisory board of a given entity (e.g.
President of the Management Board,
Member of the Management Board,

e anexcerpt or printout from the National Court Register - not
older than 6 months,

Proxy). The data of these persons is e aresolution or other decision on nomination, appointment to a
contained in the excerpt from the National given position,

Court Register or another document e confirmation of the assignment of the NIP number of the
setting out the rules of representation. represented entity,

e  a certificate on the REGON identification number of the
represented entity.

Public institution

e acopy of the document setting out the rules of representation,

e resolution or act of nomination, appointment to the position,

e confirmation of the assighment of the NIP number of the
represented entity,

e  acertificate on the REGON identification number of the
represented entity.

certum.eu
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Persons performing important functions in e acopy of the document setting out the rules of representation,

public and local government e arelevant decision on nomination, an act of appointment or

administration (e.g. President of a City, any other document on the basis of which the person applying

Mayor, Commune Head). The data of these for a certificate acts as a public authority,

persons is contained in a relevant e confirmation of the assignment of the NIP number of the

document setting out the rules of represented entity,

representation. e acertificate on the REGON identification number of the
represented entity.

4.2. Notarial confirmation of the signature

If you choose to verify your identity with a notary public, you will be able to check on the website the
list of notaries in Poland, Europe, and worldwide.

Remember to take the necessary documents with you:

For a personal certificate:

e |dentity document - a valid ID Card or passport;
e Declaration (this is the main document that must be signed in the presence of a notary);
e Instructions for the notary public.

Optional:

e If the certificate is to contain a PESEL number, please provide: a document confirming the
PESEL number (e.g. permanent residence card, confirmation of issuing the PESEL number, etc.)
- required when using a non-Polish identity document.

e If the certificate is to contain a NIP number (Tax ID), please provide: a document confirming
that the NIP number has been assigned (the subscriber's personal NIP number), issued by the
Polish Tax Office, does not apply to a NIP number assigned to a Company. The NIP number
field is intended for people who are entitled to use a NIP number (e.g. have an entry in CEiDG).

For a company certificate and electronic seal:

e Identity document - a valid ID Card or passport.

e Declaration (this is the main document that must be signed in the presence of a notary);
e Power of attorney;

e Instructions for the notary public.

Optional:

e If the certificate is to contain a PESEL number, please provide: a document confirming the
PESEL number (e.g. permanent residence card, confirmation of issuing the PESEL number, etc.)
- required when using a non-Polish identity document.

o If the certificate is to contain a NIP number (Tax ID), please provide: a document confirming
that the NIP number has been assigned (the subscriber's personal NIP number), issued by the
Polish Tax Office, does not apply to a NIP number assigned to a Company. The NIP number
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NOTE - in addition to verifying your identity, remember to provide additional documents that will
confirm the data of the represented entity.

Additional formal documents required to confirm
the entity's data

Owner of a company conducting individual e adocument which is the legal basis for the company's operation

business activity. - a copy or printout from the Register of Business Activity
(CEiDG)

Employees and representatives of a Company - enterprise

company and institution with legal
personality (e.g. accounting firms,
companies, local and public
administration) as well as units without

e  power of attorney — signed in accordance with the rules of
company representation (the form is available for download
together with the Declaration),

legal personality (e.g. budget entities, e adocument which is the legal basis for the company's
schools, registered partnerships and operation:
private partnerships). v" an excerpt or printout from the National Court Register - not

older than 6 months,
v" an excerpt or printout from CEiDG or a certificate with the
REGON identification number, confirming the company data.

Public institution

e  power of attorney —signed in accordance with the rules of
company representation (the form is available for download
together with the Declaration),

e acopy of the document setting out the rules of representation,

e aresolution or other decision on nomination, appointment to a
given position,

e confirmation of the assighment of the NIP number of the
represented entity,

e  acertificate on the REGON identification number of the
represented entity.

Persons belonging to the management or Company - enterprise
supervisory board of a given entity (e.g.
President of the Management Board,
Member of the Management Board,

e anexcerpt or printout from the National Court Register - not
older than 6 months,

Proxy). The data of these persons is e aresolution or other decision on nomination, appointment to a
contained in the excerpt from the National given position,

Court Register or another document e confirmation of the assignment of the NIP number of the
setting out the rules of representation. represented entity,

e  a certificate on the REGON identification number of the
represented entity.

Public institution

e acopy of the document setting out the rules of representation,

e resolution or act of nomination, appointment to the position,

e confirmation of the assighment of the NIP number of the
represented entity,

e  acertificate on the REGON identification number of the
represented entity.

certum.eu
infolinia@certum.pl



Page |21

Persons performing important functions in e acopy of the document setting out the rules of representation,

public and local government e arelevant decision on nomination, an act of appointment or

administration (e.g. President of a City, any other document on the basis of which the person applying

Mayor, Commune Head). The data of these for a certificate acts as a public authority,

persons is contained in a relevant e  confirmation of the assignment of the NIP number of the

document setting out the rules of represented entity,

representation. e  acertificate on the REGON identification number of the
represented entity.

5. Forwarding documents to Certum

If you confirm your identity at a Point of Sale, all formalities will be handled on site

If you have verified your identity with a notary public, send the set of documents with the note
"Notary Public" to the address:

Certum
ul. Bajeczna 13
71-838 Szczecin
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