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1. Product description.

Group activation of eMail ID Individual and Business certificates is a dedicated process of issuing S/MIME
certificates. It allows:

v Quick ordering of any number of certificates

v" Downloading certificates ready for implementation

v Issue certificates using data from Excel*

2. Necessary elements

1. Created an access account for the application.

2. Installed EnterpriselD  application: application available for download  from:
https://repository.certum.pl/S%20MIME%20Group%20Activation/

3. Complete CSV file with for example employee data according to a template downloadable from
the application level’

4. To run Certum EnterpriselD application you need to have latest version of JRE - Java Runtime
Environment

Name Surname E-mail Country
John Smith john.smith@ads.pl Poland

*In the CSV file in the Country (Polish language version] field enter PL. Currently supported two-
character codes (Alpha-2 code) i.e. PL according to ISO 3166 format -
https://en.wikipedia.org/wiki/ISO_3166-1_alpha-2

**In a CSV File, do not modify the header under any circumstances, as a "no header" error will
occur when the modified file is uploaded to the application.

3. Installation of the EnterpriselD application.

Download the application from here:
https://repository.certum.pl/S%20MIME%20Group%20Activation/

To log in, enter your login details.

"' Do not change column headers. Any change in the column header will result in the error: No
header
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Note: Downloading the application results in the creation of a database file: EnterpriselDDb[1.5.0].sqlite
and log files. Deleting or moving the database file will clear the application data. We recommend
creating a separate folder where all application files will be stored.

4. Ordering certificates

In the first step, complete the Applicant's Data from the Requestor Data view and save the entered data.
The applicant’s details are the details of the person authorized to order the group ID certificates
and who appears in the documents that are sent to Certum for verification. You only need to do this
once as the data will be reused. From this level, you can download the appropriate CSV* file template,
which should be filled in with the data of the people for whom the certificates will be ordered.

*If you upload the completed CSV file to the application and there are too many records, the
application will inform you about it.

**In the CSV file in the Country (Polish language version] field enter PL. Currently supported two-
character codes (Alpha-2 code] i.e. PL according to ISO 3166 format -
https://en.wikipedia.org/wiki/ISO_3166-1_alpha-2

[&) Certum EnterpriselD - o b

Load data Dovinload certificates Certificates archive Requestor data Logs

E-mail | aleksandra.iinicka@assecods.pl
Firstname  Alzksandra
Lestname  linicka

NIN | 0000033391

Data has been saved in the name and last name: Aleksandra linicka
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Go to the Load data view. Select the type of certificates you want to order, the key type and the key
size. Upload the filled in CSV file template and send the data. Properly uploaded data will be given the
Sent status

[& certum EnterpriselD - O >
Available statuses
Download certificates Certificates archive Requestor data Logs .
Name sumame £ mai Country status describing the data rows
Aleksandra linicka aleksandra ilnicka@assecads pl PL Not sent in the VieW:
Aleksandra linicka aleksandra.ilnicka@assecods.pl PL Not sent
Aleksandra linicka aleksandra.ilnicka@assecods pl PL Not sent
Aleksandra linicka aleksandra.ilnicka@assecods.pl PL Not sent NOt Sent - data |oaded
Aleksandra linicka aleksandra.ilnicka@assecods.pl PL Not sent bUt not Sent
Aleksandra linicka aleksandra.ilnicka@assecods.pl PL Not sent
Aleksandra linicka aleksandra.ilnicka@assecods.pl PL Not sent
prom—— icea T — " Notsert Pending - data during
Aleksandra linicka aleksandra.ilnicka@assecods.pl PL Not sent H
Aleksandra linicka nicka@assecods. :I PL Not sent Send|ng
Aleksandra linicka aleksandra.ilnicka@assecods.pl PL Not sent
Mleksandra linicka aleksandra.ilnicka@assecods.pl PL Not sent Sent - data Sent‘ ThIS
Aleksandra linicka ilnicka@assecods.pl PL Not sent
Aleksandra linicka aleksandra.ilnicka@assecods.pl PL Not sent status means that the
weksanara inicka sleksanora inicka@assecads pl o Not sent order for the certificate
has been executed and
E-mail ID Individual - RSA_SHA_256 A 2048 - oW 3 the Certlflcate IS Waltlng
1. 2. for verification.
3.

After submitting the data, go to the Download certificates view. At first, all data fields will have the status
Awaiting. Then an e-mail will be sent to each e-mail from the table asking for verification. Verified
certificates are described with the Enrolled status. This means that the certificate is ready to be
downloaded.

Order id MName Surname E-mail Requestor Name  Requestor Surname Status Sent order date
a76e275d-1b19-416d-a545-cedBebE57583 Aleksandra lnicka aleksandra ilnicka@assecods | Aleksandra linicka Awaiting 2020-11-12 05:15:24
pl
05dco4e2-72db-4fc7-b6a6-a63451b3agel Aleksandra linicka aleksandra.ilnicka @assecods [ Aleksandra linicka Enrolled 2020-11-12 09:15:23
pl

To check the current verification status, click Update certificates list. To download issued certificates,
click the Save certificates to files icon. Before downloading the certificates, select the save path.

[& Certum EnterpriselD - m] x
Load data Dﬂwnlmﬂ centificates Certificates archive Requestor data Logs
Order id MName Surname E-mail Requestor N... Requestor Su... Status Sent order date
57623704-1010-0160-a04a-cedBeBE5T583 | Aleksandra lInicka aleksandra.iinicka@asse] Aleksandra \Inicka Awaiting 2020-11-12 09:15:24
ods.pl
05dc84e2-72dn-4{c7-b6a6-a63451b3a8ef | Aleksandra linicka aleksandra ilnicka@asseq Aleksandra linicka Enrolled 2020-11-12 09°15:23
ods.pl
eedbaf26-2212-498a-8de2-130822390634 | Aleksandra lInicka aleksandra.ilnicka@asse Aleksandra lInicka Awsiting 2020-11-12 09:15:23
ods.pl
61464730-3301-1207-a8db-7500cc3B6297 | Aleksandra lInicka aleksandra.iinicka@asse] Aleksandra lInicka Awaiting 2020-11-12 09:15:23
ods.pl
67e85c03-b484-4381-b345-05b13a8cd4fa | Aleksandra lnicka aleksandra ilnicka@asse] Aleksandra lnicka Awaiting 2020-11-12 09:15:23
ods.pl
2e1f8a56-4427-4d71-9438-a3028 10736 Aleksandra lnicka aleksandra.ilnicka@asseq Aleksandra lnicka Awaiting 2020-11-12 09:15:23
ods.pl
bE424f8c-4dfc-4835-BaZa-cc51118e5ih4 Aleksandra linicka aleksandra.ilnicka@asse] Aleksandra linicka Awaiting 2020-11-12 02:15:23
ods.pl
B872b6437-4e93-4efd-0deB-4bBfA4557ed6 | Aleksandra lnicka aleksandra ilnicka@asse] Aleksandra lnicka Awaiting 2020-11-12 09:15:23
ods.pl
39132552-4178-4e£2-9718-9c4d1014bc65 | Aleksandra lInicka aleksandra ilnicka@asse] Aleksandra IInicka Enrolied 2020-11-12 09:15:23
ods.pl
4e2e2781-eB03-4ce-B296-B677710E722 | Aleksandra linicka aleksandra.ilnicka@asse] Aleksandra linicka Awaiting 2020-11-12 09:15:23
ods.pl
"\ \\\"\\2"\N\U2"NaIUaNaUaNvYw s hwWhhmaththwwhwaahathaaha.hh\hahawh
| -]
Delete all rejected Delete rejected
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Certificates are saved in the folder - the user chooses where to store the certificates. The certificate files
will be saved in the .cer and .pfx format together with a text document and an authorization password
(to be entered when installing the pfx file). In case of downloading Business ID certificates, the
application will additionally create separate folders for each person from the list based on the first and
last name provided in the CSV file.
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MNazwa

5 sleilnicka@gmail.com_3C0DS7378370861 ..
13 sleilnicks@gmail.com_3C0ODS7378370861 ..
5] aleilnicka@gmail. com_3C0D97378370861...
53] aleksandra.ilnicks@assecods,pl_DB7821C...
1% sleksandra.ilnicks@assecods,pl_DB7821C...
5] aleksandra.iinicka@assecods.pl_0B7821C...
(53] sleksandra.ilnicks@assecods.pl_4257EBD...
13 sleksandra.ilnicks@assecods.pl_4257EBD...
[E] aleksandra.ilnicks@assecods.pl_4257EED...
5 aleksandra.ilnicke@assecods pl_4257EBD...
aleksandra.ilnicko@assecods.pl_4257EBD...
2] sleksandraiinicke@assecods.pl_425TEED...

Data medyfikagji

v o O Przeszukaj certs
Te Rozmiar
Certyfikat zabezpi.. 2Ke
Wymiana informa... 4KB
Dokument tekstowy 1KB
Certyfikat zabezpi.. 2Ke
Wymiana informa... 4KB
Dokument tekstowy 1KB
Certyfikat zabezpi.. 2Ke
Wymiana informa... 4KB
Dokument tekstowy 1Ke
Certyfikat zabezpi.. 2Ke
Wymiana informa... 4kE
Dekument tekstowy 1Ke

Issued and downloaded certificates will be available from the Certificates Archive. You will be able to
download or delete them again from this level.
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