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1. Product description

Secure your e-mail by signing and encrypting messages using Certum E-mail ID certificates.

Thanks to the unique signature and encryption feature, you can be sure that the e-mails you send are
properly protected against their potential leakage or modification and you can assure the recipient of
your identity.

The Email ID certificate has a wide range of application. You can also use it to secure your Windows
station using the user authentication feature on systems or applications.

2. Product activation

The guide is prepared using the example of Google Chrome browser and concerns the process of
activating the Certum Email ID Business certificate.

After placing an order in the Certum shop, activation will be available in the Activate Certificates tab (see
section 2.2).

2.1. Adding the activation code

If you want to activate the product from an electronic code received e.g. on your e-mail address - before
you begin the activation, add the code in the Electronic Codes tab. To do so, log in to your account on
https://shop.certum.eu

e Certum Store > B Helr o Mycart + gz

by QIreco

In case you do not have an account, click on the Create an Account button to create one. If you already
have an account, select Log in.

Customer Login

Registered Customers

“’ Forgot Your Password? ‘

New Customers

Creating an account has many benefits: check out faster, keep more than one address, track orders and more.

Create an Account

After logging in, click on the customer panel - Your Account.
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> signou

To add a code select the Electronic Codes tab. Enter the code in the Electronic code field and click Add

button.

Note! Remember that the activation code consists of 16 characters. After entering or copying the code

make sure that the number of characters is correct.

My Account

My Account

My Orders

My Downloadable Products
Address Book

Account Infarmation
Electronic codes
Newsletter Subscriptions
Account balance

Cards saved in Dotpay
My Archive Orders
Activate Certificates
Manage Certificates
Tools

Domain verification

Electronic codes

New activation code from activation card

Your codes

Purchased in the store

No eligible codes found

Entered manually

All codes ~

If you enter the code correctly, the product will appear on the list in the Your codes/Entered manually
section. After processing the code, go to the Activate Certificates tab (see next point 2.2).

2.2. Start of certificate activation

After placing an order or adding a code to your account, start activation in the Activate Certificates tab.

Electronic codes
Certificates’ management
Crrclers history

Address details

Tools

Mewsletter

Domain verification
Technical support

Knowdedge

Activate Certificates

Sarvice name
Activstion state
Order Mumber

Payment state

nurpber +48 42 575 63 60

In secordance with Arbicle 13 sec. 1 and 2 of the General Data Protection Regulztion (GDFR) of 27 Apnl 2018 [herenafier refered
10 35 the "Regulation”) | heseby inform that

1. The Adminestrater of your personal dats is Asseco Data Systems 5.4 seated in Gdynia, ul Podolsks 21, 81-321 Gdyniz.

2. The Data Protection Officer of Aszeco Data Systems S.A can be reached at the email address: 10D@assec0d: pl, or phane

3. Your personsl dsts will be processed for the purpose necessary for the performance of the non-guaifisd cetficas agresmant
jpursuant ba Article § sec. 1 ketter b of the Regulation
4. our personal dst3 will be stored for a period of: 7 years from the date of revocation or expiration of the last cenificate issued 2

&

Find the correct certificate in the list and click Activate.
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Servics AaMe Ovder date * Ovder Nurmber Payment state
nacive
E-rail 1D Individual, Payment booied certicate
fesum L —

If you need the pfx/p12 file to implement the certificate in the mail program, select the method of key
pair generation and click Next button. In order to obtain two separate files (certificate + private key) select
the CSR method. For this method, a CSR and a private key must first be generated:

Activation iy

1.Crdors 2 Mathod Chotcs B 1.Kayn 4. Daln

Service name E-muail ID Individual

=zus

Sefact delivery mathed of ® Key pair generation ¥
key pair for certficale ) cope

Agddifonal mifo abbid TSR com be kend in Help secian or can be cbibsred Trom infofine consullsnis.

2.2.1 Activation method — key pair generation
In order to generate the keys, download and run the Certum CryptoAgent app (to run the app you need
a Java environment installed on your computer https://www.java.com/ ).

In order to activate certificate download and run Certum CryptofAgent application

Aun CryptoAgent

& Certum Cryptofgent application require the latest version of the JVM (Jlava Virtual Maching)
Enviromment.

NOTE: Certum Cryplofgent should be on during the cerlificate instaliabon process on the card

[ rovom ] e

A warning communicate will appear in the bottom bar of your browser, where you can click Save to
download the Certum app.

When the Certum CryptoAgent window appears, run the app by clicking Run.
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Do you want to run this application?

Name: Certum CryptoAgent

'.'?; Publisher: Asseco Data Systems
— Locations: htips://cservices. certum.pl
Launched from downloaded JMLP file

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the locations and publisher above.

[] Do not show this again for this app from the publisher above
g Mare Information ’

After a short while, the app will run in the background and during the activation process there will be a
possibility to save the keys in the Certum app. The default settings, i.e. RSA key algorithm (change to EC
possible] and 2048 key length are correct for Email ID Individual operation.

E."an-::el

Activation &

1 Meinod Choice

Sensce name  E-mail ID Individual, 1 year
i=zus

Sesect delivery method of ] ey pair generation 4
key pair for certificate ) copd

Addional mio cbou C2R o be fwnd in Heip secSon of can b obisned froom mfaline consuilents

After clicking on the Generate Keys button, a message will appear that the certificate keys have been
generated. Clicking the Next button will take you to the next activation step (see chapter 3 - Filling in the
form during activation).
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Activation &

3 Mat

® g Keya d Diain

Servica name E-mail ID Individual

SSUE

Heys safety fevel =  Certificale keys have been generated <

2.2.2. Activation method - CSR request

The CSR (Certificate Signing Request) should be at least 2048 bits long, after it has been generated it will
be sent to a certifying institution for signing, i.e. creating an appropriate public key. The file can be
generated on the server or in the Certum shop user account. In addition to the CSR file, a private key file
(privateKey.pem] will be generated.

In order to generate a CSR file in your user account, wait with the activation and select the Tools section
on the left.
Activation

* 2Menod Chatce B SRR DAl 5 Conlimmakor

Senice name E-mail ID Individual, 1 year

issue

Sesect delivery method of [ ] Fay pair generation &
key pair for cedificate ® copis

Additional info oboul CSR o be foond in Help sediion or con-be chisined friom infoline comaidimnis

In the list that will expand, select the option CSR Generator.
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Tools

Searnch for certificates

Certficate Revocation Lists
{CRL)

Diagnostics of S5L certificate
nstallation

CSR Generator

CSR Decoder

PFX Generator

Advisor

Cornpatibility of a private

key/CSR with 551 cerificate

To obtain a CSR, fill in the fields in the form as indicated on the page. After checking the details and
selecting the checkbox next to the required consent, click on the Generate button.

* required fislds

| agres to the Certification Authority server generating a private key and CSR. | also acknowledge that the private
key generated with the CRS is not stored by the Certification Autharity in any form. It is displayed and availabis
exclusively in the browser window upon its generation

The next step is to save two files: the CSR and the private key using the Download buttons (the files will
be saved on your computer, you can open them in a text editor e.g. Notepad]. The CSR request file will
be needed to activate the certificate, while the private key will be required to implement the certificate
on the server.

Important! Remember not to lose these files and not to disclose your private key to anyone else. If the
private key is lost after the Email ID Business certificate has been issued, it will be possible to reissue the
certificate.

certum.eu
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Genarated CER

—--BEGIN CERTIFICATE REQUEST—— ~
MIICZDCCALWCA AW TESMBAGA 1 UEAmVS 2V dHVH nBsMOswC oY DVOOGEWIOTOCC
A5 DY IKoZlhvohACEBBQADIEPA DS CADeCogE BAKNMSTY MiX gL BoR ustKE LS
Pknbl EGOIMaLE4nZn Y TTENEXKaFTZ Cu oMY PEWEMNgAVPEHakDuz Y rdnB e
PGS YR THE4zB1L 43y BEgb+iNeK 3 Epn VilDOEX 3z 4yBla+hWDINGAE

LkPmiBg 1XMATMMZ S 2T BsWWkHpZ TL v Hhoaw vIkCT THRNSEN+BL I dIHG
*F14GHTTTVRaylZNpogHivn BvEF 215 FOdiRerl4Y T O3have ¥ BeiigmThite

Uz lqZ eV S AT UERSAA B TS acdOv v SgHAHErZ Dzl gAm2td 2w WSk Y1830
BWEAATANBghahk GoWIBACSFAADCANEANBMSZ TAEDT GieCKIKE 4+ HOMLI/AL 2

LR docwCrwlh TkC 1z0DET84JERBtiay CCIELmEqpg +v488/BfoctiCpiOlLs+ )

Gersrated private hey

— BEGIN RSA PRIVATE KEY-— -
MIIEpAIBAAKCADE G 1gyNeAvZhG 05 0aFTLnaSduiliTaP g yos ThmajnwiF
Ao MkKEmMhRZ B poow2 D+ 885 fig TST MisyFaS e Ot W KKBydRM MG T]

L wEEV501 SreSmdWLRARFP]L DRrEFnEMpapTu+biyar el DOknxnpP 2ea e
Instu+SC DS HHAMISOLYW2EDEE 3 4Eva k5 B0EX X g Y eurtEF rihkEmmeal CF
GEOVKNBEE2 I Gyszhilg Tdtn@4lcFBL+q7 mHfZhRIF ComDFazkBO83nneX ls20rl
vEJp0E8iEnmA AP MinCha 1 28/ REKRivzwl DAQAB Aol BASEX GzxhigI80Wd
SERYERIE v 3B GzndQrtvwh 2me 4 0T VDG * BN TAWWE nviOshSigh5 28y U
Bzt LEFUSgEYDKDMob KA DnSFG oMY n1a22h 20z jnzsaHdHi7 ThhspyDkhHo

1z 1505 Um0 LenMHBLWT Y+ 408 GR 32X CmAnT ROPESD Ge QN 1d CoBEOmafiim: il

Drommitoad

Once you have saved the files, you can return to the certificate activation. The first step is to paste the
contents of the CSR file.

Important! Make sure to paste the whole character string.

Activation &

1.0rtters 2. Misfhod Chaics iDate 5.Cenfirnadion

3.Keys &

Senvice name  E-mail 1D Individual, 1 year
Issue

CER®  {e-——- BEGEN CERTIFICATE REQUEST-----
MITCZ JCCALMCADANT 2 EUNBIGAIUE Swwl T haldxhZTHI 1 34x 2 ATBgNVBAYTALBM
MIIBL jARBgkahk IGSS8A0EF AA0CAORANT TR pRCADEA: Y/ 2 IR Txa Texurakwolld
| ylolTulds s REhwrN1eTglsa Imgauk YL 1PHKVrrb S 1 2pxdRSPrH1nS xx ghB 2 5md TH
| SV 1Bk kd g Serefy A2DNSCSTeZUbr-CS NG T Lwidok Bang £+ el Sur SETV) 2unac
FEQUDEATpZMy+IPET ygNarknQeZ FOg teNe Ml o4 ZPutv 24 MBI 84 uhvGEK Try+FI
| QK gEBCPWEMYr EBQEe-HwWB 220G I Dr 53 snL LINE00vDars 1T EY 1L SO LBNGAGGr 24T
| F2XE3DaOEy 2eg 1+ TulnGAThLOGADBS 1xPEk 1 v ENXEQR THEREweXUPK U5 334081
WOIDADARHABGE SqGSTHADNER WUASA TRAQC GBS ZK pwnys 1 IRYFubK Q2 rixf 2 3qf 25
TE1TwGr IF 2L L EQWY WP pT TS HdnM L SIRAGNT KZ 22 L 1L EKaTHNAK SraECHY EL
VPVCLKFMT Jrfach/ 2/ drey TIKL SHIba TTWLRKQEpy = wallivHn 2 L 3= SoldTk LTUT v
SETKPIL fw=VoE 2BETF EpBuwyGRE TduY dMe TSTZIDGRer M7 R LEAZ qAwoO2HHT Lch]
oR ST IBEhThk AT IHKNH J65My 2 Ty s XN WS Lpih PG+ ITL gL EAHLE Sy LaAQT 211
FELLDIr W2 uSs AT IDG LufLCBMF wI00 2Bw 2T y 2 gobl G dWgd il lrk S
==-=--EMD CERTIFICATE REQUEST-----

2. Filling in the form during activation

certum.eu
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In this stage, fill in the form with the applicant's details and the certificate data. In case of using the CSR
method, the data entered in the request will automatically be entered as certificate data. Fields with an

asterisk (*] are mandatory.

Activation gy
e 2 Melhod Choice 1 Kmys 4D0ata [ B Confirmalice
Service name E-mail ID Individual
Issue
Applicant data:
Mame * Diominik
Surname * towozynowsk
Fhone®  |123456750
Email * dominik. lowezynowski@assacods. pl
Certificate Data: ¥
Hash fimction REA-EHAZEG
Start of validity a015-08-07 7 g
End of validty — 2020-08-08 @™
Emaii * d-:,rnh'lik_.!M@yﬂm&kl@assemds._pl

Finally, select the required consents and statements regarding the terms of use and click Activate.

certum.eu
infolinia@certum.pl



Page |1

Certificate Structure: ™

E=dominik.lowczynowski@iassecods. pl,
SUBES nsdominic lowezynowski@sssecods ol

Subect Alt Mame  rfo822Name=dominiclowczynowsk@assecods. pl

‘erfication method * ® verification useng subscrber documeants
) verification via phone
numiar

The contact phone number used for the phone verification of the certified organization has to match

& the number found in quatified sources of information such as public business and arganization
registers. In the event of a3 phone number mismateh, the verification will be carried out using
documents.

Tarne of Lse

BEFORE SENDING TO CERTUM A REQUEST TO ISSUE CERTIFICATE, OR ACCEPTING CERTIFICATE OR THE - |
FIRST USE OF IT. PLEASE READ THE TEXT OF THESE ,TERMS OF USE FOR NON-QUALIFIED CERTIFICATES' [I!
[REFFERED TOAS . TERMS OF USE", IF YOU DO NOT ACCEFT THESE TERME OF USE DO NOT SEND THE
[REQUEST TD IZ5UE CERTIFICATE, DO NOT ACCEPRT IT AND DO NOT USE (T

[THESE TERMS OF USE BECOMES EFFECTIVE FROM THE MOMENT OF SUBMITTING THE CERTIFICATE REQUEST
TO CERTUM - Certification Authority” (HEREINAFTER CERTUM') AND ARE VALID UNTIL THE END OF CERTIFICATE
[VALIDITY PERICD OR UNTIL THE CERTIFICATE REVOCATION. SENDING THE CERTIFICATE REQUEST MEANS

[THAT YOU WaNT CERTUM TO REVIEW THE APPLICATION AND IZ25UE THE CERTIFICATE. AND MEANS THATYOU

| agres 1o Terms of Use *

| decizre and confirm that | am aware of the fact that the camificate may expose my pessonal data 1o the exient 1t has been
mitheated for ingiusion in the certfieste. | sisa confirm that 5l aotrites carmied out usng this cestfoate may. at my
disretion, be svalable without restriction, in partcular with regard o locaton. The use of the certificale is not affected by
Asseca Dats Systems 5 A prowider of secunty sensces ®

| confirm that | am of age *

| hereby confirm the accuracy of my personal data inciuded in the applicaton for the eertificate. =

[ rrovae | e |

“Tegured

After the activation is completed, you will receive an email with a verification link, using which you must
confirm access to the email address entered in the certificate data.

Please note that if you place an order by traditional bank transfer, the payment must be credited to
issue the certificate.

certum.eu
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