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1. Product description

Secure your e-mail by signing and encrypting messages using Certum E-mail ID certificates.

Thanks to the unique signature and encryption feature, you can be sure that the e-mails you send are properly
protected against their potential leakage or modification and you can assure the recipient of your identity.

The Email ID certificate has a wide range of application. You can also use it to secure your Windows station using
the user authentication feature on systems or applications.

2. Product activation

The guide is prepared using the example of Google Chrome browser and concerns the process of activating the
Certum Email ID Business certificate.

After placing an order in the Certum shop, activation will be available in the Activate Certificates tab (see section
2.2).

2.1. Adding the activation code

If you want to activate the product from an electronic code received e.g. on your e-mail address - before you
begin the activation, add the code in the Electronic Codes tab. To do so, log in to your account on
https://shop.certum.eu

@ Certum store

by QIr2Co

In case you do not have an account, click on the Create an Account button to create one. If you already have an
account, select Log in.

Customer Login

Registered Customers

‘ Forgot Your Password? ‘

New Customers

Creating an account has many benefits: check out faster, keep more than one address, track orders and more.

After logging in, click on the customer panel - Your Account.
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QUALIFIED SERVICES ~  DATA SECURITY - CRYPTOCERTUM -~  DEDICATED SOLUTIONS ~ G sonou

To add a code select the Electronic Codes tab. Enter the code in the Electronic code field and click Add button.
Note! Remember that the activation code consists of 16 characters. After entering or copying the code make
sure that the number of characters is correct.

My Account

My Account Electronic COdes

My Orders
New activation code from activation card

My Downloadable Products

e fook “

Account Information

Electronic codes Your codes

Newsletter Subscriptions
Account balance Purchased in the store Entered manually Search code
Cards saved in Dotpay
My Archive Orders All codes ~
Activate Certificates
. No eligible codes found.
Manage Certificates

Tools

Domain verification

If you enter the code correctly, the product will appear on the list in the Your codes/Entered manually section.
After processing the code, go to the Activate Certificates tab (see next point 2.2).

2.2. Start of certificate activation

After placing an order or adding a code to your account, start activation in the Activate Certificates tab.

Electronic codes Activate Certificates
Activate Cerfificates
_ Senllice neme hd
Certificates’ management Activation state "
Orders history Order Mumkbar
Payment stata '

Address details
Search
= [ sescch |

In sccordance with Article 13 s=c. 1 and 2 of the General Data Protection Regulation (GOPR) of 27 April 2018 (hereinafter refemred
to a5 the "Regulation”) | hereby inform that:

1. The Administrator of your personal data is Asseco Data Systems S.A. seated in Gdynia, ul. Podolska 21, 81-321 Gdynia;

2. The Diata Protection Officer of Asseco Data Systems S.A can be reached at the email address: 100@asz2c0ds pl, or phone

Mewsletter

Domain verification

. numizer +48 42 675 83 50.
ectacal=uppod 3. Your personal data will be processed for the purpose necessary for the performance of the non-guealfied cenificate agreement
jpursuant to Article § sec. 1 better b of the Regulation.
Knowledge 4. Your personal data will be stored for a peried of: 7 years from the date of revocation or exgpiration of the last cedificate ssued -

Find the correct certificate in the list and click Activate.
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Service name Order date * Order Number Payment state
nactrve
E-mail Il Individual, Payrent booked cenificate
|szue 7] Ai

If you need the pfx/p12 file to implement the certificate in the mail program, select the method of key pair
generation and click Next button. In order to obtain two separate files (certificate + private key) select the CSR
method. For this method, a CSR and a private key must first be generated:

Activation &

1.Orders 2 Method Choies B dkeys 4Dala  §.Confimmation

Senice name E-mail ID individual

SSe

Sefect delivery method of (1] Hey pair generation -
key pair for cartificate ) cope

Addiional mfo abouwt CSR can be found in Help seciion or can be oblained from infaline consullants.

2.2.1  Activation method — key pair generation
In order to generate the keys, download and run the Certum CryptoAgent app (to run the app you need a Java
environment installed on your computer https://www.java.com/ ).

In order to activate certificate download and run Certum CryptoAgent application

& Certum CryptofAgent application require the latest version of the JVM (Java Virtual Machine)
Environment.

MOTE: Certumn Cryptofgent should be on during the cerdificate installation process on the card

. rovs | v

A warning communicate will appear in the bottom bar of your browser, where you can click Save to download
the Certum app.

When the Certum CryptoAgent window appears, run the app by clicking Run.
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Do you want to run this application?

Name: Certum CryptoAgent

l/{ Publisher: Asseco Data Systems

Locations: https://cservices. certum.pl

Launched from downloaded JMLP file

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the locations and publisher above,

[[] Do not show this again for this app from the publisher above

g Mare Information .

Page |6

After a short while, the app will run in the background and during the activation process there will be a possibility
to save the keys in the Certum app. The default settings, i.e. RSA key algorithm (change to EC possible) and 2048

key length are correct for Email ID Individual operation.

Activation &

2 Mathod Cholce %

Service name E-mail ID Individual, 1 year

SSUe

Select delivery method of @ Key pair generation &
key pair for certificate ) copk

Addiional info about CER can be found in Help seciion ar can be oblsined from infoline consultants,

Menxt 1

After clicking on the Generate Keys button, a message will appear that the certificate keys have been generated.
Clicking the Next button will take you to the next activation step (see chapter 3 - Filling in the form during

activation).
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Activation g

1.0rders 2 Method Choice 4 Data 5. Confimation

3 Kays &

Senica name E-mail ID Individual

SSLE

Keys safety level = Cerlificate keys have been generated
:

2.2.2. Activation method - CSR request

If you want to issue a certificate using the CSR method, use any CSR generator that meets your needs or the
Open SSL tool recommended by Certum. Read more: https://www.support.certum.eu/en/what-is-csr/.

2. Filling in the form during activation

In this stage, fill in the form with the applicant's details and the certificate data. In case of using the CSR method,
the data entered in the request will automatically be entered as certificate data. Fields with an asterisk (*) are
mandatory.

Applcant data:

Hame * Domnic

Prone * 1T
Eoru * Soemini iowesonsaasecods o

Ragatraton Mumbe'

Cortificats Datac® If you want to issue a certificate for maximum
Corrren nae® Absaco Dnts Symmms SA ¥ validity perdiod, dont fill ,end of validity” field
BT LR REASHA%8
I Endof valglty | 0220099 i I
Bl SHMHEy * Budaii ety w ¥
Crgarization * Aszaco Cou Symwms SA v
Organzatonal und | Cartgm -
Regsvaton Humber™ | DOOD4Z1210 *]
et and oL mumber -
acaliy " Gayma -
Poatsl code L
Cou Brard w
Seate w |
AP IBOOR B OO BN v
SCalty Sarre
Jursdoton of Fenporason Poiand w |

ogrtry N "
Juriaseten of ODIESOn w |

sinie or prOovinom Pame

Finally, select the required consents and statements regarding the terms of use and click Activate.
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Certificate Structure: ¥

i E=dominik.lowczynows«k@assecods.pl,
Subject CN=domini«< lowczynowski@assecods. pl
Subject Alt Name  rfc822Name=dominik lowczynowski@assecods. pl

Verification method * ® verification using subscriber documents
O verification via phone
number |

The contact phone number used for the phone verification of the certified organization has to match

A the number found in qualified sources of information such as public business and organization
registers. In the event of a phone number mismatch, the verification will be carried out using
documents,

Torns of Use

[BEFORE SENDING TO CERTUM A REQUEST TO ISSUE CERTIFICATE, OR ACCEPTING CERTIFICATE OR THE -~ |
[FIRST USE OF IT. PLEASE READ THE TEXT OF THESE .TERMS OF USE FOR NON-QUALIFIED CERTIFICATES" .
[REFFERED TOAS .TERMS OF USE". IF YOU DO NOT ACCEPT THESE TERMS OF USE. DO NOT SEND THE

[REQUEST TO ISSUE CERTIFICATE, DO NOTACCEPT IT AND DO NOT USE IT.

[THESE TERMS OF USE BECOMES EFFECTIVE FROM THE MOMENT OF SUBMITTING THE CERTIFICATE REQUEST
iTO LCERTUM - Certfication Authority” (HEREINAFTER .CERTUM") AND ARE VALID UNTIL THE END OF CERTIFICATE
[VALIDITY PERIOD OR UNTIL THE CERTIFICATE REVOCATION. SENDING THE CERTIFICATE REQUEST MEANS

[THAT YOU WANT CERTUM TO REVIEW THE APPLICATION AND ISSUE THE CERTIFICATE. AND MEANS TRATYOU Vv |

| agree to Terms of Use *

| deciare and confirm that | am aware of the fact that the certificate may expose my personal data 10 the extent it has been
indicated for inciusion in the certificate. | aiso confirm that all actvities carried out using this certficate may, at my
discretion, be avalable without restriction, in particular with regard to location. The use of the certificate is not affected by
Asseco Data Systems S A provider of security servcas *

| confirm that | am of age *

| hereby confirm the accuracy of my personal data inciuded in the spplication for the certificate. *

[P | e

“Regquired

After the activation is completed, you will receive an email with a verification link, using which you must confirm
access to the email address entered in the certificate data.

Please note that if you place an order by traditional bank transfer, the payment must be credited to issue the
certificate.
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