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1. Product description

The Certum Tools application is used for:
e Generating a CSR request, required to issue the Data Security certificates:
o SSL
o S/MIME
o National Node certificates (Krajowy Wezet Tozsamosci)

e Generating a .pfx file by combining certificate file and the matching private key, previously
generated with the CSR, required to install the certificate.

Requirements: to run the application, you need to install the current version of the Java runtime
software. The application can also use Java version 8 202.

2. Using Certum Tools application

Run Certum Tools application
Download the application from https://support.certum.eu/en/what-is-csr/. The application is
available in two versions: .exe version and .jar version.

The .exe version of the application can be launched by double-clicking on the downloaded file. If you
are using the .jar version, you can either run it by double-clicking on the downloaded file or by
invoking it to run from the command line.

Change the language in Certum Tools
The application is available in two language versions: Polish and English.

Once you launch the app, you can change its language. Choose the language you are interested in in
the language menu in the upper right corner of the application. The application opens in Polish by
default.
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G Certum Toals

© Certum CSR

by QUr2C0

CSR

COMMON NAME (CN)*

KEY ALGORITHM

RSA

CSR -full

PFX Generator (pl2)

Clear form

KEY SIZE

2048 -

English -

Generate CSR file

To generate the CSR and private key, select the CSR tab and start filling the fields that you want to

include in the certificate.

In the Common Name field, depending on the certificate, you can provide:

e  For SSL certificates: domain name (for a Wildcard certificate remember to add the asterisk)

e For S/MIME certificates: depending on the certificate: e-mail address, name and surname or

organization name

e For Code Signing certificates: depending on the certificate: name and surname or organization

name

e Forthe National Identity Node certificate: organization name.

If you want to include more fields in the CSR such as organization or address details, use the CSR - full
tab. Certum systems offer to define the values of these fields when providing the data for the
certificate and there is no need to provide them in the CSR.

After completing the fields, choose the key algorithm and its length. After completing all necessary

fields, click the Generate CSR button.

NOTE: Remember that for the National Node certificate it is necessary to use the EC algorithm.

Save CSR file

After clicking Generate CSR, the following files will be generated:
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e CSR, the content of which must be copied or saved and provided when activating the
certificate

e Private key, which must be saved on your computer. It will be required to create the certificate
file and install it.

@ Certum Tools = a >

@ Certum CSR  CSR-full  PEX Generator [pi2] brglsh <

by QUr2C0

The CSR and private key have been generated

yourdomain.com Copy content

e d Private key
Copy content
l/ RSA 2048
Change data Generate a new CSR

After clicking Save, the files will be saved in the selected folder on disk. Save the private key because
you will need it for the next step, which is to create the .pfx file.

Create .pfx certificate file

The .pfx file is required to install the certificate. It will be created from the previously saved private
key and certificate file. The issued certificate can be downloaded from an e-mail or from your
account in the Certum store.

Download certificate

Once the certificate is issued, download it from the certificate creation e-mail or from the Certificate
details view in the Data Security Products in your Certum store account. The file can be saved in two
encodings:

o Download PEM will download the certificate plain text file in .pem format

e Download DER will download the certificate file in binary .cer format.
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After downloading, the files will be saved to disk. If you have problems finding downloaded
certificates, check the Downloads folder and search for files with the certificate serial number in the
name.

Generate .pfx file
Select the PFX Generator (p12) tab in the Certum Tools application.

e Inthe Certificate section, load or paste the contents of the certificate file
¢ Inthe Private key section, load or paste the contents of the private key file.
Then, set a password for the .pfx file and remember it. It will be required to install the certificate.

After clicking Generate PFX, the file will be available for saving on disk in the selected folder.

@ Certum Tools = (] x

® Certum CSR  CSR-full  PFX Generator (pi2) Engish <

by 2o

PFX Generator Clear form

Certificate ()]

Choose a certificate file or paste its content below
° ————— BEGIN CERTIFICATE-----

Load certificate file Paste again

Private key ()

Choose a certificate file or paste its content below

Load private key file Paste again

Password ()]

Set the password for PFX file

Valid

Generate PFX

Page | 6 certum.pl
infolinia@certum.pl



	1. Product description
	2. Using Certum Tools application
	Run Certum Tools application
	Change the language in Certum Tools
	Generate CSR file
	Save CSR file

	Create .pfx certificate file
	Download certificate
	Generate .pfx file



